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Chapter 1. Installation overview

An installation of HCL Unica products is complete when you install, configure, and deploy the HCL Unica products .

The Installation Guide provides detailed information about installing, configuring, and deploying the products.

Use the Installation Roadmap section to obtain a broad understanding about using the Installation Guide.

Installation roadmap

Use the installation roadmap to quickly find the information that you need for installing Unica Platform.

You can use Table 1: Unica Platform installation roadmap (on page 5) to scan the tasks that must be completed
for installing Unica Platform. The Information column in the following table provides links to the topics that describe

the tasks for installing Unica Platform:

Table 1. Unica Platform installation roadmap

This two-columned table describes the topics that are included in the Platform Installation Guide in one column,

and the explanation of the tasks in the second column.

Topic Information

Installation overview (on page 5) This chapter provides the following information:

» How the installers work (on page 7)
- Modes of installation (on page )

« Unica Platform documentation and help (on page 9)

Planning the Unica Platform installation This topic provides the following information:

(on page 11)
* Prerequisites (on page 11)

« Unica Platform installation worksheet (on page 13)

« Installation order for Unica products (on page 15)

Creating the Unica Platform data sources | This topic provides the following information:

(on page 18)
- Creating the JDBC connection in the web application server (on

page 19)
« Configuring the web application server for your JDBC driver (on
page 20)

Installing Unica Platform (on page 29) This topic provides the following information:
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Table 1. Unica Platform installation roadmap

This two-columned table describes the topics that are included in the Platform Installation Guide in one column,

and the explanation of the tasks in the second column.

(continued)

Topic

Information

« Installing Unica Platform using the GUI mode (on page 30)
¢ Installing Unica Platform using the console mode (on page
39)
« Installing Unica Platform silently (on page 40)
« Unica Platform components (on page 42)
« Creating and populating the Unica Platform system tables man-

ually (on page 44)

Deploying Unica Platform (on page 46)

This topic provides the following information:

« Guidelines for deploying Unica Platform on WebLogic (on page
52)

* Guidelines for deploying Unica Platform on WebSphere (on
page 53)

« Guidelines for deploying Unica Platform on Apache Tomcat (on
page 56)

* Guidelines for deploying Unica Platform on JBoss (on page
55)

« Verifying your Unica Platform installation (on page 58)

Configuring Unica Platform after deploy-
ment (on page 71)

This topic provides the following information:

« Default password settings (on page 71)

Unica Platform utilities (on page 91)

This topic provides the following information:

« Setting up Unica Platform utilities on additional machines (on
page 93)

- alertConfigTool (on page 94)

- configTool (on page 94)

« Clientdetails (on page 98)

» datafilteringScriptTool (on page 99)

« encryptPasswords (on page 100)

« encryptTomcatDBPasswords (on page 102)

« partitionTool (on page 102)
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Table 1. Unica Platform installation roadmap

This two-columned table describes the topics that are included in the Platform Installation Guide in one column,

and the explanation of the tasks in the second column.

(continued)

Topic Information

* populateDb (on page 105)
* restoreAccess (on page 106)

- scheduler_console_client (on page 107)

Unica Platform SQL scripts (on page This topic provides the following information:

111)
« ManagerSchema_DeleteAll.sgl (on page 111)

» ManagerSchema_PurgeDataFiltering.sqgl (on page 111)
« SQL scripts for creating system tables (on page 112)
» ManagerSchema_DropAll.sql (on page 113).

Uninstalling Unica Platform (on page This topic provides the steps to uninstall Platform.
115)

How the installers work

You must use the suite installer and the product installer when you install or upgrade any Unica product. For example,

for installing Unica Plan, you must use the Unica suite installer and the Unica Plan installer.

Make sure that you use the following guidelines before you use the Unica suite installer and the product installer:

» The Unica installer and the product installer must be in the same directory on the computer where you want
to install the product. When multiple versions of a product installer are present in the directory with the Unica
installer, the Unica installer always shows the latest version of the product on the Unica Products screen in the
installation wizard.

- If you are planning to install a patch immediately after you install an Unica product, make sure that the patch
installer is in the same directory as that of the suite and product installers.

« The default top-level directory for Unica installations is / HCL/ Uni ca for UNIX™ or C: \ HCL\ Uni ca for

Windows™. However, you can change the directory during installation.

Modes of installation

The Unica suite installer can run in one of the following modes: GUI mode, X Window System mode, console mode,
or silent mode (also called the unattended mode). Select a mode that suits your requirements when you install Unica

Platform.

For upgrades, you use the installer to perform many of the same tasks that you perform during the initial installation.
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GUI X Window System mode

Use the GUI mode for Windows™ or the X Window System mode for UNIX™ to install Unica Platform by using the

graphical user interface.

Note: To launch the installers on Windows 2019 and Windows 2022, server please set parameter - SET
JAVA_TOOL_OPTIONS="-Dos.name=Windows 7" - on command prompt and then launch the Installers from
the same command prompt.

UNIX™ X Window System mode

Use the X Window System mode for UNIX™ to install Unica Platform by using the graphical user interface.

Console mode

Use the console mode to install Unica Platform by using the command line window.

Note: To display the Installer screens correctly in console mode, configure your terminal software to support
UTF-8 character encoding. Other character encoding, such as ANSI, will not render the text correctly, and

some information will not be readable.

Silent mode

Use the silent or unattended mode to install Unica Platform multiple times. The silent mode uses response files for
installation, and does not require user input during the installation process.

Note: Silent mode is not supported for upgrade installations in clustered web application or clustered listener

environments.

Sample response files

You must create response files to set up a silent installation of Unica Platform. You can use sample response files
to create your response files. The sample response files are included with the installers in the ResponseFi | es
compressed archive.

The following table provides information about sample response files:

Table 2. Description of sample response files

Sample response file Description

installer.properties The sample response file for the Unica master installer.
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Table 2. Description of sample response files

(continued)

Sample response file

Description

install er_product initials and
product version nunber. proper-

ties

The sample response file for the Unica Platform installer.

For example,i nstal | er _ucn. n. n. n. properti es is the response

file of the Unica Campaign installer, where n.n.n.n is the version number.

For example,i nstal | er _unpn. n. n. n. properti es isthe response

file of the Platform installer, where n.n.n.n is the version number.

For example,i nstal | er _ul n.n.n.n. properti es is the response

file of the Leads installer, where n.n.n.n is the version number.

installer_report pack initials,

product initials, and version

nunber. properties

The sample response file for the reports pack installer.

For example,i nstal | er _urpcn. n.n.n. properties isthere-
sponse file of the Unica Campaign reports pack installer, where n.n.n.n
is the version number

For example, i nst al | er _urpl . properti es is the response file of

the Leads reports pack installer.

Table 3. Description of sample response files

Sample response file

Description

installer.properties

The sample response file for the Unica master installer.

install er_product intials
and product version num

ber. properties

The sample response file for the Unica Platform installer.

For example,i nstal | er _ucn. n. n. n. properti es is the response file of
the Unica Campaign installer, where n.n.n.n is the version number.

For example,i nst al | er _unpn. n.n. n. properti es is the response file
of the Unica Platform installer, where n.n.n.n is the version number.

For example,i nstal | er _ul n.n.n.n. properti es is the response file of
the Leads installer, where n.n.n.n is the version number.

Unica Platform documentation and help

Unica Platform provides documentation and help for users, administrators, and developers.
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Table 4. Get up and running

Task

Documentation

View a list of new features, known issues, and workarounds

Unica Platform Release Notes®

Learn about the structure of the Unica Platform database

Unica Platform System Tables Guide

Install or upgrade Unica Platform and deploy the Unica Platform web ap-
plication

One of the following guides:

 Unica Platform Installation Guide
« Unica Platform Upgrade Guide

Implement the Cognos® reports provided with Unica

Unica Reports Installation and Configura-

thentication or single sign-on
« Run utilities to perform maintenance on products
« Configure and use audit event tracking

« Schedule runs of Unica objects

« Implement single sign-on with diverse applications using SAML 2.0-based federated au-

tion Guide
Table 5. Configure and use Unica Platform
Task Documentation
Unica Platform
- Adjust configuration and security settings for products Administrator's
- Integrate with external systems such as LDAP and web access control Guide




Chapter 2. Planning the Unica Platform installation

When you plan your Unica Platform installation, you must ensure that you have set up your system correctly, and that

you have configured your environment to deal with any failures.

IBM SPSS Modeler Advantage Enterprise Marketing Management Edition components

IBM SPSS Modeler Advantage Enterprise Marketing Management Edition has the following components:

« IBM® Analytical Decision Management including Modeler Advantage
» IBM® SPSS® Modeler Server Professional (without Modeler Client)
» IBM® SPSS® Collaboration and Deployment Services (C&DS)

Prerequisites

Before you install or upgrade any Unica product, you must ensure that your computer complies with all of the

prerequisite software and hardware.

System requirements

For information about system requirements, see the Recommended Software Environments and Minimum System

Requirements guide.

Network domain requirements

The Unica products that are installed as a suite must be installed on the same network domain to comply with the

browser restrictions that are designed to limit the security risks that can occur with cross-site scripting.

JVM requirements

Unica applications within a suite must be deployed on a dedicated Java™ virtual machine (JVM). Unica products
customize the JVM that is used by the web application server.

Knowledge requirements

To install Unica products, you must have a thorough knowledge of the environment in which the products are

installed. This knowledge includes knowledge about operating systems, databases, and web application servers.
Internet browser settings

Make sure that your internet browser complies with the following settings:

« The browser must not cache web pages.
« The browser must not block pop-up windows.

Access permissions

Verify that you have the following network permissions to complete the installation tasks:
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- Administration access for all necessary databases

Note: Administrator must have CREATE, SELECT, | NSERT, UPDATE, DELETE, and DRop rights for both tables and

views.

- Read and write access to the relevant directory and sub-directories for the operating system account that you
use to run the web application server and Unica components.

- Write permission for all files that you must edit.

- Write permission for all directories where you must save a file, such as the installation directory and backup
directory if you are upgrading.

« Appropriate read, write, and execute permissions to run the installer.

Verify that you have the administrative password for your web application server.
For UNIX™, all installer files for products must have full permissions, for example, rwxr-xr-x.

The following additional permissions are necessary for UNIX™:

- The user account that installs Campaign and Unica Platform must be a member of the same group as the
Unica Campaign users. This user account must have a valid home directory and have write permissions for
that directory.

« All installer files for HCL Unica products must have full permissions, for example, rwxr-xr-x.

Note: For versions 12.0.0 and later, to execute Optimize sessions, users are required to apply for licenses. For

more details, contact the HCL Support or Sales team.

Unica Platform requirements

You must install or upgrade Unica Platform before you install or upgrade any Unica products. For each group of
products that work together, you must install or upgrade Unica Platform only once. Each product installer checks
whether the required products are installed. If your product or version is not registered with Unica Platform, a
message prompts you to install or upgrade Unica Platform before you proceed with your installation. Unica Platform

must be deployed and running before you can set any properties on the Settings > Configuration page.

Note: For installations on UNIX, you may require to set the pj ava. awt . headl ess property to true in your web
application server. The setting is required only when you are unable to view Unica Optimize reports. See the
Unica Campaign Installation Guide for details. You do not require to prepare any additional data sources for
Unica Optimize because Unica Optimize uses the Unica Campaign system tables data source.

Note: Ensure that you do not select the database type "Informix" during installation of versions
12.0.0.x and 12.1.0.0, since it is not functional.
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Note: For versions 12.0.0 and higher, ensure that you do not select the database type Informix as it
is not functional. From version 12.1.0.3 and higher, users can use OneDB database as system tables

and user tables. See the Unica V12.1.0.3 Installation Guide for OneDB for more details.

Note: If you install or upgrade Unica product (with non-root user) on a machine which also has OneDB
installed, then before running the installer you will need to rename (/var/.com.zerog.registry.xml) file to some
other name. Once Unica upgrade installer is completed this file can be restored back to original state.

Unica Platform installation worksheet

Use the Unica Platform installation worksheet to gather information about the Unica Platform database and about

other Unica products that are required for the installation of Unica Platform.

Use the following table to gather information about the database that contains your Unica Platform system tables:

Table 6. Information about the database

This two-columned table provides a checklist of
the various types of information that you must
gather about the database in the first column
and provides space to note the information in

the second column.

Field Notes®

Database type

Database name

Database account user name

Database account password

JNDI name UnicaPlatformDS

ODBC name

Refer the following information if user

is planning to install Contact Central

Field Notes®

Database type

Database name
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Field Notes®

Database account user name

Database account password

JNDI name ContactCentral-
DS

ODBC name

Checklist for Unica Platform database

The installation wizards for each Unica product must be able to communicate with the Unica Platform system
table database to register the product. Each time that you run the installer, you must enter the following database

connection information for the Unica Platform system table database:

- Database type

« JDBC connection URL

» Database host name

- Database port

» Database name or schema ID

- User name and password for the database account

Checklist for Unica Platform deployment on the web application server

Obtain the following information before deploying Unica Platform:

« Protocol: HTTP or HTTPS if SSL is implemented in the web application server.

 Host: The name of the machine on which the Unica Platform will be deployed.

« Port: The port on which the web application server listens.

« Domain name: The company domain of each machine where HCL products are installed. For example,
nyconpany. com All HCL products must be installed in the same company domain, and you must enter the

domain name in all lower-case letters.

If there is a mis-match in domain name entries, you may encounter problems when you attempt to use Unica
Platform features or navigate among products. You can change the domain name after the products are
deployed by logging in and changing values of the relevant configuration properties in the product navigation

categories on the Settings > Configuration page.

Checklist for enabling Unica Platform utilities

If you plan to use the Unica Platform utilities, obtain the following JDBC connection information before you start to
install the Unica Platform.
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- Path to the JRE. The default value is the path to the 1.8 version of the JRE that the installer places under your

installation directory.

You can accept this default or specify a different path. If you specify a different path, you must point to the 1.8
version of the Sun JRE.
« JDBC driver class. The installer automatically provides this, based on the database type you specifiy in the

installer.
» JDBC connection URL. The installer provides the basic syntax, including the host name, database name, and

port. You can customize the URL by adding additional parameters.

« JDBC driver classpath on your system.

Information about the web component

Obtain the following information for all Unica products that have a web component, which you deploy on a web

application server:

« The name of the systems on which the web application servers are installed. You can have one or several web
application servers, depending on the Unica environment that you are setting up.
- The port on which the application server listens. If you plan to implement SSL, obtain the SSL port.

« The network domain for your deployment system. For example, mycompany.com.

Installation order for Unica products

When you install or upgrade multiple Unica products, you must install them in a specific order.

The following table provides information about the order that you must follow when you install or upgrade multiple

Unica products.

Table 7. Installation or upgrade order for Unica products

Installation order for Unica products

For this product or combination: Install or upgrade in this order:
Unica Campaign (with or without 1. Unica Platform
Unica Deliver) and Unica Optimize 2. Unica Campaign and Unica Optimize

Note: Unica Deliver is installed automatically when you install Unica
Campaign. However, Unica Deliver is not configured or enabled during

the Unica Campaign installation process.

Unica Interact
1. Unica Platform

2. Unica Campaign
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Table 7. Installation or upgrade order for Unica products

Installation order for Unica products

(continued)

For this product or combination:

Install or upgrade in this order:

3. Unica Interact Design Time environment
4. Unica Interact Run Time environment

5. Unica Interact Extreme Scale Server

If you want to install or upgrade the Interact design time environment only,
then install or upgrade the Interact design time environment in the following

order:

1. Unica Platform
2. Unica Campaign

3. Unica Interact Design Time environment

If you want to install or upgrade the Interact runtime environment only, then in-

stall or upgrade the Interact runtime environment in the following order:

1. Unica Platform

2. Unica Interact Run Time environment

If you want to install the Unica Interact Extreme Scale Server only, then install

the Unica Interact Extreme Scale Server in the following order:

1. Unica Platform
2. Unica Interact Run Time environment

3. Unica Interact Extreme Scale Server

Unica Plan

1. Unica Platform
2. Unica Plan

Note: If you are integrating Unica Plan with Unica Campaign, you must
also install Unica Campaign. The order of installation for those two
products does not matter.

Unica Interact Advanced Patterns

1. Unica Platform
2. Unica Campaign
3. Unica Interact

4. Unica Interact Advanced Patterns
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Table 7. Installation or upgrade order for Unica products

Installation order for Unica products

(continued)

For this product or combination: Install or upgrade in this order:

IBM SPSS Modeler Advantage En-

terprise Marketing Management Edi- 1. IBM SPSS Modeler Advantage Enterprise Marketing Management Edi-

tion tion




Chapter 3. Creating the Unica Platform data sources

You must create Unica Platform data sources before you can install Unica Platform.

Complete the following steps to prepare the data sources for Unica Platform:

1. Create a database or a database schema for the Unica Platform system tables.
The following table provides information about vendor-specific guidelines for creating a database or a

database schema for the Unica Platform system tables.
Table 8. Guidelines for creating data sources

This two-columned table provides information about the database vendor in one column, and the guidelines

in the second column.

Note: These guidelines are also applicable for Contact Central, if user selects Contact Central
as a component during installation . Contact Central only supports Oracle and OneDB

database.

Database vendor Guideline

Oracle Enable the auto commit feature for the environment open. See the Oracle doc-

umentation for instructions.

DB2® Set the database page size to at least 16k (32k if you need to support Uni-
code). See the DB2® documentation for instructions.

MariaDB Lower_case_table_names is 1 so that table names are considered case in-
sensitive. Set wait_timeout=<Tine in seconds that the server waits for a
connection to beconme active before closing it. The session value is ini-
tialized when a thread starts up fromeither the global value, if the con-
nection is non-interactive, or fromthe interactive_tinmeout value, if the
connection is interactive. > e.g. Set this to 25,92,000 (seconds) in case the
set up can be inactive for 30days max_connections=<The maxi num nunber of

simul taneous client connections.>

SQL Server Use either SQL Server authentication only, or both SQL Server and Windows™
authentication, because the Platform requires SQL Server authentication. If
required, change the database configuration so that your database authenti-
cation includes SQL Server. Also be sure that TCP/IP is enabled in your SQL

Server.

Note: If you plan to enable locales that use multi-byte characters (for example, Chinese, Korean, and

Japanese), ensure that the database is created to support them.
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2. Create a system user account.
The system user account must have the following rights:

o CREATE TABLES
o CREATE VIEWS (for reporting)
> CREATE SEQUENCE (Oracle only)
o CREATE INDICES
o ALTER TABLE
o INSERT
o UPDATE
o DELETE

3. Create ODBC or native connections.

4. Configure the web application server for your JDBC driver.

5. Create JDBC connections in the web application server.

Creating the JDBC connection in the web application server

The following guidelines are also applicable for Contact Central, if user selects Contact Central as a component

during installation.

The Unica Platform web application must be able to communicate with its system table database using a JDBC

connection.
You must create this JDBC connection in the web application server where you plan to deploy Unica Platform.

You can allow the installer to create this data source when you install Unica Platform. To enable automatic data
source creation during installation, on the Datasource Creation panel, select the Create Platform Datasource check

box and supply information about your application server.

« The installer creates the data source using uni caPl at f or nDS as the JNDI name.

- Note that, if you are using WebLogic, you must add the JDBC driver to your classpath manually even if you
allow the installer to create the data source. The installer does this automatically for WebSphere.

« Also, if you are using Tomcat, you must add the JDBC driver to your classpath manually even if you allow the
installer to create the data source.

- Automatic data source creation during installation is not supported for the JBoss Application Server.
Follow these guidelines if you decide to create the data source manually.

* In WebSphere®, set the classpath for your database driver during this process.

» When the Unica Platform system tables are created in a different schema from the default schema of the
database login user, you must specify that non-default schema name in the JDBC connection used to access
the system tables.

« In Tomcat, set the classpath for your database driver during this process.
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« In JBOSS, set the classpath for your database driver by adding the module for the JDBC driver and register the
SQL JDBC driver.
« You must use uni caPl at f or nDs as the JNDI name. This name is required, and is noted in the Unica Platform

installation worksheet (on page 13).

Configuring the web application server for your JDBC driver

The web application server where you plan to deploy Unica Platform must contain the correct JAR file to support
JDBC connections. This enables your web application to connect to the system tables. The location of the JAR file

must be included in the class path of the web application server.

WebSphere

If you are using WebSphere and if you allow the installer to create the data source when you install the product, then
you can skip the step in the following procedure about setting the classpath. Otherwise, if you want to allow the

installer to create the data source, then perform the following step.

To enable automatic data source creation during installation, on the Datasource Creation panel, select the Create

Datasource checkbox and provide information about your application server WebSphere profile.

WebLogic

If you are using WebLogic, perform the complete steps.

1. Obtain the latest vendor-provided Type 4 JDBC driver for your system table database that is supported by
Unica, as described in the Recommended Software Environments and Minimum System Requirements guide.

Use the following guidelines after you obtain the JDBC driver.
- If the driver does not exist on the server where you plan to deploy Unica Platform, obtain it and unpack
it on the server. Unpack the drivers in a path that does not include spaces.
o If you obtain the driver from a server where the data source client is installed, verify that the version is
the latest supported by Unica Platform.
2. Add the full path to the driver, including the file name, to the class path of the web application server where
you plan to deploy Unica Platform.

Use the following guidelines.
- For all supported versions of WebLogic, set the class path in the setDomainEnv script in the
WébLogi c_domai n_di r ect ory/ bi n directory where environment variables are configured. Your
driver entry must be the first entry in the class path list of values, before any existing values, to ensure

that the web application server uses the correct driver. For example:

UNIX™

CLASSPATH="/ opt /dri vers/ oj dbc8.jar":
${ PRE_CLASSPATH} ${ CLASSPATHSEP} ${ WEBLOG C_CLASSPATH}

${ CLASSPATHSEP} ${ POST_CLASSPATH} ${ CLASSPATHSEP} ${ W.P_POST_CLASSPATH} "
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export CLASSPATH

product="Campaign DAOP DistMkt Deliver Interact Leads Plan Optimize Platform AttribMod IntHist">
Windows™

set CLASSPATH=c:\oracl e\jdbc\Ii b\ojdbc8.jar; %RE_CLASSPATH%

WNEBLOG C_CLASSPATHY %°OST_CLASSPATHY %NLP_POST_CLASSPATH%

> For all supported versions of WebSphere®, set the class path when you set up the JDBC providers for
Unica Platform.
3. Make a note of the database driver class path in the Unica Platform installation worksheet, as you must enter
the path when you run the installer.

4. Restart the web application server so that your changes take effect.

During startup, monitor the console log to confirm that the class path contains the path to the database driver.

JBoss

If you are using JBoss, you must perform this entire procedure.

1. Obtain the latest vendor-provided Type 4 JDBC driver for your system table database that is supported by

Unica, as described in the Recommended Software Environments and Minimum System Requirements guide.

Use the following guidelines after you obtain the JDBC driver.
- If the driver does not exist on the server where you plan to deploy Unica Platform, obtain it and unpack
it on the server. Unpack the drivers in a path that does not include spaces.
o If you obtain the driver from a server where the data source client is installed, verify that the version is
the latest supported by Unica Platform.
2. Add the full path to the driver, including the file name, to the class path of the web application server where

you plan to deploy Unica Platform.

Use the following guidelines.
> For all supported versions of JBoss, add the JDBC driver as module. Use the following procedure to
add the JDBC driver as a module.

For example, for SQL Server:

nodul e add --nane=com mi crosoft.sql server.jdbc --resources=<JDBC_Driver_Location>\sqljdbc4.jar --
dependenci es=j avax. api , j avax. t ransact i on. api
- Register this SQL JDBC Driver using the following guidelines: For example:
* / subsyst emrdat asour ces/ j dbc-dri ver =sqgl : add(dri ver - nodul e-
nane=com mi cr osof t. sql server. jdbc, dri ver-nane=sql, dri ver - xa- dat asour ce- cl ass-
nane=com mi cr osof t. sql server. j dbc. SQLSer ver XADat aSour ce)
" / subsyst emrdat asour ces/ j dbc-dri ver =sql : r ead-r esour ce

* [ subsyst emree/ servi ce=def aul t - bi ndi ngs: wri te-attribute(nane=dat asource, val ue=undefi ned)
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3. Make a note of the database driver class path in the Unica Platform installation worksheet, as you must enter
the path when you run the installer.
4. Restart the web application server so that your changes take effect.

During startup, monitor the console log to confirm that the class path contains the path to the database driver.

Apache Tomcat

If you are using Apache Tomcat, you must perform this entire procedure.

1. Obtain the latest vendor-provided Type 4 JDBC driver for your system table database that is supported by
Unica, as described in the Recommended Software Environments and Minimum System Requirements guide.

Use the following guidelines after you obtain the JDBC driver.
o If the driver does not exist on the server where you plan to deploy Platform, obtain it and unpack it on
the server. Unpack the drivers in a path that does not include spaces.
o If you obtain the driver from a server where the data source client is installed, verify that the version is
the latest supported by Unica Platform.
2. Add the full path to the driver, including the file name, to the class path of the (<Tomcat_Installed Location>/
lib) web application server where you plan to deploy Platform.
3. Make a note of the database driver class path in the Unica Platform installation worksheet, as you must enter
the path when you run the installer.

4. Restart the web application server so that your changes take effect.
During startup, monitor the console log to confirm that the class path contains the path to the database driver.

Information for creating JDBC connections

Use default values when you create JDBC connections if specific values are not provided. For more information, see

the application server documentation.

Note: If you are not using the default port setting for your database, make sure that you change it to the
correct value.

WebLogic
Use the following values if your application server is WebLogic:

SQLServer

« Database Driver: Microsoft™ MS SQL Server Driver (Type 4) Versions: 2012, 2012 SP1 and SP3, 2014, 2014
SP1, 2016 SP1

« Default port: 1433

« Driver class: com ni crosoft. sql server. j dbc. SQLSer ver Dri ver
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* Driver URL: j dbc: sql server://<your_db_host>[\

\ <naned_i nst ance>] : <your _db_port >; dat abaseNane=<your _db_nane>

* Properties: Add user =<your _db_user _nane>
Oracle

« Driver: Other

« Default port: 1521

« Driver class: oracl e. j dbc. Oracl eDri ver

« Driver URL: j dbc: or acl e: t hi n: @your _db_host >: <your _db_port>: <your _db_servi ce_nane>

Enter the driver URL by using the format that is shown. Unica applications do not allow the use of Oracle's
RAC (Real Application Cluster) format for JDBC connections.

« Properties: Add user =<your _db_user _nane>
DB2®

* Driver: Other

- Default port: 50000

« Driver class: com i bm db2. j cc. DB2Dr i ver

« Driver URL: j dbc: db2: // <your _db_host >: <your _db_port >/ <your _db_nane>

« Properties: Add user =<your _db_user _nane>
MariaDB

» Database type: MYSQL

« Driver: mari adb-java-client-2.5.1.jar

« Default port: 3306

« Driver class: org. nari adb. j dbc. Dri ver

* Driver URL: j dbc: mari adb: / / <your _db_host >: <PORT>/ <Your DB _user _nane>
» Properties: Add user=<your_db_user _nane>

. PaSSWOrd=<your _db_user _passwor d>
PostgreSQL

- Database type: User_define
 Implementation class name = org.postgresql.ds.PGConnectionPoolDataSource
« Driver: postgresql-42.5.4.jar
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JNDI custom properties

- Component-managed authentication alias = Select the authentication details for user
» Mapping-configuration alias = WSLogin

 portNumber = 5432

» databaseName = <DATABASE NAME>

 serverName = the host name of the PostgreSQL server

« user = the user name of the PostgreSQL server

 password = the password associated with the user name

WebSphere®

Use the following values if your application server is WebSphere®:

SQLServer

« Driver: N/A
« Default port: 1433
« Driver class: com ni crosoft. sql server. jdbc. SQLSer ver Connect i onPool Dat aSour ce

- Driver URL: jdbc:sqglserver://<DBhostName>:1433;databaseName=<DBName>

In the Database Type field, select User-defined.

After you create the JDBC Provider and data source, go to the Custom Properties for the data source, and add, modify
properties as follows:

* server Nane=<your _SQL_ser ver _nane>
® port Nunber =<SQL_Server_Port_Nunber >

* dat abaseNanme=<your _dat abase_nane>

Add the following custom property:
Name: webSpher eDef aul t | sol ati onLevel
Value: 1

Datatype: | nt eger

Oracle

« Driver: Oracle JDBC Driver
« Default port: 1521

« Driver class: oracl e. j dbc. Or acl eDri ver
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« Driver URL: j dbc: or acl e: t hi n: @your _db_host >: <your _db_port>: <your _db_servi ce_nane>

Enter the driver URL by using the format that is shown. Unica applications do not allow the use of Oracle's
RAC (Real Application Cluster) format for JDBC connections.

DB2®

« Driver: JCC Driver Provider
« Default port: 50000
« Driver class: com i bm db2. j cc. DB2Dr i ver

« Driver URL: j dbc: db2: // <your _db_host >: <your _db_port >/ <your _db_nane>

Add the following custom property:
Name: webSpher eDef aul t | sol at i onLevel
Value: 2

Datatype: | nt eger

PostgreSQL

« Database type: User_define
 Implementation class name = org.postgresql.ds.PGConnectionPoolDataSource
* Driver: postgresql-42.5.4 jar

JNDI custom properties

- Component-managed authentication alias = Select the authentication details for user
- Mapping-configuration alias = WSLogin

 portNumber = 5432

» databaseName = <DATABASE NAME>

- serverName = the host name of the PostgreSQL server

- user = the user name of the PostgreSQL server

- password = the password associated with the user name

JBoss

Specify the native library path of the database driver JAR file on your server. For example: db2j cc4. j ar/
oj dbc8.jar/sqljdbc4.jar.

Use the following values if your application server is JBoss:

SQLServer
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« Database Driver: Microsoft MS SQL Server Driver (Type 4) Versions: 2012, 2012 SP1 and SP3, 2014, 2014 SP1,
2016 SP1

« Default port: 1433

« Driver class: com ni crosoft. sql server. j dbc. SQLSer ver Dri ver

* Driver URL: j dbc: sql server://<your_db_host>[\
\ <nanmed_i nst ance>] : <your _db_port >; dat abaseNane=<your _db_nane>,
val i d- connecti on- checker - cl ass- nane

=org.]j boss.jca. adapters.jdbc. ext ensi ons. nssqgl . MSSQLVal i dConnect i onChecker

For example :/subsystem=datasources/data-source=UnicaPlatformDS:add(jndi-name="java:/
UnicaPlatformDS",connection-url="jdbc:sqlserver://localhost:1433;databaseName=plat11",driver-
name=sql,user-name=sa,password=test1234,valid-connection-checker-class-

name="org.jboss.jca.adapters.jdbc.extensions.mssql.MSSQLValidConnectionChecker")

Oracle

« Driver: Oracle JDBC Driver

« Default port: 1521

« Driver class: oracl e. j dbc. Or acl eDri ver

« Driver URL: j dbc: or acl e: t hi n: @your _db_host >: <your _db_port >: <your _db_servi ce_nane>

For example

DB2

* Driver: JCC Driver Provider

« Default port: 50000

« Driver class: com i bm db2. j cc. DB2Dr i ver

* Driver URL: j dbc: db2: // <your _db_host >: <your _db_port >/ <your _db_nane>

MariaDB

- Database Driver: mariadb-java-client-2.5.1 jar

- Default port: 3306

« Driver class: org.mariadb.jdbc.Driver

« Driver URL: jdbc:mariadb://<your_db_host>:<PORT>/<Your_DB_user_name>
« Properties: Add user=<your_db_user _nanme>

* Properties: Add password=<your _db_passwor d>

- Driver module xa-datasource-class= org.mariadb.jdbc.MySQLDataSource

PostgreSQL
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- Database type: User_define
 Implementation class name = org.postgresql.ds.PGConnectionPoolDataSource
« Driver: postgresql-42.5.4.jar

JNDI custom properties

- Component-managed authentication alias = Select the authentication details for user
« Mapping-configuration alias = WSLogin

 portNumber = 5432

» databaseName = <DATABASE NAME>

- serverName = the host name of the PostgreSQL server

- user = the user name of the PostgreSQL server

 password = the password associated with the user name

Tomcat

Specify the native library path of the database driver JAR file on your server. For example: db2jcc4.jar/ojdbc7 jar/
sqljdbc4 jar.

Note: If you want to encrypt the password then run the utility encryptTomcatDBPasswords.sh from
<PLATFORM_HOME>/tools/bin. To know more about utility, visit Unica Platform Admin Guide > Chapter 20.
Unica Platform utilities and SQL scripts > Unica Platform Utilities > encryptTomcatDBPassword.

Use the following values if your application server is Tomcat:

SQLServer

« Database Driver: Microsoft MS SQL Server Driver (Type 4) Versions: 2012, 2012 SP1 and SP3, 2014, 2014 SP1,
2016 SP1

« Default port: 1433

« Driver class: com ni crosoft. sql server. j dbc. SQLSer ver Dri ver

* Driver type: j avax. sql . Dat aSour ce

e Driver URL: ] dbc: sql server://<your db_host >[\
\ <naned_i nst ance>] : <your _db_port >; dat abaseNane=<your _db_nane>

Oracle

« Driver: Oracle JDBC Driver
« Default port: 1521
« Driver class: oracl e. j dbc. Or acl eDri ver

« Driver URL: j dbc: or acl e: t hi n: @your _db_host >: <your _db_port>: <your _db_servi ce_nane>

DB2
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« Driver: JCC Driver Provider
« Default port: 50000
« Driver class: com i bm db2. j cc. DB2Dr i ver

« Driver URL: j dbc: db2: // <your _db_host >: <your _db_port >/ <your _db_nane>

MariaDB

« Driver: MariaDB JDBC Driver

« Default port: 3306

« Driver class: org. nari adb. j dbc. Dri ver

 Driver URL: j dbc: mari adb: / / <your _db_host >: <PORT>/ <Your _DB_user _nane>

* Properties: Add user =<your_db_user _nane>

PostgreSQL

- Database type: User_define
 Implementation class name = org.postgresql.ds.PGConnectionPoolDataSource
« Driver: postgresql-42.5.4.jar

JNDI custom properties

- Component-managed authentication alias = Select the authentication details for user
» Mapping-configuration alias = WSLogin

 portNumber = 5432

» databaseName = <DATABASE NAME>

- serverName = the host name of the PostgreSQL server

« user = the user name of the PostgreSQL server

 password = the password associated with the user name



Chapter 4. Installing Unica Platform

You must run the Unica installer to start the installation of Unica Platform. The Unica installer starts the Unica
Platform installer during the installation process. Make sure that the Unica installer and the product installer are

saved at the same location.

Each time that you run the Unica suite installer, you must first enter database connection information for the Unica
Platform system tables. When the Unica Platform installer starts, you must enter the required information for Unica

Platform.

After installing Unica Platform, you can create an EAR file for your product, and you can install the reports package for
your product. Creating the EAR file and installing the reports package are not mandatory actions.

! Important: Before you install Unica Platform, make sure that the available temporary space on the computer

where you install Unica Platform is more than three times the size of the Unica Platform installer.

Note: To launch the installers on Windows 2019 and Windows 2022, server please set parameter - SET
JAVA_TOOL_OPTIONS="-Dos.name=Windows 7" - on command prompt and then launch the Installers from

the same command prompt.

Installation files

The installation files are named according to the version of the product and the operating system on which they must
be installed, except UNIX™. For UNIX™, different installation files exist for the X Window System mode and the console

mode.

The following table displays examples of the installation files that are named according to the product version and

the operating system:

Note: For Suse Linux operating system use the corresponding product Linux build except for Campaign and

Optimize.

Note: : EAR deployments are not supported on Tomcat application server
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Table 9. Installation files

This two-columned table provides the name of the operating systems in one column, and the name of the

installation files for the operating system in the second column.

Operat-
ing system Installation file

Windows™: GUI
Product _N. N. N. N_wi n64. exe, where Product is the name of your product, N.N.N.N is the ver-

and console
mode sion number of your product, and Windows™ 64-bit is the operating system on which the file must
be installed.
Product _N. N. N. N_wi n. exe,
where Product is the name of your product, N.N.N.N is the version number of your product, and
Windows™ 64-bit is the operating system on which the file must be installed.
UNIX™: X Win-
Product _N. N. N. N_I'i nux. bi n, where Product is the name of your product, and N.N.N.N is the
dow System
version number of your product.
mode

Product _N. N. N. N_I'i nux. bi n, where Product is the name of your product, and N.N.N.N is the

version number of your product.

Product _N. N. N. N_RHEL64. bi n, where Product is the name of your product, and N.N.N.N is

the version number of your product.

UNIX™: Console | Product _N. N. N. N. bi n, where Product is the name of your product, and N.N.N.N is the version
mode number of your product. This file can be used for installation on all UNIX™ operating systems.

SUSE Linux Product _N. N. N. N_I'i nuxsuse64. bi n, where Product is the name of your product, and

N.N.N.N is the version number of your product. This file can be used for installation on all "SUSE

Linux operating systems.

Installing Unica Platform using the GUI mode

For Windows™, use the GUI mode to install Unica Platform. For UNIX™, use the X Window System mode to install
Unica Platform.
! Important: Before you use the GUI mode to install Unica Platform, make sure that the available temporary
space on the computer where you install Unica Platform is more than three times the size of the Unica

Platform installer.

Make sure that the Unica installer and the Unica Platform installers are in the same directory on the computer where

you want to install Unica Platform.



Unica Platform V12.1.8 Installation Guide | 4 - Installing Unica Platform | 31

Complete the following actions to install Unica Platform by using the GUI mode:

1. Go to the folder where you have saved the Unica installer and double-click the installer to start it.

2. Click OK on the first screen to see the Introduction window.

3. Follow the instructions on the installer, and click Next.

Use the information in the following table to take the appropriate actions on each window in the Unica

installer.

Table 10. Unica installer GUI

This two-columned table provides information about the windows in the Unica installer in the first column,

and information about the windows in the second column.

Window

Description

Introduction

This is the first window of the Unica installer. You can open the Unica Plat-
form installation and upgrade guides from this window. You can also see
a link for the installation and upgrade guides for the products whose in-
stallers are saved in the installation directory.

Click Next to go to the next window.

Response Files Destination

Click the Generate Response File check box if you want to generate re-
sponse files for your product. Response files store the information that is
necessary for the installation of your product. You can use response files
for an unattended installation of your product, or to get pre-filled answers if
you rerun the installer in the GUI mode

Click Choose to browse to a location where you want to store the response
files.

Click Next to go to the next window.

HCL Unica products

In the Install Set list, select Custom to select the products that you want to

install.

In the Install Set area, you can see all the products whose installers are in

the same directory on your computer.

In the Description field, you can view the description of the product that

you select in the Install Set area.

Click Next to go to the next window.
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Window

Description

Installation

Directory

In the Specify the installation directory field, click Choose to browse to the
directory where you want to install your product.

If you want to install the product in the folder where the installers are
stored, click Restore Default Folder.

Click Next to go to the next window.

Select Application Server

Select one of the following application servers for the installation:
> IBM® WebSphere®
> Oracle WebLogic
o JBoss
o Apache Tomcat®

Click Next to go to the next window.

Platform Database Type

Select the appropriate Unica Platform database type.

Click Next to go to the next window.

Platform Database Connection

Enter the following information about your database:
o Database host name
> Database port
- Database name or System ID (SID)
o Database user name
> Database password

Click Next to go to the next window.

(continued)

Platform Database Connection

Review and confirm the JDBC connection.

Click Next to go to the next window. The URL can be customized with addi-
tional parameters if needed.

Preinstallation Summary

Review and confirm the values that you added during the installation

process.
Click Install to start the installation process.

The Unica Platform installer opens.

4. Use the information in the following table to navigate the Unica Platform installer.
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Table 11. Unica Platform installer GUI

This two-columned table provides information about the windows in the Unica Platform installer in the first

column, and information about the windows in the second column.

Window

Description

Introduction

This is the first window of the Unica Platform installer. You can open the

Unica Platform installation and upgrade guides from this window.

Click Next to go to the next window.

Software License Agreement

Carefully read the agreement. Use Print to print the agreement. Click Next

after you accept the agreement.

Country for Install

If you are installing Unica Platform in one of the countries that are listed in

this window, click Yes.

If you are installing Unica Platform in one of the countries that are not list-

ed in this window, click No.

Click Next to go to the next window.

Installation Directory

Click Choose to browse to the directory where you want to install your

product or accept the default value.

Click Next to go to the next window.

Platform Components

In the Install Set list, select Custom to select the components that you

want to install.
In the Install Set area, you can see all the Unica Platform components.

You can select the following components:
> Unica Platform utilities
> Unica Platform web application
> Reports for Cognos® 11 BI

If you are using Cognos reports, you must select this option for a new or
upgrade installation. This option installs authentication-related files and

the latest GlobalStyleSheet.css file for Cognos reports.

Install Reports for IBM Cognos 11 Bl in the same location where Cognos 11

Bl is installed.
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Window

Description

o Unica Insights reports: Select to install Unica Insights reports for

analytics

Unica Insights is integrated with the Unica suite and is able to pro-
vide the different reports for each module to the user. The reports

are pulled up by using the BIRT technology.

o

Asset Picker: Select this option to install Asset viewer tool.

o

Contact Central: Installs Contact Central that provides the ability to
define communication window as per the rules defined by different
Regions and also centralized place to define a capacity specific to
channels. Users can define channel capacity, frequency across Uni-
ca products. On selecting Contact Central, you are prompted to pro-
vide data source connection details and application server details
on separate screens.Contact Central can have a different database
as that of Platform. Make sure to provide correct database creden-

tials.

The steps to create the JDBC connection in the web application
server and configure the web application server for your JDBC dri-
ver remains same as Platform. See the Creating the Unica Platform

data sources (on page 18) for details.

Ensure that you provide JNDI name for Contact Central as "Contact-
CentralDS". The supported application servers are WAS and Tom-
cat.

o

Al-ML: Installs the component AlI-ML. The AI-ML component us-

es machine learning algorithms to suggest segments from the au-
dience tables. It is a centralized component and will be available
for all Unica products when necessary. In version 12.1.7, the Al-
ML component works only for suggestion of segments in Segment
Central. AI-ML feature is not compatible with RHEL 7, SUSE 12 SP3,
and AlX operating systems. For more details related to supported
software, see the HCL Unica Supported Environments guide. In-
stalling the AI-ML component adds a new node to the Settings >
Configuration page. The new node is named ML. For more informa-
tion on configuring ML, see Configuration Properties Guide.

Platform Connection Settings

Select one of the following connections types:

o HTTP
> HTTPS


https://help.hcltechsw.com/unica/MarketingPlatform/en/12.1.7/Common/platformconfigkc_intro.html
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Window

Description

Enter the following information:
> Network domain name, such as example.com
o Host name

> Port number
! Important: If Unica products are installed in a distributed environ-
ment, you must use the machine name rather than an IP address in

the navigation URL for all the applications in the suite.

Click Next to go to the next window.

Platform Database Setup

Select one of the following options for setting up the Unica Platform data-
base:

o Automatic database setup

- Manual database setup
If you select Manual database setup, use the Run Platform Configuration
check box if you want to run the Unica Platform configuration.

If you select Manual database setup, you must populate the Unica Platform
system tables after the installation is complete.

Click Next to go to the next window.

Platform Utilities Settings

Enter the following information if you plan to use the Unica Platform com-
mand-line tools:

> JDBC driver class

> JDBC connection URL

> JDBC driver classpath

Click Next to go to the next window.

Platform Utilities Settings
(continued)

Click Choose to specify the directory where Java™ is installed.

Click Next to go to the next window.

Datasource creation

Refer the information as given for Platform. The installer can create the
JDBC data source in your web application server (WebSphere, WebLogic,
JBoss or Tomcat). This data source is required to enable the Unica Plat-
form web application to connect to the Unica Platform system tables. You
have the option to skip this step in the installer and create the data source
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Window

Description

in the administration console of your web application server after installa-

tion is complete.
If you select the Create Platform Datasource check box, the installer cre-
ates the data source using information you provide..
o Your application server must be running.
o Enter any name for the datasource.
The installer creates the JNDI name automatically (UnicaPlatform-
DS).
o Enter the directory in which the application server is installed.
For WebSphere, this is the directory that contains the pr of i | es di-

rectory. You must restart WebSphere after the installer finishes and

before you use this data source.

For WebLogic, this is the directory that contains the conmon direc-
tory.

Click Next to go to the next window.

Application server information
(WebSphere)

Applies only if your application server is WebSphere.
- Enter the application server profile where you plan to deploy Plat-
form.
> Enter the name of the server in the profile.
> If security is enabled in WebSphere, enter the administrator user ID

and password.

Click Next to go to the next window.

Application Server Information
(JBOSS)

Automatic Datasource creation for Jboss is not supported

Application server information
(WebLogic)

Applies only if your application server is WebLogic.

Enter the domain server name and the administrator user ID and password.
If SSL is enabled, enter the HTTPS port for the domain.

Note that you must add the database driver classpath to WebLogic in the
WebLogic administration console.

Click Next to go to the next window.

Application server information

(Tomcat)

Applies only if your application server is Tomcat
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Window

Description

Enter the Tomcat installation and Tomcat instance path.

Click Next to go the next window.

Default locale

Select a default locale for your installation. English is selected by default.

Click Next to go to the next window.

IBM Cognos 11 BI Location

You can see this window if you selected to install the Cognos® reports in

the Platform Components window.
Click Choose to specify the directory where Cognos® 11 Bl is installed.

Click Next to go to the next window.

Preinstallation Summary

Review and confirm the values that you added during the installation

process.
Click Install to start the installation process.

The Unica Platform installer opens.

Installation Complete

Click Done to close the Unica Platform installer and go back to the suite in-

staller.

5. Follow the instructions on the Unica installer to finish installing Unica Platform.

Use the information in the following table to take the appropriate actions on each window in the Unica

installer.

Table 12. Unica installer GUI

This two-columned table provides information about the windows in the Unica installer in the first column

and information about the windows in the second column.

Window

Description

Deployment EAR file

Specify whether you want to create an enterprise archive (EAR) file to de-

ploy your Unica products.

Click Next to go to the next window.

Package EAR file

You can see this window if you select Create an EAR file for deployment in
the Deployment EAR file window.
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Window

Description

Select the applications that you want to package in the EAR file.

EAR file details

Enter the following information for your EAR file:
> Enterprise application identifier
> Display name
o Description
> EAR file path

EAR file details (continued)

Select Yes or No to create an additional EAR file. If you select Yes, you

must enter the details for the new EAR file.

Click Next to complete the installation of your product.

Deployment EAR file

Specify whether you want to create another EAR file to deploy your Unica
products.

Click Next to go to the next window.

Installation Complete

This window provides the locations of the log files that are created during

installation. You can view the log files when you exit from the installer.
Click Previous if you want to change any installation details.

Click Done to close the suite installer.

Creating an EAR file after running the installer

You can create an EAR file after you install Unica products. You might do this to create an EAR file with a desired

combination of products.

Note: Run the installer in console mode from the command line.

Use the following procedure if you want to create an EAR file after you install Unica products:

1. If this is the first time you are running the installer in console mode, make a backup copy of the installer's

. properti es file for each of your installed products.

o Each product installer creates one or more response files with a. pr operti es extension. These

files are in the same directory where you placed the installers. Be sure to back up all files with

the . properti es extension, including the i nst al | er _<product initial s><product

version nunmber >. properti es files and the file for the installer itself, which is named

installer.properties.
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For example, the properties files for Unica Platformi nst al | er _unpl12. 1. 0. 0. properties and

the properties file for Campaigni nstal | er _uol12. 1. 0. 0. properti es.

> If you plan to run the installer in unattended mode, you must back up the original . pr operti es files,
because when the installer runs in unattended mode, it clears these files. To create an EAR file, you
need the information that the installer writes in the . pr oper ti es files during the initial installation.

2. Open a command window and change directories to the directory that contains the installer.
3. Run the installer executable with this option:
- DUNI CA_GOTO_CREATEEARFI LE=TRUE

On UNIX™ type systems, run the . bi n file rather than the . sh file.

The installer wizard runs.

4. Follow the instructions in the wizard.
5. Before you create more EAR files, overwrite the . pr oper ti es file or files with the backups you created
before you ran in console mode for the first time. Please note EAR is not supported for Tomcat application

server.

Installing Unica Platform using the console mode

The console mode allows you to install Unica Platform using the command-line window. You can select various
options in the command-line window to complete tasks such as selecting the products to install, or selecting the

home directory for the installation.

Before you install Unica Platform, ensure that you have configured the following.

« An application server profile
« A database schema

To display the installer screens correctly in console mode, configure your terminal software to support UTF-8
character encoding. Other character encodings, such as ANSI, do not render the text correctly, and some information

is not readable with these encodings.

1. Open a command-line prompt window and navigate to the directory where you have saved the Unica installer
and the Platform installer.
2. Complete one of the following actions to run the Unica installer.
> For Windows™, enter the following command:

hcl _unica_installer_full_name -i console

For example, HCL_Unica_Installer_12.1.0.0_win.exe -i console

o For UNIX™, invoke the hcl _uni ca_instal | er _full _nane. sh file.

For example: HCL_Unica_Installer_12.1.0.0.sh
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3. Run the Unica installer file.

For example: HCL_Unica_lnstaller_12.1.0.0.sh

4. Follow the directions that are displayed in the command-line prompt. Use the following guidelines when you
have to select an option in the command-line prompt:
» The default options are defined by the symbol [X].
> To select or clear an option, type the number that is defined for the option, and then press Enter.
For example, suppose that the following list displays the components that you can install:
1 [X] Unica Platform
2 [X] Unica Campaign
3 [] Unica Interact
4[] Unica Plan

If you want to install Unica Plan, and do not want to install Unica Campaign, enter the following command: 2,4

The following list would then display the options that you selected:
1 [X] Unica Platform
2 []1Unica Campaign
3[] Unica Interact
4 [X] Unica Plan

Note: Do not clear the option for Unica Platform unless you have already installed it.

5. The Unica installer launches the Unica Platform installers during the installation process. Follow the
instructions in the command-line prompt window of the Unica Platform installers.

6. After you enter qui t in the Unica Platform installers command-line prompt window, the window shuts down.
Follow the instructions in the command-line prompt window of the Unica installer to complete the installation

of Unica Platform.

Note: If any error occurs during the installation, a log file is generated. You must exit the installer to

view the log file.

Installing Unica Platform silently

Use the unattended or silent mode to install Unica Platform multiple times.

Before you install Unica Platform, make sure that you have configured the following elements:

- An application server profile

« A database schema
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When you install Unica Platform by using the silent mode, response files are used to obtain the information that is
required during installation. You must create response files for a silent installation of your product. You can create
response files by using one of the following methods:

« Using the sample response files as a template for creating your response files. The sample response files are
included with your product installers in the ResponseFi | es compressed archive. For more information about
sample response files, see Sample response files (on page ).

* Running the product installers in the GUI (Windows™) or X Window System (UNIX™) mode or the console
mode before you install the product in the silent mode. One response file is created for the Unica suite
installer, and one or more response files are created for your product installer. The files are created in the

directory that you specify.

! Important: For security reasons, the installer does not save database passwords in the response files.
When you create response files, you must edit each response file to enter database passwords. Open
each response file and search for PASSWORD to find where you must edit the response file.

When the installer runs in the silent mode, it looks for the response files in the following directories sequentially:

« In the directory where the Unica installer is saved

« In the home directory of the user who installs the product

Make sure that all response files are in the same directory. You can change the path where response files are read
by adding arguments to the command line. For example: -DUNICA_REPLAY_READ_DIR="myDirPath" -f myDirPath/
installer.properties

Use the following command for Windows™:

® hcl _unica_installer_full_nane -i silent
For example:

HCL_Unica_lnstaller_12.1.0.0_win.exe -i silent
Use the following command for Linux™:

* hcl _unica_installer_full _name _operating_system .bin-isilent
For example:

HCL_Unica_Installer_12.1.0.0_linux.bin -i silent


unique_53
unique_53
unique_53
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Sample response files

You must create response files to set up a silent installation of Unica Platform. You can use sample response files
to create your response files. The sample response files are included with the installers in the ResponseFi | es
compressed archive.

The following table provides information about sample response files:

Table 13. Description of sample response files

Sample response file Description

instal |l er.properties The sample response file for the Unica master installer.

installer_product initials and |The sampleresponse file for the Unica Platform installer.
product version nunber. proper-
ties For example,i nstal | er _ucn. n. n. n. properti es isthe response
file of the Unica Campaign installer, where n.n.n.n is the version number.
For example,i nstal | er _unpn. n. n. n. properti es isthe response

file of the Unica Platform installer, where n.n.n.n is the version number.

For example,i nstal | er _ul n.n.n.n. properti es isthe response

file of the Leads installer, where n.n.n.n is the version number.

installer_report pack initials, |The sampleresponse file for the reports pack installer.

product initials, and version

. For example,i nstal | er _urpcn.n.n.n. properties isthere-
nunber . properties P -ure prop

sponse file of the Unica Campaign reports pack installer, where n.n.n.n

is the version number

Unica Platform components

The Unica Platform application contains the common navigation, reporting, user administration, security, scheduling,
and configuration management features. For each Unica environment, you must install and deploy the Unica Platform

once.

To use the Unica Platform utilities on additional computers, you must install the utilities and the web application on
the additional computers. This is needed because the utilities use the jar files in the web application. However, when
you install the Unica Platform to use the utilities, you do not have to deploy the Unica Platform again, and you do not

have to create additional Unica Platform system tables.

The following table describes the components that you can select when you install Unica Platform:
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Table 14. Platform components

This two-columned table uses the first column to provide the names of the Platform components that you can

select when you install Unica Platform, and uses the second column to describe the components.

Component

Description

Unica Platform utili-
ties

Command line tools that allow you to work with the Unica Platform system table database
from the command line to import and export configurations, create partitions and data fil-
ters, and restore the platform_admin user. Install this on every machine where you want to
be able to use Unica Platform utilities.

Unica Platform web

application

The web application that supplies the common user interface, security, and configuration
management for Unica. Install this on the machine where you plan to deploy the Unica Plat-

form.

Reports for IBM®
Cognos® 10 BI

Reports integration components for IBM® Cognos®. Install this component only on the

Cognos® system.

Unica Insights Re-

ports

Reports integration component for Unica Insights project. Post installation, the administra-

tor must configure it.

Unica Insights is integrated with the Unica suite and is able to provide the different reports

for each module to the user. The reports are pulled up by using the BIRT technology.

Post installation, the administrator must configure it. The configuration details are available

in the Unica Insights Reports Installation and Configuration Guide.

Asset Picker

Installs Asset Picker that you can use to link your content artifacts to offers.

Contact Central

Installs Contact Central that provides ability to define communication window as per the
rules defined by different regions and also centralized place to define a capacity specific to
channels. On selecting Contact Central, you are prompted to provide data source connec-
tion details and application server details on separate screens.

The steps to create the JDBC connection in the web application server and configure the
web application server for your JDBC driver remains same as Platform. See the Creating the

Unica Platform data sources (on page 18) for details.

Ensure that you provide JNDI name for Contact Central as "ContactCentralDS". The support-
ed application servers are WAS and Tomcat.

Note: By default only automatic database setup is available for Contact Central.

Post installation, the administrator must configure it. The configuration details are available

in the Unica Contact Central Administration Guide.
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Table 14. Platform components

This two-columned table uses the first column to provide the names of the Platform components that you can

select when you install Unica Platform, and uses the second column to describe the components.

(continued)

Component

Description

Al-ML

Al-ML: Installs the component AI-ML. The Al-ML component uses machine learning algo-
rithms to suggest segments from the audience tables. It is a centralized component and will
be available for all Unica products when necessary. In version 12.1.7, the AI-ML component
works only for suggestion of segments in Segment Central. Al-ML feature is not compatible
with RHEL 7, SuSE 12 SP3, and AIX operating systems. For more details related to support-
ed software, see the HCL Unica Supported Environments guide. Installing the AI-ML com-
ponent adds a new node to the Settings > Configuration page. The new node is named ML.
For more information on configuring ML, see Configuration Properties Guide.

Creating and populating the Unica Platform system tables manually

When you install Unica Platform, you can select the option where the installer creates the Unica Platform system

tables automatically. Alternatively, you can manually create the system tables.

Complete the following tasks to create and populate the system tables manually:

1. Run the installer as described in Installing Unica Platform using the GUI mode (on page 30), but with the

following differences in your choices when it launches the Unica Platform installer.

> Select Manual database setup.

- Deselect the Run Platform configuration checkbox.

2. After the installer finishes, create the system tables manually by running the following SQL scripts appropriate

for your database type against your Unica Platform system table database, as described in SQL scripts for

creating system tables (on page 112).

Run the scripts in this order.

° Manager Schema_DBType. sql

If you plan to support multi-byte characters (for example, Chinese, Japanese, or Korean) and your

database is DB2®, use the mvanager Schema_DB2_uni code. sql SCript.

° Manager Schema__DBType_Ceat eFKConst rai nt s. sql

° active_portlets. sql

° quartz__DBType. sql

° active_portlets. sql

°notification_rules.sqgl(or notification_rules._Oracle.sqgl in case of oracle db)

3. Run the popul at eDB utility to populate the system tables with default users and roles.

Use this command:


https://help.hcltechsw.com/unica/MarketingPlatform/en/12.1.7/Common/platformconfigkc_intro.html
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popul at eDb -n Manager

See populateDb (on page 105) for complete details on using this utility.



Chapter 5. Deploying Unica Platform

You must follow a set of guidelines when you deploy Unica Platform in your web application server. There is a

different set of guidelines for deploying Unica Platform on WebLogic and on WebSphere®.

When you ran the HCL installer, you completed one of the following actions:

« You included Unica Platform in an EAR file.
* You created the WAR file of Unica Platform (uni ca. war ).

If you included other products in an EAR file, you must follow the deployment guidelines that are provided in the

individual installation guides for the products that are included in the EAR file.

We assume that you know how to work with your web application server. Consult your web application server

documentation for details such as navigation in the Administration console.

Important: HCL Unica products are license based, users are required to configure required licenses with HCL Unica

products to start using them.
The license consumption will only be measured on Production setup.

Read carefully the HCL Unica Licensing Guide to understand how to configure, register license server and follow

license consumption.

Configuration of JVM parameters for Unica products

You must configure the following JVM parameters in the Unica porducts.

Table 15. Unica Products and the JVM Parameters to be Configured

Unica Product Name JVM Parameters

Unica Campaign
* - DUNI CA_PLATFORM CACHE_ENABLED=t r ue

¢ - Dcanpai gn. | og4j . async=true

¢ - Dcom sun. management . j nxr enot e - Dcom sun. managenent -
.j nxrenot e

¢ - Dcom sun. managenent . j nxr enot e. port =1007

¢ - Dcom sun. managenent . j nxr enot e. ssl =f al se

¢ - Dcom sun. managenent . j nxr enot e. aut hent i cat e=f al se

¢ - Dcom sun. managenent . j nxr enot e. password. fil e=../conf/
j mxr enot e. passwor d

¢ - Dcom sun. managenent . j nxr enot e. access. fil e=../conf/

j mxr enot e. access

* - DUNI CA_GOTO_CREATEEARFI LE=ETRUE
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Table 15. Unica Products and the JVM Parameters to be Configured (continued)

Unica Product Name JVM Parameters

¢ -Dfil e.encodi ng=UTF- 8

¢ -Dclient.encodi ng. overri de=UTF- 8
¢ - DUNI CA_GOTO_CREATEEARFI LE=TRUE

¢ -Dcl i ent. encodi ng. overri de=UTF- 8

¢ - Dj boss. as. managenent . bl ocki ng. ti meout =3600
SET SSL_OPTIONS=-Djavax.net.ssl.keyStoreType="JKS"

¢ -Dj avax. net.ssl.trustStore="C:\security\nyTrustS-
tore.jks"

* - Dj avax. net. ssl . trust St or ePasswor d=nyPasswor d

Configuring the ACOOpt Adni n tool (ACOOpt Adni n. sh (UNIX)
or ACOOpt Adni n. bat (Windows) file)

¢ -Dj avax. net. ssl . keySt or eType=keySt or eTypeVal ue

¢ - Dj avax. net. ssl . keySt or e=<key St or eVal ue>

¢ -Dj avax. net. ssl . keySt or ePasswor d=<key St or ePasswor d-
Val ue>

¢ - D avax. net. ssl . trust St ore=<trust St oreVal ue>

¢ - Dj avax. net. ssl . trust St or ePasswor d=<t r ust St or ePass-
wor dVal ue>

¢ -Dj ava. awt . headl ess=true

* - Dcanpai gn. del i veret| . di sabl ed=true

¢ - Dcanpai gn. i nteractetl . di sabl ed=true

¢ - Dcanpai gn. j our neyet | . di sabl ed=f al se

¢ - Dcanpai gn. j our neyet | . di sabl ed=t rue
EMAI L_TLS_ENABLED

EMAI L_SSL_TRUST_ENABLED

SCH_ASYNCH_EXECUTI ON_ENABLED

Unica Audience Central
¢ - DAUDI ENCE_CENTRAL_HOVE=<I nst al | _Base_DI R>/ AudCent r al
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Table 15. Unica Products and the JVM Parameters to be Configured (continued)

Unica Product Name

JVM Parameters

Unica Contact Central

* CONTACTCENTRAL_HOME

* UNI CA_PLATFORM_HOME

Unica Content Integration

* - DASSET_PI CKER_HOVE

* - DUNI CA_PLATFORM_HOVE

Unica Deliver

¢ - Dcanpai gn. del i veret| . di sabl ed=true

Unica Interact

Interact design time

The following are the JVM parameters for Interact design time:

* | NTERACTDT_HOVE

* I nteract. User nameToAl waysDepl oyFor

com uni cacorp. i nteract.deliver.tenpl at eTi meout

Depl oynent Ser vl et Par anet er Encodi ng

com uni cacorp. i nteract.flexoffers. defaul t Dat eTi neFor -

mat

com uni cacorp. i nteract. flexoffers. def aul t Dat eFor mat

com uni cacor p. Canpai gn. i nt er act . of f er mappi ng. bat ch-

si ze

com uni cacor p. Canpai gn. i nt er act . of f er mappi ng. servi ce-

.syncti meout

com uni cacorp. i nteract.cacheTTL

com uni cacorp. i nteract.cacheRefreshlnterval | nMn

com uni cacor p. i nt eract. enabl eDTPer f Loggi ng

com uni cacor p. i nt eract. conpr essAPI Response

i gnor eSpeci al Char act er Val i dat or

Interact. CustonStringDelimter

com uni cacor p. i nteract. pl ayback. maxFi | t er edl dsCount

* com uni cacor p. i nteract. pl ayback. API Ti meout | nSecs

Interact run time

The following are the JVM parameters for Interact run time:
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Table 15. Unica Products and the JVM Parameters to be Configured (continued)

Unica Product Name

JVM Parameters

* | NTERACT_HOMVE

com uni cacorp. i nteract.deliver.tenpl at eTi meout

| NBOUND_GATEWAYS_USI NG_VAPPI NG_FROM_PROPERTI ES

com hcl .interact. http. proxyProtocol

com hcl .interact. http. proxyHost

com hcl .interact. http. proxyPort

com hcl .interact. http. proxyUsernane

com hcl .interact. http. proxyPassword

interact.jnx.nonitoring.port

interact. of ferserving. maxCf f er Al | ocati onl nMenor yPer -

| nst ance

interact. of ferserving. maxDi stri buti onPer| nterval Per-

| nst anceFact or

interact.ignitePort

com uni cacor p. i nteract. chDupeCheckLi mi t

com uni cacor p. i nteract.rhDupeCheckLi mi t

com uni cacor p. i nt eract. chSuppr essDupe

com uni cacor p. i nteract. rhSuppressDupe

com uni cacorp.interact.testclient.null Val ue

i nteract.ehcache. config

i nteract. api.dat eFor mat

comhcl.interact.testrun.rowimt

I nteract. Di sabl eExcepti onSt ackTr acesl nMacr os

com uni cacorp. i nteract.enabl eDetail Stats

com uni ca. i nteract.depl oynent.ti meout | nSecs

comibminteract.instance. nane

com uni cacorp. i nteract.invalidPat hs

i nteract. XSessResponseConsuner Manager . gener at eOnl y-

OneResponse

tryToPreservel nexact Fl oat Val ues

com uni cacorp. i nteract. propertyRefreshlnterval

com uni cacor p. i nteract. schedul edTasksProcessl nt er val

com uni cacorp.interact.eventpatterns.parallelism

com uni cacorp.interact.eventpatterns.restartRetries

com uni cacorp. i nteract.event patterns. eval uat eTi neout -

MITi

com uni cacor p. i nteract. eventpatterns.restartRetryDe-

| ayl nSec

* Interact.advi soryMessageEncodi ngOverri des
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Table 15. Unica Products and the JVM Parameters to be Configured (continued)

Unica Product Name

JVM Parameters

com uni ca.interact. api.insertSessionl DAsCooki e

com uni ca. i nteract. api . Sessi onl DCooki eName

I nt er act MsgCode

comibminteract.triggerednmessage. enabl eJMsConsuner
com uni cacorp.interact.maxStringLengt hl nFor mat Macr o
Cont i nueEval uat i ngBr anchAndAdvOpt Tr eat ment Logi cDespi -
t eExMessageli st

Di sabl eDeci si onPr ocessBoxAndAdvQOpt Tr eat ment Loggi ng

Valid values are Tr ue or Fal se. The default value is Fal se.
If you set the value to Fal se, when evaluating the ex-
pressions of each branch, if the system encounters any
errors, it logs the errors.

I nteract. DPB. Muf f | eEr r or sFor Mut ual | yExcl usi veBr anch-

esW t hNul | Val ues

Valid values are True and Fal se. The default value is

Fal se. If you set the value to Fal se and if the value of

- DDi sabl eDeci si onPr ocessBoxAndAdvOpt Tr eat ment Loggi ng
is also set to Fal se, during the evaluation of the expres-
sions of each branch, of a Decision process box whose
branches are mutually exclusive, if the system encoun-
ters any errors, it logs the errors. Otherwise, the system

logs the errors as debug.

TwoDi gi t Year St art Dat e

I nt eract . enabl eTwoDi gi t Year Fi x
comibminteract.evpatetl.conf

com uni cacor p. i nteract. m nTr eat nent sPer Thr ead
com uni cacor p. i nt eract. maxTr eat nent Pool Si ze
CircuitBreaker.processTimeoutMIlis

com uni cacor p. i nteract. event. asyncTi meout MSec
com uni cacor p. i nteract. event Acti onTi meout

I nteract. HTM . Enabl ed

I nteract. HTM . MaxRequest Dur at i onl nMs

I nteract. HTM . Recor dl ndi vi dual APl s

Interact. HTM . MaxSt art Sessi onDur at i onl nMs

I nteract. HTM . MaxGet O f er sDur ati onl nVs

I nteract. HTM . MaxPost Event Dur at i onl nVs

Interact. HTM . MaxGet Profi | eDur ati onl nMs
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Table 15. Unica Products and the JVM Parameters to be Configured (continued)

Unica Product Name

JVM Parameters

* Interact.HTM . LogErrorsEveryNt hTi me
* Interact.HTM . UseM | |isecondTi ners

* Interact.HTM . Debug

com uni cacor p. i nteract. suppressWar ni ngOnAnonynousUser

com hcl .interact.eventpatterns. printPatternAction

com hcl .interact.event patterns. eager Persi st

comibminteract.triggerednessage. addPerf Dat a

com uni cacor p. i nteract. | earni ng. di sabl eAggr egat or

com uni cacorp.interact.| earning.di sabl eDel etion

com uni cacorp. i nteract. | earning.ignorelnterval

interact.services. | oader.savelLoaderFil es

Convert Ever yNULLAt t ri but eVal ueToAJEPNul | Const ant

i ncl udeJoi nl nf o

com uni cacor p. i nteract. depl oynent . rel oadTi meout

comibminteract.| ockTi meVWar ni ngThr eshol d

com uni cacor p. i nteract. cache. maxWi t Ti me

DEFAULT_PERSI STENCE_PROVI DER

com uni cacor p. i nteract. pl ayback. pur geBat chSi ze

Note: We have removed the JVM parameter i nter -
act.runtine.instance. nane. Use the JVM parameter
com i bminteract.instance. nane to set the name of the

Interact run-time instance.

Unica Journey

Unica Plan

* - Dpl an. | og4j . confi g=<pl an_home>/ conf/ pl an_I| og4j . xm

¢ -Dpl an. | og4j . async=true

¢ - Dpl an. home=<pl an_hone>

¢ -Dpl an. sl ow. query. t hreshol d=<val ue in mlliseconds>
(optional)

¢ - Dpl an. sl ow. query. show. st ack. trace=true (optional)

¢ - Dcanpai gn. htt ps. port =<canpai gn's https port>
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Table 15. Unica Products and the JVM Parameters to be Configured (continued)

Unica Product Name JVM Parameters

If Plan communicates with Campaign over ht t ps, and

if Campaign is configured to run on the ht t ps port oth-
er than 8443, add this system property to the JVM argu-
ments of the Plan application's JVM.

Unica Platform
* - DENABLE PLATFORM LOG4J_XM.__LOGG NG=TRUE

* - DENABLE_PERSI STENT_NAMEI D_FORVAT=TRUE

¢ - DUNI CA_PLATFORM HOVE=<pl at f or m_home_di r ect ory_pat h>

Unica Centralized Offer Management
¢ - DOFFER_HOVE=<I nst al | _Base_DI R>/ Central i zedCf f er

¢ - DUNI CA_PLATFORM CACHE_ENABLED=f al se
¢ - DUNI CA_PLATFORM LOCAL_CACHE_ENABLED=f al se
e -DOf f er. i sDebug=f al se

¢ - Dl og4j 2. f or mat MsgNoLookups=t r ue

Unica Segment Central
¢ - DSEGVENT_CENTRAL_HOME=<I nst al | _Base_DI R>/ SegCent r al

Guidelines for deploying Unica Platform on WebLogic

You must follow a set of guidelines when you deploy Unica Platform on the WebLogic application.

Use the following guidelines when you deploy the Unica Platform products on any supported version of WebLogic:

« Unica products customize the Java™ virtual machine (JVM) that is used by WebLogic. If you encounter errors
related to JVM, you can create a WebLogic instance that is dedicated to Unica products.

» Open the st art WebLogi c. cnd file and verify that the SDK that is selected for the WebLogic domain that you
are using is the Sun SDK for the JAVA_VENDOR variable.

The JAVA_VENDOR variable must be set to sun (JAVA_VENDOR=Sun). If theJAVA_VENDOR variable is set to
JAVA_VENDOR, it means that JRockit is selected. You must change the selected SDK, because JRockit is not
supported. Refer to the BEA WebLogic documentation to change the selected SDK.

+ Deploy Unica Platform as a web application.

- If you are configuring WebLogic to use the IIS plug-in, review the BEA WebLogic documentation.

« Complete the following tasks if your installation must support non-ASCII characters, for example for
Portuguese or for locales that require multi-byte characters:
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1. Edit the setDomainEnv script in the bi n directory under your WebLogic domain directory to add the

following Java options to JAVA_VENDOR:

-Dfil e. encodi ng=UTF- 8

In case you are deploying a non-production setup, add
- DENABLE_NON_PROD_MODE=t r ue

In case of a production setup, this Java option must be removed or set to false.

. In the WebLogic console, click the Domain link on the home page.
. Inthe Web Applications tab, select the Archived Real Path Enabled check box.

A WN

. Restart WebLogic.
5. Deploy and start the EAR file or the uni ca. war file.
« If deploying in a production environment, set the JVM memory heap size parameters to 1024 by adding the

following line to the set Domai nEnv script:

Set MEM_ARGS=-Xms1024m -Xmx1024m -XX:MaxPermSize=256m

« For DB2, set progressi veStreaning = 2 Uni caPl at f or nDS datasource configuration.

Guidelines for deploying Unica Platform on WebSphere

You must follow a set of guidelines when you deploy Unica Platform on WebSphere.

Make sure that the version of WebSphere® meets the requirements that are described in the Recommended Software
Environments and Minimum System Requirements document, including any necessary fix packs. Use the following

guidelines when you deploy Unica Platform on WebSphere®:

« Set a custom property in WebSphere®.
o Click Servers > Server Types > Websphere Application Server > <server_name> > Web Container
Settings > Web Container
o Under additional settings click on Custom Properties
> On Custom Properties page, click New and enter
com i bm ws. webcont ai ner. i nvokefiltersconpatibility asthe property name and true as
the value.
> Save the update and restart the server.
« Deploy the EAR file or uni ca. war file as an enterprise application. When you deploy the EAR file or the
uni ca. war file, ensure that the JDK source level of the JSP compiler is set to Java™ 17 for SDK 1.7 and 18
for SDK 1.8, and that JSP pages are precompiled according to the following information:
o In the form where you browse to and select the WAR file, select Show me all installation options and
parameters so the Select Installation Options wizard runs.
> In step 1 of the Select Installation Options wizard, select Precompile JavaServer Pages files.
o In step 3 of the Select Installation Options wizard, ensure that the JDK Source Level is set to 17 for
SDK 1.7 and set to 18 for SDK 1.8.
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o

o

If you deployed an EAR, set the JDK Source Level for each WAR file.

In step 8 of the Select Installation Options wizard, select UnicaPlatformDS as the matching Target
Resource.
In step 10 of the Select Installation Options wizard, the context root must be set to / uni ca, all lower

case.

« In the Web Container Settings > Web Container > Session Management section of the server, enable cookies.

Specify a different session cookie name for each application that is deployed. Use one of the following

procedures to specify a cookie name:

o

o

Select the Override session management check box under Session Management.

If you deployed separate WAR files for your Unica products, in the WebSphere® console, in the
Applications > Enterprise Applications > [deployed_application] > Session Management > Enable
Cookies > Cookie Name section of the server, specify a unique session cookie name.

If you deployed EAR files for your Unica products, in the WebSphere® console, in the Applications
> Enterprise Applications > [deployed_application] > Module Management > [deployed_module] >
Session Management > Enable Cookies > Cookie Name section of the server, specify a unique session

cookie name.

If your installation must support non-ASCII characters, for example for Portuguese or for locales that
require multi-byte characters, add the following arguments to Generic JVM Arguments at the server

level:

-Dfile.encoding=UTF-8

-Dclient.encoding.override=UTF-8

In case you are deploying a non-production setup, add

- DENABLE_NON_PROD_MODE=t r ue

In case of a production setup, this Java option must be removed or set to f al se.

Navigation tip: Select Servers > Application Servers > Java and Process Management > Process
Definition > Java Virtual Machine > Generic JVM Arguments. See the WebSphere® documentation for

additional details.

« In the Applications > Enterprise Applications section of the server, select the EAR file or WAR file that you

deployed, then select Class loading and update detection and specify the following properties.

o

o

If you are deploying a WAR file:
= For Class loader order, select Classes loaded with local class loader first (parent last).
= For WAR class loader policy, select Single class loader for application.

If you are deploying an EAR file:
= For Class loader order, select Classes loaded with local class loader first (parent last).

= For WAR class loader policy, select Class loader for each WAR file in application.
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- Start your deployment. If your instance of WebSphere® is configured to use a JVM version 1.7 or newer,
complete the following steps to work around an issue with the time zone database.
1. Stop WebSphere®.
2. Download the Time Zone Update Utility for Java™ (JTZU).
3. Follow the steps provided by the IBM® (JTZU) to update the time zone data in your JVM.
4. Restart WebSphere®.
« In WebSphere Enterprise Applications, select Your Application > Manage Modules > Your Application >
Class Loader Order > Classes loaded with local class loader first (parent last).
» The recommended minimum heap size for the basic functioning of the application is 512 and the

recommended maximum heap size is 1024.

Complete the following tasks to specify the heap size:
1. In WebSphere® Enterprise Applications, select Servers > WebSphere application servers > server1 >
Server Infrastructure > Java and Process Management > Process definition > Java Virtual Machine.
2. Set the initial heap size to 512.
3. Set the maximum heap size to 1024

See the WebSphere® documentation for more information about sizing.

For DB2, set progressiveStreaning = 2 in WebSphere console at following path: JDBC >Data sources >
UnicaPlatformDS > Custom properties.

Guidelines for deploying Unica Platform on JBoss

You must follow a set of guidelines when you deploy Unica Platform on JBoss.

Make sure that the version of JBoss meets the requirements that are described in the HCL Enterprise Products
Recommended Software Environments and Minimum System Requirements document. Use the following guidelines
when you deploy Unica Platform on JBoss:

Use the following guidelines when you deploy the Unica Platform products on any supported version of JBoss:

1. Deploy the HCL EAR file or the unica.war file as an enterprise application.
For example: deploy <Platform_Install>\unica.war

See https://docs.jboss.org/jbossweb/3.0.x/deployer-howto.html for instructions on Deploying Web Server
Application in JBoss.

2. Complete the following tasks if your installation must support non-ASCII characters, for example for
Portuguese or for locales that require multi-byte characters:

a. Edit the st andal one. conf script in the bin directory under your JBOSS /bin directory to add
-Dfi | e. encodi ng=UTF- 8
-Dcli ent. encodi ng. overri de=UTF- 8

- Dj boss. as. managenent . bl ocki ng. ti meout =3600


https://docs.jboss.org/jbossweb/3.0.x/deployer-howto.html
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10 JAVA_VENDOR.
In case you are deploying a non-production setup, add
- DENABLE_NON_PROD_MODE=t r ue

In case of a production setup, this Java option must be removed or set to f al se.

b. Restart JBoss server.
3. To ensure that the Scheduler works correctly, complete the following substeps.
o Take a backup of <JBOSS_HOME>/standalone/configuration/standalone.xml file.
o In <JBOSS_HOME>/standalone/configuration/standalone.xml, search the module name for driver.

<driver name="oracl edriver" nodul e="oracle.jdbc">
<xa- dat asour ce-cl ass>or acl e. j dbc. Oracl eDri ver </ xa- dat asour ce- cl ass>

</driver>

> Add the following statement underneath <subsyst em xm ns="ur n: j boss: domai n: ee: 4. 0" > to make the

module name global.

<gl obal - nodul es>
<nodul e name="oracl e. jdbc"/>

</ gl obal - nodul es>

> Add nmax- par anet er s=" 10000" property for the following tags.

= <http-listener nane="default"...max-paraneters="10000"/>
" <https-listener name="https...nax- paraneters="10000"/

o Restart JBOSS server.

Guidelines for deploying Unica Platform on Apache Tomcat®

You must follow a set of guidelines when you deploy Unica Platform on Apache Tomcat. For Contact Central, the

steps to deploy Tomcat remain same.

Make sure that the version of Apache Tomcat meets the requirements that are described in the Recommended
Software Environments and Minimum System Requirements document. Use the following guidelines when you deploy

Unica Platform on Apache Tomcat:

1. Deploy the HCL unica.war file as an enterprise application on Tomcat Apache server.
Note: Deployment of HCL EAR file is not supported in Tomcat.

a. Edit the setenv.sh file for the respective product instances script in the bin directory under your Tomcat

instances directory to add the following Java options:

- Dfile.encodi ng=UTF-8
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-Dclient. encodi ng. overri de=UTF- 8
In case you are deploying a non-production setup, add
- DENABLE_NON_PROD_MODE=t r ue

In case of a production setup, this Java option must be removed or set to false.
b. Restart Tomcat.
2. If deploying in a production environment, you can add JVM heap setting for that tomcat instance in app-one/
bin/setenv.sh file respectively for all the instances.
For DB2, set progressi veStreani ng = 2 in the UnicaPlatformDSdatasource configuration.
. When Unica war is deployed on Tomcat, complete the following configuration in server.xml, where unica.war is
deployed.
Add relaxedQueryChars under unica server.xml as mentioned below.

<Connect or port="8080" protocol ="HTTP/1.1"
connect i onTi neout =" 20000"
redirect Port ="8443"

rel axedQueryChars="|,[,],\, ,{,},*" />

4. You must add Unica Platform data source in unica.xml along with the path of unica.war to the Unica Platform

Tomcat instance. For example
<Context docBase="<Platform_Install_Path>/Platform/unica.war">

<Resource name="UnicaPlatformDS" factory="com.unica.manager.tomcat.utils. TomcatDSFactory"

auth="Application" type="javax.sql.DataSource"

maxActive="30" maxldle="10" maxWait="10000" username="<db user for Platform schema>" password="<db

password>" driverClassName= "<db specific class name>" url="<db specific jdbc url>"/>

</Context>"/>

Note: This is the sample xml configuration.

Google Chrome and Microsoft Edge configuration

Recently, the browsers Google Chrome and Microsoft Edge updated a security fix and this security fix affects the

access of Unica applications. We have received some issues from our customers like:

« issues with Ul
« unable to edit flowcharts
- getting logged out from Unica



Unica Platform V12.1.8 Installation Guide | 5 - Deploying Unica Platform | 58

These issues are observed due to the change of behavior in browsers after applying the security fix. Applying the
security fix automatically enables Origin-keyed Agent Clusters by default. If the setting Origin-keyed Agent Clusters
by default is enabled automatically, it prevents changes in document referrer and domain values so that malicious
websites cannot execute any type of impersonation. The setting Origin-keyed Agent Clusters by default existed

earlier as well, but was not enabled by default.

If you update Google Chrome or Microsoft Edge to the latest version, you will observe the earlier mentioned issues.
Because of how Unica is designed and because the Unica suite is deployed over multiple JVMs, it is essential that
you disable the Origin-keyed Agent Clusters by default setting for Unica to function correctly and to provide a good

user experience.

As a solution, we recommend that you perform the steps mentioned in the following Knowledge Base article: https://
support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0107185.

Note: The update to Microsoft Edge browser is very recent and the Knowledge Base article is not yet updated
for the Microsoft Edge browser.

The CliffsNotes solution is as follows:

1. Open your browser and navigate to one of the following URLs based on your browser:
- Google Chrome: chrome://flags/#origin-agent-cluster-default
o Microsoft Edge: edge://flags/#origin-agent-cluster-default
2. From the dropdown of the highlighted parameter Origin-keyed Agent Clusters by default, select bi sabl ed.
3. At the bottom of the page, click the Apply Changes button.
4. Log out of Unica applications, log back in, and verify if everything is working as expected.

Verifying your Unica Platform installation

After you install and deploy Unica Platform, you must verify that there are no errors in your Unica Platform installation
and deployment. You can configure your Unica Platform installation after the verification.

Complete the following tasks to verify your Unica Platform installation:

1. Access the Unica URL in a supported web browser.

If you entered a domain when you installed Unica Platform, the URL is the following, where host is the machine
where Unica Platform is installed, donmai n. comis the domain in which the host machine resides, and port is the

port number on which the web application server listens.

htt p: // host. donai n. com port/ uni ca

2. Log in using the default administrator login, which is asm admi n with passwor d as the password.

You will be asked to change the password. You can enter the existing password, but for good security you

should choose a new one.


https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0107185
https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0107185
chrome://flags/#origin-agent-cluster-default
edge://flags/#origin-agent-cluster-default
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The default home page is the dashboard, which you will configure later.

3. Under the Settings menu, check the Users, User Groups, and User Permissions pages to verify that the
pre-configured users, groups, roles, and permissions are present, as described in the Unica Platform
Administrator's Guide.

4. Add a new user and group and verify that data is entered into the Unica Platform system table database.

5. Under the Settings menu, check the Configuration page to verify that the Unica Platform configuration
properties exist.

There are additional configuration tasks, such as configuring the dashboard, setting up user access to applications,

and integrating with an LDAP or web access control system (optional). See the Unica Platform Administrator's Guide
for instructions.



Chapter 6. Deploying Unica Contact Central

Prerequisites

Unica Contact Central requires JRE 1.8 or higher to work.
Note: Unica Contact Central does not support clustered environment.

ContactCentralDS JNDI resource for Contact Central database is required.

Setting Unica Contact Central and Unica Platform home JVM argument

Add the following JVM argument to the application server, where Unica Contact Central is required to be deployed.
- DCONTACTCENTRAL_HOME = pat h_where_contact_central _is_installed

- DUNI CA_PLATFORM HOME = platform.installation_hone_directory_path

For example: CONTACTCENTRAL_HOME =/ opt / Pl at f or nf Cont act Cent r al

Point CONTACTCENTRAL_HOME to the directory, where Unica Contact Central is installed. It is installed within the
ContactCentral directory under UNICA_PLATFORM_HOME.

Provide write permissions to the logs directory already created inside CONTACTCENTRAL_HOME.

Deployment procedure

You must follow a set of guidelines, when you deploy Unica Contact Central on your web application server When you
ran the suite installer, you completed the following action:

* You created the WAR file of Unica Contact Central (ContactCentral.war) inside UNI CA_ PLATFORM HOVE/
Cont act Central directory. UNICA_PLATFORM_HOME refers to the Unica Platform installation location.

Note:

« It is assumed that you possess information on how to work with your web application server. For more
information, see the web application server documentation.

- Contact Central deployment is not supported on WebLogic and JBoss.

Guidelines for deploying Unica Contact Central on WebSphere

You must follow a set of guidelines when you deploy Unica Contact Central onWebSphere. Ensure that the version of
WebSphere meets the requirements that are described in the Recommended Software Environments and Minimum
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System Requirements document, including any required fix packs. Use the following guidelines when deploying Unica

Contact Central on WebSphere:

1. Set a custom property in WebSphere®.
o Click Servers > Server Types > Websphere Application Server > <server_name> > Web Container
Settings > Web Container
o Under additional settings click on Custom Properties
> On Custom Properties page, click New and enter
com i bm ws. webcont ai ner. i nvokefiltersconpatibility asthe property name and true as
the value.
> Save the update and restart the server.
2. Deploy the ContactCentral.war file as an enterprise application. When you deploy the ContactCentral.war file,
ensure that the JDK source level is set to 18 for SDK 1.8:

a. In the form, select the WAR file, select Show me all installation options and parameters so the Select
Installation Options wizard runs.

b. In step 3 of the Select Installation Options wizard, ensure that the JDK SourcelLevel is set to 18 for
SDK 1.8.

c. In step 8 of the Select Installation Options wizard, select ContactCentralDS as the matching Target
Resource. ContactCentralDS JNDI resource must be present for Contact Central. Guidelines for setting
up ContactCentralDS remains same as setting up UnicaPlatformDS datasource for Platform. For more
information on setting up UnicaPlatformDS datasource, see Unica Platform Installation Guide.

d. In step 10 of the Select Installation Options wizard, the context root must be set to /ContactCentral.

3. For your installation to support non-ASCII characters, for example for Portuguese or for locales that require
multi-byte characters, add the following arguments to Generic JVMArguments at the server level.

-Dfile.encoding=UTF-8

-Dclient.encoding.override=UTF-8

Note: Navigation tip: Select Servers > Application Servers > Java and ProcessManagement > Process
Definition > Java Virtual Machine > Generic JVM Arguments.See the WebSphere documentation for

additional details.

4. In the Applications > Enterprise Applications section of the server, select the WAR filethat you deployed, then
o For Class loader order, select Classes loaded with local class loader first (parentlast).
> For WAR class loader policy, select Single class loader for application.
5. Start your deployment. If your instance of WebSphere is configured to use a JVMversion 1.8 or higher,
complete the following steps to work around an issue with thetime zone database.
a. Stop WebSphere.
b. Download the Time Zone Update Utility for Java (JTZU).
c. Follow the steps provided by the IBM (JTZU) to update the time zone data in yourJVM.
d. Restart WebSphere.
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6. In Websphere Enterprise Applications, select your Application > Manage Modules >Your Application > Class
Loader Order > Classes loaded with local class loader first(parent last).
7. The recommended minimum heap size for the basic functioning of the application is 512 MB and the
recommended maximum heap size is 1024 MB. Complete the following tasks to specify the heap size.
a. In WebSphere Enterprise Applications, select Servers > WebSphere application servers > server1 >
Server Infrastructure > Java and Process Management >Process definition > Java Virtual Machine.
b. Set the initial heap size to 512m.
c. Set the maximum heap size to 1024m.

Note: See the WebSphere documentation for more information about sizing.

For DB2, set progressiveStreaming = 2 in WebSphere console at following path: JDBC>Data sources >

ContactCentralDS > Custom properties.

Guidelines for deploying Unica Contact Central on Apache Tomcat®

You must follow a set of guidelines when you deploy Unica Contact Central onApache Tomcat. Ensure that

the version of Apache Tomcat meets the requirementsthat are described in the Recommended Software
Environments and Minimum SystemRequirements document. Use the following guidelines when you deploy Unica
Contentlntegration on Apache Tomcat.

1. Deploy the HCL ContactCentral.war file as an enterprise application on TomcatApache server. Complete
the following tasks if your installation must support non-ASClicharacters, for example for Portuguese or for
locales that require multi-byte characters.

2. Edit the setenv.sh file for the respective product instances script in the bindirectory under your tomcat
instances directory to add - Df i | e. encodi ng=UTF- 80l i ent . encodi ng. over ri de=UTF- 8.

3. You must add Unica Platform and Contact Central data source in ContactCentral.xml along with the path of
ContactCentral.war to the ContactCentral Tomcat instance. For example

<Context docBase="<Platform_Install_Path>\platform\ContactCentral\ContactCental.war">

<Resource name="UnicaPlatformDS" factory="com.unica.manager.tomcat.utils. TomcatDSFactory"

auth="Application" type="javax.sqgl.DataSource"

maxActive="30" maxldle="10" maxWait="10000" username="<db user for Platform schema>" password="<db

password>" driverClassName= "<db specific class name>" url="<db specific jdbc url>"/>

<Resource name="ContactCentralDS" factory="com.unica.manager.tomcat.utils. TomcatDSFactory"

auth="Application" type="javax.sqgl.DataSource"
maxActive="30" maxldle="10" maxWait="10000"
username="<db user for Contact central schema>" password="<db password>" driverClassName=

"<db specific class name>" url="<db specific jdbc url>
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</Context>"/>

4. Restart Tomcat.
Note: This is the sample xml configuration.

Unica Contact Central | User Role Creation

The procedure included in this section is not required for the following scenarios:

It is a fresh installation. The installation process creates this role under default partition(partition1).
It is an upgrade and only one partition exists in the current system.

In case, it is an upgrade and system contains more than one partition, you must execute the following command
manually for each partition, except partition1. The command exists under <PLATFORM_HOME>\tools\bin directory
inside your Platform installation directory. This creates a Contact Central user role under each partition.

On Windows
popul at eDb. bat -n ContactCentral -p <partition_nane>

On Unix

popul at eDb. sh -n ContactCentral -p <partition_nane>



Chapter 7. Deploying AI-ML

After the installation of Unica Platform is complete, if you selected the component Al-ML for installation, you must
deploy the Al-ML component post installation. The deployment steps differ for Microsoft Windows and Unix-based
operating systems. There are some common procedures that you must implement for both operating systems.

« Deploying AI-ML in Microsoft Windows (on page 64)
« Deploying AI-ML in Unix-based Operating Systems (on page 69)

Deploying AI-ML in Microsoft Windows

To deploy AI-ML component in Microsoft Windows, complete the following procedures:

Configuring Python files

1. Access the Pyt hon3. 11. 7 folder available under Pl at f or ni M. directory.

2. Inthe Pl at f orm ML/ st art up. bat file, replace the placeholder [ PYTHON BASE_LocATI oN] with the absolute
path to Pyt hon3. 11. 7 directory.

3. Inthe Pl at f ormi M_/ | i b directory, access the si t e- packages folder.

4. Inthe Pl at f orml ML/ st art up. bat file, replace the placeholder [repl ace_wi t h_t he_si t epackages_pat h] with

the absolute path to si t e- packages directory.

Configuring the conf . i ni document

The conf . i ni file has the following format:

[server]
# Hostname or | P address of the machine hosting the M. service

host = 127.0.0.1

# Port number for the M. service

port = 8000

[security]
# APl security token for the M. service

api -t oken =

# To enabl e TLS/ SSL depl oyment, set this to "yes"

use-ssl = no

# Absolute path to the TLS/SSL private key

ssl -keyfile = key. pem
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# TLS/ SSL keyfile password. If required, you can | eave the password unspecified and provi de the password
during server startup.

ssl -keyfil e-password =

# Absolute path to the TLS/SSL certificate

ssl-certfile = cert.pem

[ ot hers]
# Nunber of requests retained in segnent suggestion history for each user (for optinal experience, provide a
val ue between 5 and 20).

segnent ati on. request. history. max-limt = 10

# Maxi mum al | owed CPU capacity for M. service. Valid values are 0 and 1, where 1 represents 100% capacity.

cpu.utilization.max-limt = 0.8

# Maxi mum al | oned nenory utilization for M. service. Valid values are 0 and 1, where 1 represents 100%
capacity.

menory. utilization. max-linmt = 0.8

# Maxi mum nunber of CPU cores pernitted for the M. service.

cpu.j obs. max-cores = 4

# Batch size for audience segnentation. Valid values are 16, 32, 64, 128, 256, and so on. For optinal
performance, keep the batch size | ow.

menory. segnent ati on. bat ch-si ze = 64

# The Clustering algorithmthat is to be used for audi ence segmentation. Only "hdbscan" is supported.

segnent ati on. al gorithm = hdbscan

[ hdbscan]
# Default mni num segnent size, in percentage, of the total filtered audiences (0.01 represents 1% of total
filtered audi ences).

m ni mum cluster-ratio = 0.0001

# Maxi mum nunber of workers for parallel segmentation processing. Performance i s dependent on the allocated
CPU and nenory.

max-workers = 8

al gorithm = best

m n-sanples = 5
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| eaf -size = 40

To configure the conf . i ni file, complete the following steps:

1. From the Pl at f or m ML/ conf folder, access the conf. i ni file.

2. Configure the following fields in the [ server] section of the file:

host The host name or the IP address on which you want
to run the ML service.
por t The port on which you want to run the ML service.

3. Configure the following fields in the [ securi ty] section of the file:

api -t oken

The API security token referenced in this context is

a prerequisite for clients accessing the ML service.

It is imperative to configure this token consistently,
ensuring that the same token is utilized as the data-
source password in Configuration > Platform > ML
> navigation. Verify that the tokens match precisely
in both settings, as any discrepancies will result in an

error.

use- ssl

If you are using SSL (i.e HTTPS), set it to yes and gen-
erate the keyfile and the certificate file (use a tool of
your choice to generate the private key and the cer-
tificate file). If you set use- ssI to yes, you must con-
figure ssi -keyfile and ssi-certfile. If you are not us-
ing SSL (i.e HTTP), set it to no. If you set use-ssl 1o

no, ignore ssl -keyfile and ssl-certfile.

Note: It is strongly recommended to operate
ML service over a TLS/SSL connection to en-
hance the security of APl access. If TLS/SSL
is disabled, generate a symmetric encryption
key and insert it into the designated files list-

ed below:

Under ML service - conf/ securi ty/ de-

cryption. key

Under Segment Central - conf / securi -

ty/ encryption. key
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Py This extra measure ensures the minimum

necessary security for the system.

ssl-keyfile The location of private key file generated with its
name and extension. Example: D: \ HCL\ uni -

ca\ key. pem

ssl-certfile The location of the TLS certificate generated with
its name and extension. Example D: \ HCL\ uni -

ca\cert. pem

4. Configure the following fields in the [ ot hers] section of the file:

segment ati on. request. history. max-linit = 10 This is the recent number of suggestion requests to
be shown on the suggestion screen. Increasing it will
show more suggestion history for the particular user.

Note: Suggestions more than the suggest-
ed limit (either pending, successfully done,
or failed) are removed from the system and

cannot be recovered.

cpu. utilization max-limt = 0.8 Specify the desired CPU capacity for the ML service
by assigning a value within the range of 0 to 1, where
1 corresponds to 100% CPU utilization.

menory. utilization. max-linmt = 0.8 Specify the desired memory utilization for the ML
service by assigning a value within the range of 0 to
1, where 1 corresponds to 100% RAM utilization.

Note: We recommend that you refrain from
setting the memory limit to 1. Assigning 1 to
this property results in the system utilizing
the entire system memory, potentially caus-
ing disruptions to other processes, leading to

improper functionality or halting altogether.

cpu. j obs. max-cores = 4 Specify the maximum number of CPU cores allocat-
ed to the ML service. Additionally, controls the over-
all capacity across all assigned cores by configur-

ing cpu.utilization.max-limit. It is advisable to limit
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this number to half or a quarter of the total available
cores to optimize performance and resource utiliza-
tion.

menory. segnment ati on. bat ch- si ze=64

Specify the data partition size in megabytes (MB). It
is advisable to maintain a lower value, such as 32, 64,
128, 256, 512, and so forth. This practice facilitates
the smooth processing of large datasets within limit-
ed memory space. If you encounter memory errors in
the logs, consider reducing the configured value ac-
cordingly.

segnent ati on. al gorithm = hdbscan

Presently, only hdbscan is supported.

5. Configure the following fields in the [ hbdscan] section of the file:

m ni mumcluster-ratio = 0.0001

The default minimum cluster size is applied if it is
not explicitly specified while requesting the segment
suggestions in Segment Central. When providing a
ratio value, choose a lower value for larger audience
datasets, as opting for a larger value may result in
increased execution time while generating segment
suggestions (The value 0.01 corresponds to 1% of

the audience dataset size).

max-workers = 8

Number of workers for the algorithm to process.
More the number of workers, faster the execution.

Avoid assigning a high value.

al gorithm = best

The best algorithm (from hdbscan internals) is se-

lected automatically. Do not change this value.

mn-sanples = 5

Minimum number of samples needed for making a
cluster point. Do not change this value as high values

can lead to memory error.

| eaf -size = 40

Do not change this value.

Configuring encodi ng. i ni file

Audience data may include categorical information, where the order or ranking of categories is crucial for

segmentation. For example, a dataset of audiences categorized into job positions like "Junior", "Intermediate”,

"Senior", and "Lead." In such cases, it is essential to create segments based on the specific ranking of job positions

rather than using an arbitrary order. The ML service offers a way to specify these orders in the Platform/ML/conf/

encoding.ini file. If the dataset is stored in a user database table named Audiences, with job positions recorded in
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the job_position column, configure the encoding.ini file as shown in the following example. The ML service considers

these declarations when generating segment recommendations.

[ Audi ences]

job_position = Junior, Internediate, Senior, Lead

Note: This declaration does not support categories having commas in their name.

This declaration can be expanded to include other columns in the Audiences table, as well as any other database

table in the same way.

[ Audi ences]
job_position = Junior, Internediate, Senior, Lead

anot her _col unm_i n_audi ences = categoryl, category2, category3, category4

[ sone_ot her _audi ence_t abl e]

col um_nane = categoryl, category2, category3

Starting the ML services

1. Open the command prompt.
2. Change the directory to Pl at f or nmf M_.
3. To launch the ML service, run the command start up. bat .

Deploying AI-ML in Unix-based Operating Systems

To deploy AI-ML component in RHEL and SuSE, complete the following procedures:

Configuring Python files

Even if you have Pyt hon- 3. 10. 10 installed on your system, you must install Pyt hon- 3. 11. 7.

1. Access the Pyt hon- 3. 11. 7 folder within the PI at f or i M. directory.
2. Change the directory to Pyt hon- 3. 11. 7 and run the following command:
o RHEL: yum update -y && yum install -y xz gcc zlib-devel openssl-devel bzip2-devel libffi-devel sqlite-
devel pip
> SUSE: zypper update -y && yum install -y xz gcc zlib-devel openssl-devel bzip2-devel libffi-devel sqlite-
devel pip
3. Run the following commands in the same order:
o ./configure LDFLAGS="-L/usr/lib64'
> make clean

> make install
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4. Note: Skip this step if you are not using Oracle as your user database.

This step is relevant only when working with the data stored in Oracle database. To facilitate access to the
Oracle database, it is necessary to install the appropriate Oracle client libraries for Python (cx_or acl e). For
step-by-step instructions on the installation process, see the following official page:
https://cx-oracle.readthedocs.io/en/latest/user_guide/installation.html

5. Inthefile Pl at f or mf ML/ st ar t up. sh, at line number 1, replace the placeholder
[ REPLACE_W TH_THE_ABSOLUTE_PYTHON_PATH] with the absolute path to Python 3.11.7 version. For example
Pl at f or m{ ML/ Pyt hon- 3. 11. 7.

6. Inthe Pl at f or i ML/ | i b directory, access the si t e- packages folder.

7. Inthe Pl at f or m ML/ st ar t up. sh file, replace the placeholder [ REPLACE_ W TH_THE_SI TEPACKAGES_PATH| with
the absolute path to si t e- packages directory.

Configuring the conf . i ni document

This is smilar to the configuration done on Microsoft Windows. See Configuring the conf.ini document (on page
64).

Configuring encodi ng. i ni file
This is smilar to the configuration done on Microsoft Windows. See Configuring encoding.ini file (on page 68).
Starting the ML services

1. Change the directory to Platform/ML directory.
2. To launch the ML service, run startup.sh.


https://cx-oracle.readthedocs.io/en/latest/user_guide/installation.html

Chapter 8. Configuring Unica Platform after deployment

For a basic installation of Unica Platform, you must configure Unica Platform after deployment if you use the Unica

reporting feature, or if you want to use a password policy.

If you use the Unica reporting feature, see the Unica Reports Installation and Configuration Guide. If you want to use a
password policy in mind, see Default password settings (on page 71) to determine whether you must change the
default password settings.

The Unica Platform has additional properties on the Configuration page that perform important functions that you
can optionally adjust. See the context help for the properties, or the Unica Platform Administrator's Guide to learn

more about what they do and how to set them.

Default password settings

Unica provides default settings for using passwords. However, you can use the General > Password settings category

on the Unica Configuration page to change the default settings, and create your password policies.

The default password settings apply to passwords for users that are created within Unica. The settings do not apply
to the users that are imported through synchronization with an external system, such as Windows™ Active Directory,
a supported LDAP directory server, or web access control server. The exception is the Maxi mum fail ed 1 ogin attenpts
al | oned setting, which affects both internal and external users. Also note that this property does not override any

similar restriction set in an external system.

The following settings are the default password settings that Unica:

e Maxi mum failed login attenpts allowed -3

e Password history count -0

evalidity (in days) -30

* Bl ank passwords al |l owed - True

e Allow i dentical user name and password - True
* M ni mum nunber of nuneric characters -0

* M ni mum nunber of letter characters-0

* M ni num character length-4
See the online help for descriptions of the default settings.

Set the web application session timeout (optional)

The session timeout determines how long an inactive HTTP session can remain open before it expires.

Set the session timeout on your web application server:
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» WebSphere®: Use the IBM WebSphere® Application Server Administrative Console to set the Session timeout
in minutes. You can adjust this setting at the server and Enterprise Application levels. See your WebSphere®
documentation for details.

» WebLogic: Use the WebLogic console to set the Session Timeout in seconds, or adjust the TimeoutSecs

parameter value for the session-descriptor element in the weblogic.xml file.

Additional configuration for enhanced security

The procedures in this section describe some additional configurations in the web application server. They are

optional, but you might want to perform them for enhanced security.

Disabling the X-Powered-By flag

If your organization is concerned that the X-Powered-By flag in the header variable is a security risk, you can disable it

using this procedure.

1. If you are using WebLogic, in the administration console, under domainName > Configuration > Web
Application, set X-Powered-By Header to X-Powered-By Header will not be sent.
2. If you are using WebSphere®, perform the following steps.
a. In the WebSphere® administration console, navigate to Servers > Server Types > WebSphere
application servers > server_name > Web Container Settings > Web container.
b. Under Additional Properties select Custom Properties.
c. On the Custom Properties page, click New.
d. On the Settings page, create a custom property named com i bm ws. webcont ai ner . di sabl exPower edBy and
set the value to f al se.
e. Click Apply or OK.
f. Click Save on the console task bar to save your configuration changes.
g. Restart the server.

Configuring a restrictive cookie path

In your web application server, you can restrict cookie access to a specific application for enhanced security. If not
restricted, cookies are valid across all the deployed applications.

1. If you are using WebLogic, perform the following steps.

a. Extract the webl ogi c. xri file from the WAR or EAR package where you want to add the restrictive
cookie path.

b. Add the following to the webl ogi c. xnm file, where context-path is the context path for the deployed

application. For Unica applications the context path is typically /unica.

<sessi on-descri pt or >

<sessi on- par an»>
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<par am nanme>Cooki ePat h</ par am nane>
<par am val ue>/ cont ext - pat h> </ par am val ue>
</ sessi on- par an>

</ sessi on-descri pt or >

c. Rebuild the WAR or EAR file.
2. If you are using WebSphere®, perform the following steps.
a. In the WebSphere® administration console, navigate to the Session Manager > Cookie tab.
b. Set the Cookie Path to the context path of your application.
For Unica applications the context path is typically /unica.

Disabling caching of Unica Campaign and Unica Platform
configuration property values

If you encounter an issue where configuration properties are not being picked up by Unica Campaign or Unica

Platform, you can disable caching as described in this procedure.

Set generic JVM arguments in the web application server where Unica Platform is deployed, as described in the

following steps.

1. Set the following JVM argument, which disables the Hibernate L2 cache.
- DUNI CA_PLATFORM CACHE ENABLED=f al se

By default, this value is set to t rue, which provides the best performance.

2. Set the following JVM argument, which enables local caching. This improves performance when the

Hibernate cache is disabled.
- DUNI CA_PLATFORM LOCAL_CACHE_ENABLED=t r ue

When this local caching mechanism is enabled, configurations are updated at 60 minute intervals. If you want
configuration changes to be picked up immediately, you must restart the application server.

Enabling single-user logging

You can enable single-user logging by configuring logging to use the XML file and then editing the XML file.
Logging is configured using one of two files: log4j.properties or log4j.xml. By default, the log4j.properties file is used.

You can enable per-user logging by configuring logging to use the XML file and then editing the XML file. If Unica

Platform is configured in a cluster deployment, copy the XML file to each node.
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- You can enable single-user logging by editing the XML file.
- Logging is configured using | og4j . xn , which is the default configuration file.
« If Unica Platform is configured in a cluster deployment, copy the XML file to each node.

With XML logging enabled, a thread is created that periodically checks if the XML configuration file has been created
or modified. If a change or file creation is detected, then the XML file is read to configure log4j. The polling interval is

60 seconds.

1. Configure logging to use log4j.xml by setting the following JVM parameter.
- DENABLE_PLATFORM LOGAJ_XM._LOGG NG=t r ue
The value must be set to true to enable per-user logging.

If Unica Platform is configured in a cluster deployment, set this JVM parameter in each node of the cluster.

2. To specify the user account to be logged in per-user logging, edit the log4j.xml file and add the users in the
filter tag. The logs for the users that are added in the filter tag.

> You can add multiple tags in the | 0g4j . xn file to create separate log files for specific users. You
must add a new appender for each new user specific log file.

> By default, the log file is created in the Pl at f or m Hone / Pl at f or mf | ogs folder and is named as
pl at f or m I og. You can specify a different valid path and file name. You must specify the absolute or
complete path to generate the log files in the respective folders.

- If both user specific logs and logs for all users are required, add an appender tag with a new name and
without the filter tag defined. The appender must have a unique name.

> Add a corresponding entry under the root tag for this new appender.

3. If Unica Platform is configured in a cluster deployment, copy the edited XML file to each node of the cluster.

You can use a command like the one shown in the following example.

- DPLATFORM _LOXAJ_XM__FI LE=I 0g4j _nodel. xm

The 1 og4j _node1. xm file is a copy of the I og4j . xni file. You can use any name for the copied file. Log file is

also created with this new name like log4j_node1.log automatically instead of default name platform.log.

Consider the following example where the logs are collected for the user asm_admin and for all other users.

<appender nane="Consol e" cl ass="org. apache. | og4j. Consol eAppender" >
<par am nane="| medi at eFl ush" val ue="true"/>

<l ayout cl ass="org. apache.|o0g4j. PatternLayout">

<par am nane="Conver si onPattern" value="%5p % - %m"/>

</l ayout >

<filter class="com unica. nanager.| ogger. User Mat chFilter">

<par am nane="Stri ngToMat ch" val ue="asm adm n" />

</filter>
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</ appender >

<appender nane="Consol e" cl ass="org. apache.| og4j . Consol eAppender ">
<par am nanme="| nmedi at eFl ush" val ue="true"/>

<l ayout cl ass="org.apache. | og4j. PatternLayout">

<par am nane="Conver si onPattern" value="%5p % - %¥n"/>

</ | ayout >

<filter class="com unica. nanager.| ogger. User MatchFilter">

<par am nane="Stri ngToMat ch" val ue="asm admi n" />

</filter>

</ appender >

</ appender >

<!-- <l ogger name="com uni ca. manager . confi guration. Confi gurati onManager">
<l evel val ue="TRACE"/>

</ | ogger >

<l ogger nanme="com uni ca. sui te. schedul er. server. manager . TaskManager " >
<l evel val ue="DEBUG'/ >

</ | ogger >

<l ogger nane="org. hi bernate. util.JDBCExcepti onReporter">

<l evel val ue="ERROR'/>

</ | ogger >

-->

<r oot >

<l evel val ue="WARN'/>

<appender -ref ref="Systenl/>

<appender -ref ref="Console"/>

<appender-ref ref="SystemAl | Users"/>

</root >

1. To specify the user account to be logged in per-user logging, edit the 1 og4j . xni file and uncomment RollingFile
tag with name UserLogAppender. Add the userid in the filter tag. The logs for the user that is added in the filter

tag are saved in the file that is mentioned in that appender. Set below JVM parameter if not already set,
- DUNI CA_PLATFORM HOVE= <pl at f or m_hone_di rectory_pat h>

> You can add multiple tags in the | og4j . xni file to create separate log files for specific users. You
must add a new appender for each new user specific log file.

» By default, the log file is created in the Pl at f or m Hone / Pl at f or nf | ogs folder and is named as
pl at f or m | og. You can specify a different valid path and file name. You must specify the absolute or
complete path to generate the log files in the respective folders.

o If both user specific logs and logs for all users are required, add an appender tag with a new name and
without the filter tag defined. The appender must have a unique name.

> Add a corresponding entry under the root tag for this new appender.
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2. If Unica Platform is configured in a cluster deployment, copy the edited XML file to each node of the cluster.

You can use a command like the one shown in the following example.

- DPLATFORM _LOXAJ_XM__FI LE=I 0g4j _nodel. xm

The 1 og4j _node1. xm file is a copy of the I og4j . xni file. You can use any name for the copied file. Log file is

also created with this new name like log4j_node1.log automatically instead of default name platform.log.

Consider the following example where the logs are collected for the user asm adni n and for all other users.

<?xm version="1.0" encodi ng="UTF-8"?>
<Configuration packages="com uni ca. mnanager.| ogger" nonitorlnterval ="60">

<Appender s>

<! -- Consol e Log Appender ->

<Consol e nanme="CONSOLE_LOG' target="SYSTEM OQUT" i nmedi at eFl ush="true">
<PatternLayout pattern="%5p % - %Pm"/>

</ Consol e>

<!-- System Log Appender -->
<!-- The follow ng sectionis for logs for all the user-->
<Rol l'ingFile name="SYS LOG' fileNane="${sys: UNl CA PLATFORM LOG FI LE}"
filePattern="${sys: UNl CA_ PLATFORM LOG FI LE}. %{yyyy- M\ dd} - % "

i medi at eFl ush="true" append="true" >

<PatternLayout pattern="%l{DATE} - %5p - %a" />

<Pol i ci es>

<Ti meBasedTri ggeri ngPolicy interval ="1" nodul ate="true"/>
<Si zeBasedTri ggeri ngPol i cy size="10 MB" />
</ Policies>
<Def aul t Rol | over Strat egy max="10"/>

</ Rol I'i ngFi | e>

<l-- The follow ng section is for user specific logs for the user asm adm n-->

<Rol lingFile name="UserLogAppender" fil eName="${sys: UNI CA_PLATFORM HOVE}/ | ogs/ asm admi n. | og"
filePattern="${sys: UNl CA_PLATFORM HOVE}/ | ogs/ asm admi n. | og. %{ yyyy- M\ dd} "
i medi at eFl ush="true" append="true" >
<PatternLayout pattern="%l{yyyy-Mtdd HH: mm ss} [%{user}] % 5p %. % %: %m" />
<Pol i ci es>
<Si zeBasedTri ggeri ngPol i cy size="10 MB" />
</ Policies>

<Def aul t Rol | over Strategy max="10"/>



Unica Platform V12.1.8 Installation Guide | 8 - Configuring Unica Platform after deployment | 77

<User Mat chFi |l ter user="asm adm n" onMat ch="ACCEPT" onM snat ch="NEUTRAL"/ >

</ Rol | i ngFi | e>

</ Appender s>

<Logger s>

<Root | evel ="WARN' i ncl udeLocati on="true">
<Appender Ref ref="SYS_LOG'/>
<Appender Ref ref="CONSOLE_LOG'/ >
<!-- <Appender Ref ref="User LogAppender"/> -->

</ Root >

<l-- <Logger name="com uni cacorp" |evel ="INFO'> -->
<!-- <Appender Ref ref="UserLogAppender"/> -->

<I'-- </Logger> -->

<!-- <lLogger nane="comunica" |evel ="INFO'> -->
<!-- <Appender Ref ref="UserLogAppender"/> -->

<!-- </Logger> -->

</ Logger s>

</ Confi guration>

Collecting installations logs

When you install any Marketing Software product, the installation logs for that particular installation are bundled and

exported. Use the Installer utility to collect the logs for any of the Marketing Software product that are installed.

Note: When you install any Marketing Software product, the installation logs are bundled and exported to the
I nstal | er _I ogs folder in the installation directory.

The installer utility

To collect the installation logs for any of the installed Marketing Software products, complete the following steps:
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1. Update the Logs_properties. xn file with the installation directory of the products for which you want to
collect installation logs.

2. Run the installer from the command line with the following command line argument:- DUNI CA_EXPORT_L0OGS=1
- DUSER | NSTALL_DI R=<<Suite Installtion Dir>>

3. In the Zip Installation logs pane, select Yes to zip the installation logs.

4. Select the products for which the log files are to be exported.

The installation logs are bundled and saved in the | nst al | er _Logs folder in the User Installation directory.
[ Logs<<tinmestanp>> , Logs<<tinestanp>>.zip]



Chapter 9. Installing Unica Platform in a cluster

Unica Platform supports cluster deployment for IBM WebSphere Application Server, JBOSS, and Tomcat. Clustering is
not supported on WebLogic.

Process overview

The following steps are an overview of the process for setting up a Unica Platform cluster deployment.

. Set up WebSphere clusters on two or more servers.
. Create a profile for the primary node in WebSphere.
. Create WebSphere cluster nodes.

. Create a WebSphere cluster

. Add existing nodes to the cluster (optional)

. Start the nodes, web server, and cluster

. Create JDBC providers

. Install and deploy Unica products

. Configure the HTTP Server as a load balancer
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. Configure Unica Platform logs.

Prerequisites

The following are prerequisites that must be met before you perform the procedures described in this section.

» The HTTP Server and the HTTP Server plugins must be installed on the server machine on which you plan
to create the WebSphere Deployment Manager profile is being created. The HTTP Server is included with
WebSphere at no charge.

» The HTTP Server is up and running.

Creating a WebSphere profile for the primary node of a cluster

Follow these guidelines to create a WebSphere profile for the primary node of a Unica Platform cluster.
Perform the following steps in the WebSphere profile creation wizard.

See the following video for a demonstration: https:/www.youtube.com/watch?v=RREp9n2Yy_o

1. Select Cell (Deployment manager and a federated application server) as the type.
2. On the Web Server Definition Part 1 screen, do the following.

a. Select Create a Web Server definition.
b. Select HCL HTTP Server as the web server type.

c. Enter the web server name.


https://www.youtube.com/watch?v=RREp9n2Yy_o
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In a later step you create a web server in the cluster using this name.
Examples in this guide use | vPvebser ver as the web server name.
d. Enter the web server host and port.

3. On the Web Server Definition Part 2 screen, do the following.
a. Web server installation directory path
b. Web server plug-in installation directory path

Creating profiles for additional nodes
Follow these guidelines to create additional nodes for a Unica Platform cluster.

Create WebSphere nodes on multiple servers. You can create the node profiles using the Profile Management tool or

the nanagepr of i | e command.
Adding existing nodes to the cluster nodes
Optionally, you can add your existing WebSphere profiles as nodes in the cluster environment.

Follow these guidelines to add existing nodes to the cluster.

1. Start the Websphere Deployment Manager as follows.
a. Log in to the server where the WebSphere Deployment Manager is installed.
b. Navigate to the Deployment Manager profile location
Example location: / dat a/ webser ver s/ | BM WASND85/ pr of i | es/ Dngr 01/ bi n
c. Execute the st art manager script.
2. Add the WebSphere profile node to the cluster as follows.
a. Log in to server where the WebSphere profile is created.
b. Navigate to the WebSphere profile location.
Example location: / dat a/ webser ver s/ | BM WASND85/ pr of i | es/ AppSrvO01/ bin

c. Execute command: ./addNode.sh DEPLOYMENT_MANAGER_HOST
DEPLOYMENT_MANAGER_SOAP_PORT

For example: . / addNode. sh exanpl e. com 8879

You can obtain the SOAP Port can be from the Deployment Manager — AboutThisProfile.txt.
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Creating a WebSphere cluster

Use the WebSphere Deployment Manager profile to create the cluster.
For information, see the following video: https://www.youtube.com/watch?v=wK06h2kVq5w

Creating the web server in the cluster

The HTTP Server can be configured to connect with the nodes in the cluster and serve as a load balancer.

Use the WebSphere Deployment Manager profile to create the web server in the cluster.
For information, see the following video: https://www.youtube.com/watch?v=rfOFBRX7Kjc

Give your web server the name you used in the step "Creating a WebSphere profile for the primary node of a cluster."
Examples in this guide use | MPvebser ver as the web server name.

Starting the nodes, web server, and cluster
Start the nodes, HTTP Server, and cluster, in that order.

Before you start the WebSphere cluster from WebSphere console, start all of the nodes you created in previous steps,
and start the HTTP Server. The HTTP Server is included with WebSphere at no charge.

1. Start the nodes on each server by navigating to the appropriate profile under dat a/ webser ver s/ | BM
WASND85/ pr of i | es under your WebSphere installation and executing the st ar t Node script.
2. Start the HTTP Server as follows.

a. Open the HTTP Server conf file and verify that the HTTP Server listen port is 80.

The conf file is located in the conf directory under your HTTP Server installation. The typical install

location is dat a/ webservers/ | BM | HS.
Look for Li sten 80 in the file.

b. To start the server, navigate to the dat a/ webser ver s/ | BM | HS/ bi n directory under your HTTP

Server installation and execute this command: . / apachect| start.

a. Verify that the HTTP Server is started successfully by launching the URL of the server.
3. Start the cluster from WebSphere Deployment Manager as follows.

a. Navigate to Servers > Clusters > WebSphere application server cluster.
b. Select your cluster and click Start.

If the cluster does not star, do the following.


https://www.youtube.com/watch?v=wK06h2kVq5w
https://www.youtube.com/watch?v=rfOFBRX7Kjc
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= Verify that your cluster nodes are running on each server.
= Verify that the application servers are started. You can navigate to cluster members and start

each application server manually.

Creating JDBC providers in a cluster

Creating JDBC providers is slightly different in a clustered environment than in a non-clustered environment.

See the following video for information: https://www.youtube.com/watch?v=fGYgwNvSC7c

Installing Unica products in a cluster

Follow the installation guide for your Unica product to install and deploy the product, with the additional configuration

described in this procedure.

« Install your product on the primary node, following the instructions in the product Installation Guide.
« During the installation, provide the port of the cluster manager machine as the HTTP port for the application.

If you do not provide this port, you must change the value of the product's navigation URL configuration
property on the Settings > Configuration page.

- Share or mount the product installation directory from the primary machine to all node machines. For AIX/
Linux you can mount the installation drive.
« Deploy the product web application on the WebSphere cluster.

Configuring the HTTP Server as a load balancer
Follow these steps to configure the HTTP Server as a load balancer with Unica Platform.

1. In the WebSphere administrative console, navigate to Servers > Server Types > Web Servers.

2. Select the server name and click Generate Plug-in. Then select the server name and click Propogate Plug-in.
Verify that the pl ugi n- cf g. xnl file is generated. Note the path of this file.

Open the file and verify that it contains the correct URIGroups and cluster server information. If the
information is not correct, modify the file and then repeat the steps in this procedure.

3. Open the HTTP Server conf file and add the following two lines to the bottom of the file.

The conf file is located in the conf directory under your HTTP Server installation. The typical install location

is dat a/ webservers/ | BM | HS.

LoadMbdul e was_ap22_nodul e
| BM HTTP SERVER HOVE/ Pl ugi ns/ bi n/ 64bi t s/ nod_was_ap22_htt p. so

WebSpher ePl ugi nConfi g


https://www.youtube.com/watch?v=fGYgwNvSC7c
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| BM HTTP SERVER HOVE/ conf i g/ vin009113022209/ pl ugi n- cf g. xm
4. Restart the cluster.

Configure property to control the Scheduler in a clustered environment

In a clustered environment, the various instances of the IBM EMM Scheduler provided by Unica Platform all run

scheduling tasks, which can result in conflicts. To prevent the conflict, disable the Scheduler on all nodes except one.

In the WebSphere administration console, set the bi SABLE_SCHEDULER CLI ENT_ON_CURRENT_NCDE JVM parameter with the

-poption in all the nodes except one. this disables the Scheduler on the application server clustered node.
For example: - DDI SABLE_SCHEDULER CLI ENT_ON_CURRENT_NCDE=t r ue.

When you configure this JVM parameter on all nodes except one, then all the scheduled jobs are run on the

application server cluster node where this parameter is not set.

! Important: If the node where the Scheduler is enabled goes down, no scheduled tasks run.

Configuring Unica Platform logs in a cluster

You can generate logs for each node where you deploy Unica Platform. You can specify different logging levels for
each node in your cluster.

You have two options for generating Unica Platform logs for each node in the cluster:

« Sharing the location where Unica Platform is installed.

- Setting Unica Platform home in a Java parameter.

Both methods are described in this section.
Sharing the location where Unica Platform is installed
Use this procedure to share the Unica Platform installation location on all nodes of the cluster.

To share the location, you must install Unica Platform on a shared drive that is accessible from all nodes.

1. In the WebSphere administration console, add the - DPLATFORM LOG4J_PROPERTI ES_FI LE Java parameter in each
node.

For example: - DPLATFORM LOX4J_PROPERTI ES_FI LE=I og4j _nodel. properties

where 1 og4j _nodel. properties is a copy of the | og4j . properti es file.

Note: If XML logging is configured, then in the WebSphere administration console, add the

- DPLATFORM LOGAJ_XM__FI LE Java parameter in each node.
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pg For example: - DPLATFORM LOG4J_XM__FI LE=| og4j _nodel. xmi Where | 0g4j _nodel. xm is a copy of the
| og4j . xm file.

2. Use the following command to set the log file name in each node. Ensure that the log file names are different

so that it is easy to identify the file that is generated from each node.
In the WebSphere administration console, add - Dl og4;j . appender . Syst em Fi | e=Log_Fi | e_Nane

For example: - Dl 0g4j . appender . Syst em Fi | e=pl at f or m_nodel. | og.
Note: This property can be used in case of XML logging or properties file logging.

3. Restart the cluster.

All the log files are created in the Pl at f or 1 | ogs directory under your Unica Platform installation.

Setting Unica Platform home in a Java parameter

Use this procedure to set the Unica Platform home directory in a Java parameter that points to the location where the

logs are generated.

1. Use the following command to specify the Java parameter in the WebSphere administration console.
- DUNI CA_PLATFORM HOVE=pat h_where_| og_fil es_are_pl aced

For example: UNI CA_PLATFORM HOME=/ opt / Pl at f orm

2. Create the following directories at the location you specified above: conf and | ogs
3. Provide the write permission to the | ogs directory.
4. Copy the | 0g4j . properti es fileto the conf directory.

The log4j.properties is located in the conf directory under the Unica Platform installation directory.

5. Replicate the Unica Platform installation directory structure on all nodes of the cluster, as follows.
a. Create a same directory structure on each node as far as the PLATFORM _HOVE/ Pl at f or i conf
directory.
b. Create the | ogs directory in the PLATFORM HOVE/ Pl at f or mdirectory and provide write permission
to the | ogs directory.
c. Copy the |l og4j . properti es file in the conf directory.
6. Restart the cluster.

Deployment of Unica Platform on JBOSS cluster

To install Unica Campaign on Jboss cluster, see the Campaign Install Guide.
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Preparing the data sources

You must add or create JNDI in the same JBOSS domain which you are planning to use in a cluster. Complete the
following step to create JNDI.

1. Add required database modules in JBOSS. For example, oracle database
jboss-cli.bat --connect --controller=JBOSS_DOVAI N MASTER: MASTER PORT - -
commands="nodul e add --nanme= oracle.jdbc --
resour ces=<Dat abase_Dri ver _Pat h\ oj dbc8.jar> --

dependenci es=j avax. api , j avax. transacti on. api "

JNDIs can be added by modifying domain.xml of both master and slave.
Deployment steps

In addition to the instructions in the deployment chapter "Deploying Unica Campaign on JBoss Application Server" in
the Campaign Installation Guide, complete the following steps.

1. Launch JBOSS management console.

2. Navigate to Deployments tab. Select the ServerGroup.

3. Under Depolyments section, click Add. A pop-up window appears.

4. Browse the WAR/EAR application and complete the deployment process.

Installing Unica Platform in a Tomcat cluster
Unica Platform supports an IBM WebSphere Application Server cluster deployment.
Tomcat cluster with Nginx (Load Balancer)

Nginx (pronounced "engine X") is an HTTP and reverse proxy server. It is well known for its high performance and
stability. It is pretty feature-rich and very simple to configure. Nginx hosts nearly 12.18 percent (22.2M) of active sites
across all domains. Nginx uses event-driven architecture to handle requests. When compared to a thread-per-request

model, event-driven is highly scalable with a low and predictable memory footprint.
Prerequisites

The following are the prerequisites.

» Tomcat server (server1, server2,sever3,..,, etc.)
» Tomcat 1: Unica Platform and Campaign (web and listener)
» Tomcat 2: Unica Platform

» Tomcat 3: Unica Platform
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* Nginx load balancer (server4)

- Client browser to access Unica application
Architecture
Perform the following steps.

. Tomcat Installation - server1: Download and install Tomcat server and listener on 8080.
. Tomcat Installation - server2: Download and install Tomcat server and listener on 8081.
. Tomcat Installation - server3: Download and install Tomcat server and listener on 8082.
. Tomcat server1:8080: Install and deploy both Unica Platform and Campaign and make it work with 8080 port.

. Tomcat server2:8081: Install and deploy Unica Platform only and make it work with 8081 port.
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. Tomcat server3:8082: Install and deploy Unica Platform only and make it work with 8082 port.

Install Nginx

As an example, perform the following steps to download and install Nginx for Linux.

¢ wget http://nginx.org/ downl oad/ ngi nx-1.2.6.tar.gz

etar -xzf nginx-1.2.6.tar.gz

* cd ngi nx-1. 2.6/

e ./configure --prefix=/opt/Tontat/ngi nx (example: ./configure --prefix=/opt/Tontat/ngi nx --w thout-
http_gzi p_nodul e --wi th-http_stub_status_nodul e )

* Make

* Make install
Configure Nginx

Perform the following steps to configure Nginx.

1. Update <NG NX_HOVE>/ conf/ ngi nx. conf.

2. To start and stop nginx, execute the following commands.
° <NG@ NX_HOME>/ sbi n/ ngi n
° <NG@ NX_HOVE>/ shi n/ ngi nx -s stop

3. Nginx Logs directory: <NG NX_HOVE>/ | ogs/

Verify Nginx

In this example, nginx is listening on 80 port, hence my URL is http://rhel7:80


https://apc01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fnginx.org%2Fdownload%2Fnginx-1.2.6.tar.gz&data=04%7C01%7Csushant.ramane%40hcl.com%7Cda7bedae2127457164bf08d8b91e1682%7C189de737c93a4f5a8b686f4ca9941912%7C0%7C0%7C637462886164833716%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=z%2FtjfQIFhC2mYjpxVcQgMnstMhkecLjzHn5Ii079%2BU4%3D&reserved=0
http://rhel7:80
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Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at pgjnx.com.

Thank you for using nginx.

With the above screen, you can verify that nginx is running without any issues.

Nginx load balancer algorithms

« Round-robin: Requests to the application servers are distributed in a round-robin fashion. The following is the
sample configuration (<NG NX_HOVE>/ conf/ ngi nx. conf ) with round robin fashion.

« Ip_hash: With ip-hash, the client’s IP address is used as a hashing key to determine the server to be selected in
a server group for the client’s requests.
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This method ensures that the requests from the same client are always directed to the same server except

when this server is unavailable.

The following is the sample configuration (<NG NX_HOVE>/ conf / ngi nx. conf ) with round robin fashion.

« Least_conn: With the least-connected load balancing, nginx tries not to overload a busy application server with
excessive requests, distributing the new requests to a less busy server instead.
« Weight Distribution (weigth n): With this configuration, every five new requests are distributed across the
application instances as the following:
o Three requests are directed to srv1.
> One request goes to srv2.
> Another one goes to srv3.

For example:

Upstream tomcatcluster

Server server1:8080 weight 3;
Server server2:8081;

Server server4:8082;
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- Max Fails configuration: Max fails refers to the maximum number of failed attempts to connect to a server
must occur before it is considered inactive. Fall_timeout specifies the length of that the server is considered
inoperative. Once the time expires, new attempts to reach the server will start up again. The default timeout
value is 10 seconds.

» For example:
Upstream tomcatcluster

{

Server server1: 8080 max_fails=3 fail _timeout=15s;
Server server?2:8081;

Server server4: 8082;

Configure Unica with Nginx

Change the Platform navigation URL with Nginx server host and actual context.

Settings for 'Navigation’
{(Affinium|Managerinavigation)

TCP port for standard connections 7001

TCP port for secure connections 7001

| Unica Platform URL http://rhel7/unica I

Edit settings
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C | @ rhel7/unica/jsp/frameworklogin.jsp §

& AEMSignin @ Technical Resources &% CQ Admin Lessons... & Adobe Campaign H...

unica

Login to your account

Reference URL

» Tomcat : https://tomcat.apache.org/download-90.cgi

» Nginx: http://nginx.org/


https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftomcat.apache.org%2Fdownload-90.cgi&data=04%7C01%7Csushant.ramane%40hcl.com%7Cda7bedae2127457164bf08d8b91e1682%7C189de737c93a4f5a8b686f4ca9941912%7C0%7C0%7C637462886164843711%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=k4fXdePKF8ALyNACC%2BkocTo2yJJIVFUspanxNzHPUGs%3D&reserved=0
https://apc01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fnginx.org%2F&data=04%7C01%7Csushant.ramane%40hcl.com%7Cda7bedae2127457164bf08d8b91e1682%7C189de737c93a4f5a8b686f4ca9941912%7C0%7C0%7C637462886164843711%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=kiB%2F5021wiV0BzufsT4wm2JM9GConY%2FBdTeUg7UVhyA%3D&reserved=0

Chapter 10. Unica Platform utilities

This section provides an overview of the Unica Platform utilities, including some details that apply to all the utilities

and which are not included in the individual utility descriptions.

Location of utilities

Unica Platform utilities are located in the t ool s/ bi n directory under your Unica Platform installation.

List and descriptions of utilities

The Unica Platform provides the following utilities.

« Clientdetails (on page 98) - generates a key for a client application like Unica Journey to authenticate with
one Unica Platform instance.

« alertConfigTool (on page 94) - registers alerts and configurations for Unica products

« configTool (on page 94) - imports, exports, and deletes configuration settings, including product
registrations

« datafilteringScriptTool (on page 99) - creates data filters

- encryptPasswords (on page 100) - encrypts and stores passwords

« encryptTomcatDBPasswords (on page 102) - encrypt the database passwords that the Tomcat Application
server uses internally

« partitionTool (on page 102) - creates database entries for partitions

« populateDb (on page 105) - populates the Unica Platform database

« quartzjobtool (on page 109) - Update scheduler jobs created in version 11.1 and older versions

« restoreAccess (on page 106) - restores a user with the platformAdminRole role

- scheduler_console_client (on page 107) - lists or starts Unica Scheduler jobs that are configured to listen for
a trigger.

« insightsdbutil - Installer places report design files which possesses database connection tokens. You must
update them for your system database. You must run i nsi ght sdbuti | . sh/ bat utility to update the same. See

the Unica Insights Installation and Configuration Guide for more details.

Prerequisites for running Unica Platform utilities

The following are prerequisites for running all Unica Platform utilities.

* Run all utilities from the directory where they are located (by default, the t ool s/ bi n directory under your Unica
Platform installation).

< On UNIX™, the best practice is to run the utilities with the same user account that runs the application server
on which Unica Platform is deployed. If you run a utility with a different user account, adjust the permissions
on the pl at f orm | og file to allow that user account to write to it. If you do not adjust permissions, the utility is
not able to write to the log file and you might see some error messages, although the tool should still function

correctly.
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Authentication of utilities

Utilities such as confi gTool and other Unica back end utilities are designed to be used by system administrators and
require physical access to the host servers for them to be invoked. For this reason, authentication for these utilities
has been designed to be independent of the Ul authentication mechanism. Access to these utilities is available to
users with Unica Platform administrator privileges. Access to these utilities is expected to be locally defined in Unica

Platform and authenticated against the same.

Troubleshooting connection issues

All of the Unica Platform utilities except encrypt Passwor ds interact with the Unica Platform system tables. To connect
to the system table database, these utilities use the following connection information, which is set by the installer
using information provided when the Unica Platform was installed. This information is stored in the j dbc. properties
file, located in the t ool s/ bi n directory under your Unica Platform installation.

« JDBC driver name

« JDBC connection URL (which includes the host, port, and database name)
- Data source login

« Data source password (encrypted)

In addition, these utilities rely on the Java_Hove environment variable, set either in the set env script located in the
tool s/ bi n directory of your Unica Platform installation, or on the command line. The Unica Platform installer should
have set this variable automatically in the set env script, but it is a good practice to verify that the JavA_Hove variable
is set if you have a problem running a utility. The JDK must be the Sun version (not, for example, the JRockit JDK

available with WebLogic).

Special characters

Characters that are designated as reserved characters in the operating system must be escaped. Consult your
operating system documentation for a list of reserved characters and how to escape them.

Standard options in Unica Platform utilities
The following options are available in all Unica Platform utilities.
-1 logLevel

Set the level of log information displayed in the console. Options are hi gh, nedi um and | ow. The default is 1 ow.

Set the locale for console messages. The default locale is en_US. The available option values are determined by the
languages into which the Unica Platform has been translated. Specify the locale using the ICU locale ID according to
ISO 639-1 and ISO 3166.
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Display a brief usage message in the console.

Display the manual page for this utility in the console.

Display more execution details in the console.

Setting up Unica Platform utilities on additional machines

On the machine where the Unica Platform is installed, you can run the Unica Platform utilities without any additional
configuration. However, you might want to run the utilities from another machine on the network. This procedure

describes the steps required to do this.

Ensure that the machine on which you perform this procedure meets the following prerequisites.

 The correct JDBC driver must exist on the machine or be accessible from it.
« The machine must have network access to the Unica Platform system tables.

» The Java™ runtime environment must be installed on the machine or be accessible from it.

1. Gather the following information about the Unica Platform system tables.
o The fully qualified path for the JDBC driver file or files on your system.

> The fully qualified path to an installation of the Java™ runtime environment.

The default value in the installer is the path to the supported version of the JRE that the installer

places under your Unica installation directory. You can accept this default or specify a different path.

> Database type

o Database host

> Database port

o Database name/system ID
> Database user name

> Database password

2. Run the Unica installer and install the Unica Platform.

Enter the database connection information that you gathered for the Unica Platform system tables. If you are

not familiar with the Unica installer, see the Unica Campaign or Unica Plan installation guide.

You do not have to deploy the Unica Platform web application if you are installing the utilities only.

Utilities

This section describes the Unica Platform utilities, with functional details, syntax, and examples.
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alertConfigTool

Notification types are specific to the various Unica products. Use the al ert Conf i gTool Uutility to register the notification

types when the installer has not done this automatically during installation or upgrade.

Syntax

al ert ConfigTool -i -f inmportFile

Commands
-i -f inportFile
Import alert and notification types from a specified XML file.

Example

- Import alert and notification types from a file named Pi at f or m al erts_confi gurati on. xn located in the t ool s

\ bi n directory under the Unica Platform installation.

al ertConfigTool -i -f Platformalerts_configuration.xnl

configTool

The properties and values on the Configuration page are stored in the Unica Platform system tables. You can use the

confi gTool utility to import and export configuration settings to and from the system tables.

When to use configTool

You might want to use confi gTool for the following reasons.

« To import partition and data source templates that are supplied with Unica Campaign, which you can then
modify and duplicate by using the Configuration page.

« To register (import configuration properties for) Unica products, if the product installer is unable to add the
properties to the database automatically.

« To export an XML version of configuration settings for backup or to import into a different installation of
Unica.

« To delete categories that do not have the Delete Category link. You do this by using confi gTool to export your
configuration, then manually deleting the XML that creates the category and by using confi gTool to import the
edited XML.

Important: This utility modifies the usm confi gurati on and usm confi gurati on_val ues tables in the Unica
Platform system table database, which contains the configuration properties and their values. For best
results, either create backup copies of these tables, or export your existing configurations by using conf i gTool
and back up the resulting file so you have a way to restore your configuration if you make an error when you

use configTool to import.
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Syntax
configTool -d -p "elenentPath" [-o]
configTool -i -p "parent ElementPath" -f inmportFile [-0]

configTool -x -p "elementPath" -f exportFile
configTool -vp -p "elenmentPath" -f inportFile [-d]

configTool -r productName -f registrationFile [-0] configTool -u productNane

Commands
-d -p "elenentPath" [o0]
Delete configuration properties and their settings, specifying a path in the configuration property hierarchy.

The element path must use the internal names of categories and properties. You can obtain them by going to
the Configuration page, selecting the wanted category or property, and looking at the path that is displayed in
parentheses in the right pane. Delimit a path in the configuration property hierarchy by using the | character, and

surround the path with double quotation marks.

Note the following.

« Only categories and properties within an application can be deleted by using this command, not whole
applications. Use the - u command to unregister a whole application.
« To delete categories that do not have the Delete Category link on the Configuration page, use the - o option.

When you use - d with the - vp command, the configTool deletes any child nodes in the path you specify if those nodes

are not included in the XML file you specify.
-i -p "parentEl enentPath" -f inportFile [0]
Import configuration properties and their settings from a specified XML file.

To import, you specify a path to the parent element under which you want to import your categories. The confi gTool

utility imports properties under the category you specify in the path.

You can add categories at any level below the top level, but you cannot add a category at same level as the top

category.

The parent element path must use the internal names of categories and properties. You can obtain them by going
to the Configuration page, selecting the required category or property, and looking at the path that is displayed in
parentheses in the right pane. Delimit a path in the configuration property hierarchy by using the | character and

surround the path with double quotation marks.
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You can specify an import file location relative to the t ool s/ bi n directory or you can specify a full directory path. If you

specify a relative path or no path, confi gTool first looks for the file relative to the t ool s/ bi n directory.

By default, this command does not overwrite an existing category, but you can use the - o option to force an overwrite.
-x -p "elementPath" -f exportFile

Export configuration properties and their settings to an XML file with a specified name.

You can export all configuration properties or limit the export to a specific category by specifying a path in the
configuration property hierarchy.

The element path must use the internal names of categories and properties, which you can obtain by going to
the Configuration page, selecting the wanted category or property, and looking at the path that is displayed in
parentheses in the right pane. Delimit a path in the configuration property hierarchy by using the | character and

surround the path with double quotation marks.

You can specify an export file location relative to the current directory or you can specify a full directory path. If the
file specification does not contain a separator (/ on UNIX™, / or \ on Windows™), confi gTool writes the file to the

tool s/ bi n directory under your Unica Platform installation. If you do not provide the xm extension, confi gTool adds it.
-vp -p "elenentPath" -f inportFile [-d]

This command is used mainly in manual upgrades, to import configuration properties. If you applied a fix pack that
contains a new configuration property, and you then upgrade, importing a configuration file as part of a manual
upgrade process can override values that were set when the fix pack was applied. The -vp command ensures that the

import does not override previously set configuration values.

! Important: After you use the confi gTool utility with the -vp option, you must restart the web application server

on which Unica Platform is deployed so the changes are applied.

When you use - d with the - vp command, the configTool deletes any child nodes in the path you specify if those nodes
are not included in the XML file you specify.

-r productNane -f registrationFile

Register the application. The registration file location can be relative to the t ool s/ bi n directory or can be a full path.
By default, this command does not overwrite an existing configuration, but you can use the - o option to force an

overwrite. The product Nane parameter must be one of those names that are listed above.

Note the following.

» When you use the -r command, the registration file must have <appl i cati on> as the first tag in the XML.

Other files can be provided with your product that you can use to insert configuration properties into the Unica
Platform database. For these files, use the -i command. Only the file that has the <appl i cati on> tag as the first
tag can be used with the -r command.
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« The registration file for the Unica Platform is named Manager _confi g. xni , and the first tag is <sui t e>. To register

this file on a new installation, use the popul at eDb utility, or rerun the Unica Platform installer as described in the

Unica Platform Installation Guide.

« After the initial installation, to re-register products other than the Unica Platform, use confi gTool with the -r

command and - o to overwrite the existing properties.

The confi gTool utility uses product names as parameters with the commands that register and unregister products.

With the 8.5.0 release of Unica, many product names changed. However, the names that are recognized by conf i gTool

did not change. The valid product names for use with confi gTool are listed below, along with the current names of the

products.

Table 16. Product names for configTool registration and unregistration

Name used
Product name . .
in configTool

Unica Platform Manager

Unica Campaign Canpai gn

Unica Collaborate Col | abor at e

Unica Deliver Del i ver

Unica Journey Jour ney

Unica Insights

Uni cal nsi ght s

Unica Content Integration

asset Pi cker

tion

Unica Offer Ofer
Unica Interact i nteract
Unica Optimize Optini ze
Unica Plan Pl an
Opportunity Detect Det ect
IBM SPSS Modeler Advantage Enterprise Marketing Management Edi- SPSS

Digital Analytics

-u product Nane

Corenetrics

Unregister an application that is specified by product Nare. You do not have to include a path to the product category;

the product name is sufficient, and it is required. The process removes all properties and configuration settings for

the product.
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Options

When used with -i or -r, it overwrites an existing category or product registration (node).

When used with - d, you can delete a category (node) that does not have the Delete Category link on the Configuration
page.

Examples

- Import configuration settings from a file named Product _confi g. xm in the conf directory under the Unica
Platform installation.
configTool -i -p "Affinium -f Product_config.xmn

« Import one of the supplied Unica Campaign data source templates into the default Unica Campaign partition,
partition1. The example assumes that you placed the Oracle data source template, o acl eTenpl ate. xni , in the
tool s/ bi n directory under the Unica Platform installation.

configTool -i -p "AffiniunCanpaign|partitions|partitionl|dataSources" -f Oracl eTenpl ate.xn

« Export all configuration settings to a file named nmyConf i g. xni inthe D: \ backups directory.

configTool -x -f D:\backups\myConfig.xm

« Export an existing Unica Campaign partition (complete with data source entries), save it to a file named
partitionTenpl ate. xnl, and store it in the default t ool s/ bi n directory under the Unica Platform installation.
configTool -x -p "Affiniun Canpaign|partitions|partitionl" -f partitionTenplate.xmn

- Manually register an application named productName, by using a file named app_confi g. xm in the default
t ool s/ bi n directory under the Unica Platform installation, and force it to overwrite an existing registration of
this application.

configTool -r product Name -f app_config.xm -o

« Unregister an application named productName.

configTool -u product Name

« Run the following command to enable encodeCSV feature:

configTool -vp -p "AffiniunPlan|unoConfiguration” -f Plan_Honme\ conf\Pl an_encodeProperty_11. 1. xn

« Register Unica Interact Settings as configuration menu under Af f i ni umAébApps\ Canpai gn\i nt er act

\conf\interact_setup_navi gation.xm using

configTool .bat -v -i -p "Affiniunsuite|uiNavigation|settingsMenu" -f "interact_setup_navigation.xm"

Clientdetails
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This utility generates keys for client application, like Unica Journey to authenticate with one Platform instance.

It registers the key in Platform database and prints it on the console. The key can then be copied and pasted on the

target application.
Syntax

clientDetails -a appNanme
Commands

-a appName

Generate the key for the specified application. Possible values for appName is Manager (for Unica Platform) and

Journey (for Unica Journey)
Examples

Generate the key for Unica Journey
clientDetails -a Journey

datafilteringScriptTool

The dat afi I teringScri pt Tool utility reads an XML file to populate the data filtering tables in the Unica Platform system

table database.

Depending on how you write the XML, you can use this utility in two ways.

« Using one set of XML elements, you can auto-generate data filters based on unique combinations of field
values (one data filter for each unique combination).

« Using a slightly different set of XML elements, you can specify each data filter that the utility creates.
See Unica Platform the Administrator's Guide for information about creating the XML.
When to use datafilteringScriptTool
You must use dat afi | teringScri pt Tool When you create new data filters.
Prerequisites
The Unica Platform must be deployed and running.

Using datafilteringScriptTool with SSL

When the Unica Platform is deployed using one-way SSL you must modify the datafilteringScriptTool script to add the

SSL options that perform handshaking. To modify the script, you must have the following information.
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« Truststore file name and path

« Truststore password

In a text editor, open the datafilteringScriptTool script (. bat or . sh) and find the lines that look like this (examples are
Windows™ version).

:cal | exec
" 9%JAVA_HOVE% bi n\j ava" - DUNI CA_PLATFORM_HOME=" %UNI CA_PLATFORM_HOVE%
com uni ca. managenent . client.datafiltering.tool.DataFilteringScriptTool %

Edit these lines to look like this (new text is in bold). Substitute your truststore path and file name and truststore

password for nyTrust St ore. j ks and nyPasswor d.

:cal | exec

SET SSL_OPTI ONS=- Oj avax. net . ssl . keySt or eType="JKS"

-D avax. net.ssl.trustStore="C: \security\nmyTrustStore.jks"

- D avax. net . ssl . trust St or ePasswor d=nyPasswor d

"% AVA_HOVE% bi n\j ava" - DUNI CA_PLATFORM HOVE="9%JNI CA_PLATFORM HOVE% %8SL_OPTI ONS%
com uni ca. managenent. client.datafiltering.tool.DataFilteringScriptTool %
Syntax

datafilteringScriptTool -r pathfile

Commands

-r path_file

Import data filter specifications from a specified XML file. If the file is not located in the t ool s/ bi n directory under your

installation, provide a path and enclose the path_file parameter in double quotation marks.
Example

 Use a file named col I abor at eDat aFi | ter s. xni , located in the ¢\ uni ca\ xm directory, to populate the data filter
system tables.

datafilteringScriptTool -r "C \unica\xnm\collaborateDataFilters.xm"
encryptPasswords
The encrypt Passwor ds utility is used to encrypt and store either of two passwords that Unica Platform uses internally.

The two passwords that the utility can encrypt are as follows.
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- The password that the Unica Platform uses to access its system tables. The utility replaces an existing
encrypted password (stored in the j dbc. properti es file, located in the t ool s\ bi n directory under your Unica
Platform installation) with a new one.

« The keystore password used by the Unica Platform when it is configured to use SSL with a certificate other
than the default one supplied with the Unica Platform or the web application server. The certificate can be

either a self-signed certificate or a certificate from a certificate authority.

When to use encryptPasswords

Use encrypt Passwor ds as for the following reasons.

» When you change the password of the account used to access your Unica Platform system table database.

- When you have created a self-signed certificate or have obtained one from a certificate authority.
Prerequisites

« Before running encrypt Passwor ds to encrypt and store a new database password, make a backup copy of the
j dbc. properti es file, located in the t ool s/ bi n directory under your Unica Platform installation.

- Before running encrypt Passwor ds to encrypt and store the keystore password, you must have created or
obtained a digital certificate and know the keystore password.

Syntax

encrypt Passwords -d dat abasePassword
encrypt Passwords -k keystorePassword
Commands

-d dat abasePasswor d

Encrypt the database password.

-k keyst orePassword

Encrypt the keystore password and store it in a file named pfil e.
Examples

« When the Unica Platform was installed, the login for the system table database account was set to nyLogi n.
Now, some time after installation, you have changed the password for this account to newPasswor d. Run

encrypt Passwor ds as follows to encrypt and store the database password.

encrypt Passwords -d newPassword
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- You are configuring an Unica application to use SSL and have created or obtained a digital certificate. Run

encrypt Passwor ds as follows to encrypt and store the keystore password.

encrypt Passwords -k myPassword

encryptTomcatDBPasswords

The encrypt Toncat DBPasswor ds Utility is used to encrypt the database passwords that the Tomcat Application server
uses internally. It is used to encrypt database passwords used in Campaign.xml and unica.xml. This utility can

encrypt the Unica application database password. The utility prints the encrypted password in the command line.

When to use encryptTomcatDBPasswords

Use encr ypt Toncat DBPasswor ds Utility when you want to use encrypted password under Tomcat configurations.
It can be used when the Campaign or Unica System DB password has expired or changed. You can use this
utility and encrypt the password and this will be get replaced in Campaign.xml, unica.xml and plan.xml located at

<i nst anceHone>\ conf\ Cat al i na\ | ocal host.

Syntax

encrypt Tontat DBPasswor ds -d dat abasePasswor d

Commands
-d dat abasePassword

Encrypt the database password.

Note:

This utility is available only when the user selects Tomcat as the application server while installing Unica
Platform.

This utility can be used only in case when the user wants use encrypted passwords instead of plain text
passwords, under Tomcat configurations.

For more details, see the Tomcat documentation.

partitionTool

Partitions are associated with Unica Campaign policies and roles. These policies and roles and their partition
associations are stored in the Unica Platform system tables. The partitionTool utility seeds the Unica Platform

system tables with basic policy and role information for partitions.
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When to use partitionTool

For each partition you create, you must use partitionTool 1o seed the Unica Platform system tables with basic policy
and role information.

See the installation guide appropriate for your version of Unica Campaign for detailed instructions on setting up

multiple partitions in Unica Campaign.

Special characters and spaces

Any partition description or user, group, or partition name that contains spaces must be enclosed in double quotation

marks.

Syntax

partitionTool -c -s sourcePartition -n newPartitionName [-u admi n_user_nane] [-d partitionDescription] [-g
groupNane] [-a application]

Commands

The following commands are available in the partitionTool utility.

Replicates (clones) the policies and roles for an existing partition specified using the - s option, and uses the name
specified using the - n option. Both of these options are required with c. This command does the following.

« Creates a new Unica user with the Admin role in both the Administrative Roles policy and the global policy in
Unica Campaign. The partition name you specify is automatically set as this user's password.

« Creates a new Unica Platform group and makes the new Admin user a member of that group.

« Creates a new partition object.

* Replicates all the policies associated with the source partition and associates them with the new partition.

« For each replicated policy, replicates all roles associated with the policy.

« For each replicated role, maps all functions in the same way that they were mapped in the source role.

« Assigns the new Unica Platform group to the last system-defined Admin role created during role replication. If

you are cloning the default partition, partition1, this role is the default Administrative Role (Admin).
Options
-d partitionDescription

Optional, used with - ¢ only. Specifies a description that appears in the output from the -1i st command. Must be 256

characters or less. Enclose in double quotation marks if the description contains spaces.

-a application
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Optional, used with - ¢, - n, - g, and - u only . Clones data from the source partition for the specified application only

partition. The application must be Unica Suite application.
-g groupNane

Optional, used with - ¢ only. Specifies the name of the Unica Platform Admin group that the utility creates. The name

must be unique within this instance of Unica Platform

If not defined, the name defaults to partiti on_nameAdni nG oup.

-n partitionName

Optional with - 1i st, required with - c. Must be 32 characters or less.
When used with - 1i st, specifies the partition whose information is listed.

When used with - ¢, specifies the name of the new partition, and the partition name you specify is used as the
password for the Admin user. The partition name must match the name you gave the partition in when you configured

it (using the partition template on the Configuration page).

-s sourcePartition

Required, used with - ¢ only. The name of the source partition to be replicated.
-u admi nUser Nane

Optional, used with - ¢ only. Specifies the user name of the Admin user for the replicated partition. The name must be
unique within this instance of Unica Platform.

If not defined, the name defaults to partiti onNaneAdni nUser .

The partition name is automatically set as this user's password.
Examples

« Create a partition with the following characteristics.
> Cloned from partition1
o Partition name is nyPartition
o Uses the default user name (nyParti ti onAdni nuser ) and password (myParti tion)
o Uses the default group name (nyParti ti onAdni nG oup)
> Description is "ClonedFromPartition1"
°partitionTool -c¢ -s partitionl -n nyPartition -d "d onedFronPartitionl”
« Create a partition with the following characteristics.
o Cloned from partition1
o Partition name is partition2
- Specifies user name of cust oner A with the automatically assigned password of parti ti on2
> Specifies group name of cust omer AG oup
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> Description is "PartitionForCustomerAGroup"
°partitionTool -c -s partitionl -n partition2 -u custonerA -g custoner AG oup -d
"PartitionForCustomer AG oup”
« Update a partition with the following characteristics.
> Cloned from partition1
o Partition name is partition2
> Specifly admin user name and admin user group of partition2

°opartitionTool -c -s partitionl -n partition2 -u partition2Adm nUser -a Journey
Note: While using - a option ensure to specify the group name, if the group name was specified explicitly when
partition was created by utility.

partitionTool -c -s partitionl -n partition2 -u partition2Adm nUser -g [partition2 group nane] -a

Jour ney

populateDb

The popul at enb utility inserts default (seed) data in the Unica Platform system tables.

The Unica installer can populate the Unica Platform system tables with default data for Unica Platform and for Unica
Campaign. However, if your company policy does not permit the installer to change the database, or if the installer is
unable to connect with the Unica Platform system tables, you must insert default data in the Unica Platform system
tables using this utility.

For Unica Campaign, this data includes security roles and permissions for the default partition. For Unica Platform,
this data includes default users and groups, and security roles and permissions for the default partition.

Syntax
popul at eDb -n product Nane

Commands
-n product Nane

Insert default data into the Unica Platform system tables. Valid product names are manager (for Unica Platform) and

canpai gn (for Unica Campaign).
Examples

« Insert Unica Platform default data manually.

popul at eDb -n Manager
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- Insert Unica Campaign default data manually.
popul at eDb -n Canpai gn

restoreAccess

The rest oreAccess utility allows you to restore access to Unica Platform if all users with PlatformAdminRole privileges
have been inadvertently locked out or if all ability to log in to the Unica Platform has been lost.

When to use restoreAccess
You might want to use rest or eAccess under the two circumstances described in this section.
PlatformAdminRole users disabled

It is possible that all users with PlatformAdminRole privileges in Unica Platform might become disabled in the
system. Here is an example of how the platform_admin user account might become disabled. Suppose you have only
one user with PlatformAdminRole privileges (the platform_admin user). Assume the Maxi num fail ed 1 ogin attenpts

al l oned property property in the General | Password settings category on the Configuration page is set to 3. Then
suppose someone who is attempting to log in as platform_admin enters an incorrect password three times in a row.
These failed login attempts cause the platform_admin account to become disabled in the system.

In that case, you can use rest or eAccess to add a user with PlatformAdminRole privileges to the Unica Platform system
tables without accessing the web interface.

When you run rest or eAccess in this way, the utility creates a user with the login name and password you specify, and
with PlatformAdminRole privileges.

If the user login name you specify exists in Unica Platform as an internal user, that user's password is changed.

Only a user with the login name of PlatformAdmin and with PlatformAdminRole privileges can universally administer
all dashboards. So if the platform_admin user is disabled and you create a user with r est or eAccess, you should create

a user with a login of platform_admin.
Improper configuration of NTLMv2 authentication

If you implement NTLMv2 authentication with improper configuration and can no longer log in, use rest or eAccess to

restore the ability to log in.

When you run rest or eAccess in this way, the utility changes the value of the Pl atform | Security | Login nethod
property to uni ca Pl at f orm This change allows you to log in with any user account that existed before you were
locked out. You can optionally specify a new login name and password as well. You must restart the web application

server on which Unica Platform is deployed if you use the rest or eAccess utility in this way.

Password considerations

Note the following about passwords when you use rest or eAccess.
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« The rest oreAccess utility does not support blank passwords, and does not enforce password rules.

« If you specify a user name that is in use, the utility resets the password for that user.

Syntax
restoreAccess -u | ogi nNane -p password

restoreAccess -r

Commands

When used without the - u | ogi nNare option, reset the value of the Platform | Security | Login nethod property to
Uni ca Pl at f orm Requires restart of the web application server to take effect.

When used with the - u | ogi nNane option, create a PlatformAdminRole user.

Options

-u | ogi nNnane

Create a user with PlatformAdminRole privileges with the specified login name. Must be used with the - p option.
-p password

Specify the password for the user being created. Required with - u.
Examples

« Create a user with PlatformAdminRole privileges. The login name is t enpuser and the password is

t enpPasswor d.
restoreAccess -u tenpUser -p tenpPassword

« Change the value of the login method to P at f or mand create a user with PlatformAdminRole privileges. The

login name is t enpuser and the password is t enpPasswor d.
restoreAccess -r -u tenpUser -p tenpPassword

scheduler_console_client

Jobs configured in the Unica Scheduler can be listed and kicked off by this utility if they are set up to listen for a
trigger.
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What to do if SSL is enabled

When the Unica Platform web application is configured to use SSL, the JVM used by the schedul er _consol e_cl i ent
utility must use the same SSL certificate that is used by the web application server on which the Unica Platform is

deployed.

Take the following steps to import the SSL certificate

« Determine the location of the JRE used by the schedul er _consol e_cl i ent .
o If JAVvA_HOME is set as a system environment variable, the JRE it points to is the one used by the
schedul er _consol e_cl i ent utility.
o If JAvA_HOME is not set as a system environment variable, the schedul er _consol e_cl i ent utility uses the
JRE set either in the set env script located in the t ool s/ bi n directory of your Unica Platform installation
or on the command line.
« Import the SSL certificate used by the web application server on which the Unica Platform is deployed to the

JRE used by schedul er _consol e_cl i ent.

The Sun JDK includes a program called keyt ool that you can use to import the certificate. Consult the Java™
documentation for complete details on using this program or access the help by entering - hel p when you run

the program.

Note: In case of upgrades, JRE shipped with Unica is overwritten so ensure that you reimport
certificates in the JRE if you are using the same JRE.

» Open the t ool s/ bi n/ schedul er consol ecl i ent file in a text editor and add the following properties. These differ
depending on the web application server on which Unica Platform is deployed.

> For WebSphere®, add these properties to the file.
-Djavax.net.ssl.keyStoreType=JKS
-Djavax.net.ssl.keyStore="Path to your key store JKS file"
-Djavax.net.ssl.keyStorePassword="Your key store password"
-Djavax.net.ssl.trustStore="Path to your trust store JKS file"
-Djavax.net.ssl.trustStorePassword="Your trust store password"

-DisUselBMSSLSocketFactory=false

> For WebLogic, add these properties to the file.
-Djavax.net.ssl.keyStoreType="JKS"
-Djavax.net.ssl.trustStore="Path to your trust store JKS file"

-Djavax.net.ssl.trustStorePassword="Your trust store password"
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If the certificates do not match, the Unica Platform log file contains an error such as the following.

Caused by: sun.security.provider.certpath. SunCert Pat hBui | der Exception: unable to find valid certification path

to requested target

Prerequisites

The Unica Platform must be installed, deployed, and running.
Syntax

schedul er _consol e_client -v -t trigger_name user_nane

schedul er _consol e_client -s -t trigger_nanme user_nane

Commands

List the scheduler jobs configured to listen for the specified trigger.

Must be used with the -t option.

Send the specified trigger.

Must be used with the -t option.
Options

-t trigger_nane

The name of the trigger, as configured in the scheduler.
Example

« List jobs configured to listen for a trigger named t ri gger 1.

schedul er _console_client -v -t triggerl nyLogin

 Execute jobs configured to listen for a trigger named t ri gger 1.

schedul er _console_client -s -t triggerl nyLogin

quartzjobtool

Scheduler jobs created in version 11.1 or older versions require to be updated to run on version 12.0. Use the
quartzjobtool utility to update the scheduler jobs when the installer has not done this automatically during installation
or upgrade. This tool reads environment variables from the set env_quart z script. The Unica Platform installer should

have set this variable automatically, but it is a good practice to verify that the Java_HoMe variable is set if you have
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a problem running a utility. The JDK must be the Sun version (not, for example, the JRockit JDK available with
WebLogic).

Syntax
quartzjobtool

Use the quartzjobtool to update scheduler jobs. This is a required step. If this upgrade tool is not run, any existing
scheduled job will fail to start. The quartzjobtool is in the tools\bin directory under Unica Platform installation. Run
this utility from the t ool s\ bi n directory.

Example command (Windows): quartzjobtool.bat
Example command (Unix): ./quartzjobtool.sh
Example

Update scheduler jobs quartzjobtool



Chapter 11. Unica Platform SQL scripts

This section describes the SQL scripts provided with Unica Platform to perform various tasks relating to the Unica

Platform system tables.
The Unica Platform SQL scripts are located in the db directory under your Unica Platform installation.

The scripts are designed to be run against the Unica Platform system tables, using the database client.

ManagerSchema_DeleteAll.sql

The Manager _Schema_Del et eAl | . sql script removes all data from the Unica Platform system tables without removing
the tables themselves. This script removes all users, groups, security credentials, data filters, and configuration

settings from Unica Platform.

When to use ManagerSchema_DeleteAll.sql

You might want to use manager Schema_Del et eAl | . sql if corrupted data prevents you from using an instance of Unica
Platform.

Additional requirements

To make Unica Platform operational after running Manager Schene_Del et eAl | . sql , you must perform the following

steps.

* Run the popul at eDB utility. The popul at eDB utility restores the default configuration properties, users, roles, and
groups, but does not restore any users, roles, and groups you have created or imported after initial installation.

« Use the configTool utility with the confi g_navi gation. xni file to import menu items.

- If you have performed any post-installation configuration, such as creating data filters or integrating with an
LDAP server or web access control platform, you must perform these configurations again.

« If you want to restore previously existing data filters, run the dat afi I teri ngScri pt Tool utility using the XML
originally created to specify the data filters.

ManagerSchema_PurgeDataFiltering.sql

The Manager Schena_Pur geDat aFi | teri ng. sql Script removes all data filtering data from the Unica Platform
system tables without removing the data filter tables themselves. This script removes all data filters, data filter

configurations, audiences, and data filter assignments from Unica Platform.

When to use ManagerSchema_PurgeDataFiltering.sql

You might want to use manager Schema_Pur geDat aFi | t eri ng. sql if you need to remove all data filters without removing

other data in the Unica Platform system tables.
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! Important: The Manager Schema_Pur geDat aFi | t eri ng. sql script does not reset the values of the two data filter
properties, Defaul t tabl e name and Defaul t audi ence nane. If these values are no longer valid for the data

filters you want to use, you must set the values manually on the Configuration page.

SQL scripts for creating system tables

Use the scripts described in the following table to create Unica Platform system tables manually when your company

policy does not allow you to use the installer to create them automatically.

The scripts are shown in the order in which you must run them.

Table 17. Scripts for creating system tables

Datasource Type Script Names

IBM® DB2®

Manager Schema_DB2. sql

If you plan to support multi-byte characters (for example, Chinese, Japanese, or

Korean), use the manager Schema_DB2_uni code. sql script.

Manager Schema__DB2_Ceat eFKConst rai nt s. sql

active_portlets.sql

notification_rules.sql

Microsoft™ SQL Server

Manager Schema_Sql Ser ver . sql

Manager Schema__Sqgl Ser ver _Ceat eFKConst rai nt s. sql

active_portlets.sql

notification_rules.sql

MariaDB
¢ Manager Schema_Mar i aDB. sql
* Manager Schema_Mar i aDB_St or edPr ocedur es. sql
* Manager Schema_Mar i aDB_Cr eat eFKConst rai nt s. sql
* active_portlets. sql
* notification_rules.sql
Oracle .

Manager Schema_Or acl e. sql

Manager Schema__ Or acl e_Ceat eFKConst rai nt s. sql

active_portlets.sql

notification_rules_Oracle.sql
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Table 17. Scripts for creating system tables (continued)

Datasource Type

Script Names

PostgreSQL

¢ Manager Schema_Post gr eSql . sql

* Manager Schenma_Post gr eSql _Cr eat eFKConst r ai nts. sql
¢ Manager Schema_pgsql _upg. sql

* Manager Schema_Post gr eSQL_St or edPr ocedur es. sql

¢ Content | ntegrati on_pgsql . sql

* active_portlets_PostgreSQ. sql

If you plan to use the scheduler feature that enables you to configure a flowchart to run at predefined intervals, you

must also create the tables that support this feature. To create the scheduler tables, run the appropriate script, as

described in the following table.

Table 18. Scripts for enabling the Unica Scheduler

Data Source Type

Script Name

DB2®

quartz_db2. sql

Microsoft™ SQL Server

quartz_sql Server. sql

Oracle quartz_oracl e. sql
MariaDB quartz_Mari aDB. sql
PostgreSQL quartz_Post greSqgl . sql

When to use the create system tables scripts

You must use these scripts when you install or upgrade Unica Platform if you have not allowed the installer to create

the system tables automatically, or if you have used vanager Schera_DropAl | . sql to delete all Unica Platform system

tables from your database.

ManagerSchema_DropAll.sql

The Manager Schena_Dr opAl | . sql script removes all Unica Platform system tables from a database. This script removes

all tables, users, groups, security credentials, and configuration settings from Unica Platform.

Note: If you run this script against a database containing an earlier version of the Unica Platform system

tables, you might receive error messages in your database client stating that constraints do not exist. You can

safely ignore these messages.
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When to use ManagerSchema_DropAll.sql

You might want to use manager Schena_Dr opAl | . sql if you have uninstalled an instance of Unica Platform where the

system tables are in a database that contains other tables you want to continue using.

Additional requirements

To make the Unica Platform operational after running this script, you must perform the following steps.

« Run the appropriate SQL script to re-create the system tables.

* Run the popul at eDB utility. Running the popul at eDB utility restores the default configuration properties, users,
roles, and groups, but does not restore any users, roles, and groups you have created or imported after initial
installation.

« Use the confi gTool utility with the confi g_navi gati on. xn file to import menu items.

« If you have performed any post-installation configuration, such as creating data filters or integrating with an

LDAP server or web access control platform, you must perform these configurations again.



Chapter 12. Uninstalling Unica Platform

Run the Unica Platform uninstaller to uninstall Unica Platform. When you run the uninstaller, the files that were
created during the installation process are removed. For example, files such as configuration files, installer registry
information, and user data are removed from the computer.

When you install Unica products, an uninstaller is included in the Uni nst al | _Product directory, where Product is
the name of your product. On Windows™, an entry is also added to the Add or Remove Programs list in the Control
Panel.

If you manually remove the files in your installation directory instead of running the uninstaller, the result might be an
incomplete installation if you later reinstall an product in the same location. After uninstalling a product, its database
is not removed. The uninstaller only removes default files that are created during installation. Any file that is created

or generated after installation is not removed.

Note: On UNIX™, the same user account that installed Unica Campaign must run the uninstaller.

1. If you have deployed the Unica Platform web application, undeploy the web application from WebSphere® or
WebLogic.

2. Shut down WebSphere or WebLogic.

3. Stop the processes that are related to Unica Platform.

4. If the ddI directory exists in the product installation directory, run the scripts that are provided in the ddl
directory to drop tables from the system table database.

5. Make sure that the IBM SPSS® Modeler Collaboration and Deployment Service (C&DS) is uninstalled.

Open the Installation Manager and verify that C&DS is uninstalled. If C&DS is not uninstalled, use the
Installation Manager to uninstall C&DS.

6. Complete one of the following steps to uninstall Unica Platform:
o Click the Unica Platform uninstaller that exists in the Uni nst al | _Pr oduct directory. The uninstaller
runs in the mode in which you installed Unica Platform.
> In a command-line window, navigate to the directory where the uninstaller exists, and run the following

command to uninstall Unica Platform by using the console mode:

Uninstall_product -i console

o If you are uninstalling on a UNIX™ environment, navigate to the directory where the uninstaller exists,
and run the following command to uninstall Unica Platform

./Uninstall\ Interaction\ History.
Note: UNIX™ requires spaces after\.

> In a command-line window, navigate to the directory where the uninstaller exists, and run the following

command to uninstall Unica Platform by using the silent mode:
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Uninstall_product -i silent

When you uninstall Unica Platform by using the silent mode, the uninstallation process does not

present any dialogs for user interaction.

Note: If you do not specify an option for uninstalling Unica Platform, the uninstaller runs in the mode

in which Unica Platform is installed.



	Unica Platform V12.1.8 Installation Guide
	Contents
	Chapter 1. Installation overview
	Installation roadmap
	How the installers work
	Modes of installation
	GUI X Window System mode
	UNIX™ X Window System mode
	Console mode
	Silent mode
	Sample response files

	Unica Platform documentation and help
	


	Chapter 2. Planning the Unica Platform installation
	IBM SPSS Modeler Advantage Enterprise Marketing Management Edition components
	Prerequisites
	System requirements
	Network domain requirements
	JVM requirements
	Knowledge requirements
	Internet browser settings
	Access permissions
	Unica Platform requirements

	Unica Platform installation worksheet
	Checklist for Unica Platform database
	Checklist for Unica Platform deployment on the web application server
	Checklist for enabling Unica Platform utilities
	Information about the web component

	Installation order for Unica products

	Chapter 3. Creating the Unica Platform data sources
	Creating the JDBC connection in the web application server
	Configuring the web application server for your JDBC driver
	WebSphere
	WebLogic
	JBoss
	Apache Tomcat
	Information for creating JDBC connections
	WebLogic
	WebSphere®
	JBoss
	Tomcat



	Chapter 4. Installing Unica Platform
	Installation files
	Installing Unica Platform using the GUI mode
	Creating an EAR file after running the installer

	Installing Unica Platform using the console mode
	Installing Unica Platform silently
	Sample response files

	Unica Platform components
	Creating and populating the Unica Platform system tables manually

	Chapter 5. Deploying Unica Platform
	Configuration of JVM parameters for Unica products
	Guidelines for deploying Unica Platform on WebLogic
	Guidelines for deploying Unica Platform on WebSphere
	Guidelines for deploying Unica Platform on JBoss
	Guidelines for deploying Unica Platform on Apache Tomcat®
	Google Chrome and Microsoft Edge configuration
	Verifying your Unica Platform installation

	Chapter 6. Deploying Unica Contact Central
	Prerequisites
	Setting Unica Contact Central and Unica Platform home JVM argument
	Deployment procedure
	Guidelines for deploying Unica Contact Central on WebSphere
	Guidelines for deploying Unica Contact Central on Apache Tomcat®
	Unica Contact Central | User Role Creation

	Chapter 7. Deploying AI-ML
	Deploying AI-ML in Microsoft Windows
	Configuring Python files
	Configuring the conf.ini document
	Configuring encoding.ini file
	Starting the ML services

	Deploying AI-ML in Unix-based Operating Systems
	Configuring Python files
	Configuring the conf.ini document
	Configuring encoding.ini file
	Starting the ML services


	Chapter 8. Configuring Unica Platform after deployment
	Default password settings
	Set the web application session timeout (optional)
	Additional configuration for enhanced security
	Disabling the X-Powered-By flag
	Configuring a restrictive cookie path

	Disabling caching of Unica Campaign and Unica Platform configuration property values
	Enabling single-user logging
	Collecting installations logs
	The installer utility


	Chapter 9. Installing Unica Platform in a cluster
	Process overview
	Prerequisites
	Creating a WebSphere profile for the primary node of a cluster
	Creating profiles for additional nodes
	Adding existing nodes to the cluster nodes
	Creating a WebSphere cluster
	Creating the web server in the cluster
	Starting the nodes, web server, and cluster
	Creating JDBC providers in a cluster
	Installing Unica products in a cluster
	Configuring the HTTP Server as a load balancer
	Configure property to control the Scheduler in a clustered environment

	Configuring Unica Platform logs in a cluster
	Sharing the location where Unica Platform is installed
	Setting Unica Platform home in a Java parameter
	Deployment of Unica Platform on JBOSS cluster
	Preparing the data sources



	Installing Unica Platform in a Tomcat cluster
	Tomcat cluster with Nginx (Load Balancer)
	Prerequisites
	Architecture
	Install Nginx
	Configure Nginx
	Verify Nginx
	Nginx load balancer algorithms
	Configure Unica with Nginx


	Chapter 10. Unica Platform utilities
	Location of utilities
	List and descriptions of utilities
	Prerequisites for running Unica Platform utilities
	Authentication of utilities
	Troubleshooting connection issues
	Special characters
	Standard options in Unica Platform utilities
	Setting up Unica Platform utilities on additional machines
	Utilities
	alertConfigTool
	Syntax
	Commands
	Example

	configTool
	When to use configTool
	Syntax
	Commands
	Options
	Examples

	Clientdetails
	datafilteringScriptTool
	When to use datafilteringScriptTool
	Prerequisites
	Using datafilteringScriptTool with SSL
	Syntax
	Commands
	Example

	encryptPasswords
	When to use encryptPasswords
	Prerequisites
	Syntax
	Commands
	Examples

	encryptTomcatDBPasswords
	When to use encryptTomcatDBPasswords
	Syntax
	Commands

	partitionTool
	When to use partitionTool
	Special characters and spaces
	Syntax
	Commands
	Options
	Examples

	populateDb
	Syntax
	Commands
	Examples

	restoreAccess
	When to use restoreAccess
	Password considerations
	Syntax
	Commands
	Options
	Examples

	scheduler_console_client
	What to do if SSL is enabled
	Prerequisites
	Syntax
	Commands
	Options
	Example

	quartzjobtool
	Syntax
	Example



	Chapter 11. Unica Platform SQL scripts
	ManagerSchema_DeleteAll.sql
	When to use ManagerSchema_DeleteAll.sql
	Additional requirements

	ManagerSchema_PurgeDataFiltering.sql
	When to use ManagerSchema_PurgeDataFiltering.sql

	SQL scripts for creating system tables
	When to use the create system tables scripts

	ManagerSchema_DropAll.sql
	When to use ManagerSchema_DropAll.sql
	Additional requirements


	Chapter 12. Uninstalling Unica Platform

