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Chapter 1. Administrator Guide

Unica Platform features

Unica Platform provides security, configuration, notification, and dashboard features for

Unica products.

Unica Platform provides a common user interface for Unica products, as well as the

infrastructure for the following features.

« Support for reporting in many products in Unica.

« Support for security in applications, including authentication and authorization.

« Configuration management, including setting user locale preferences and an interface
for editing configuration properties for some Unica applications.

« A scheduler that enables you to configure a process to run at intervals that you define.

 Dashboard pages that you can configure to include information useful to groups of
users who fill various roles within your organization.

« Support and the user interface for alerts and notifications.

« Security audit reports.

About Unica Platform security features

The security features in Unica Platform consist of a central repository and web-based
interface where Unica internal users are defined and where users are assigned various

levels of access to functions within Unica applications.

Unica applications use the security features of Unica Platform to authenticate users, check
user application access rights, and store user database credentials and other necessary

credentials.

Security technologies used in Unica Platform

Unica Platform employs industry-standard encryption methods to perform authentication
and enforce security across all Unica applications. User and database passwords are

protected using a variety of encryption technologies.
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Permission management through roles

Unica Platform defines the user's basic access to the functions within most Unica
applications. In addition, for Unica Campaign and Unica Platform, you can control a user's

access to functions and objects within the application.

You can assign various permissions to roles. You can then manage user permissions in

either of the following ways.

« By assigning roles to individual users

« By assigning roles to groups and then making users a member of that group

About Unica Campaign partitions

Unica Platform provides support for partitions in the Unica Campaign family of products.
Partitions provide a way to secure the data associated with different groups of users.
When you configure Unica Campaign or a related Unica application to operate with multiple
partitions, each partition appears to application users as a separate instance of the

application, with no indication that other partitions exist on the same system.

About groups

A subgroup inherits the roles assigned to its parents. An administrator can define an
unlimited number of groups, and any user can be a member of multiple groups. This makes
it easy to create different combinations of roles. For example, a user could be an Unica

Deliver administrator and a Unica Campaign user with no administration privileges.

A group can belong to only one partition.

Data source credential management

Both users and administrators can set up the user's data source credentials in advance,
so the user is not prompted to provide data source credentials when working with an

application that requires access to a data source.

Integration with external user and group management systems

Unica Platform can be configured to integrate with external systems that are used to

manage users and resources centrally. These include Windows™ Active Directory Server,
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other supported LDAP directory servers, and web access control platforms such as
Netegrity SiteMinder and IBM® Security Access Manager. This reduces errors, support

costs, and the time needed to deploy an application in production.

SAML 2.0 support

Unica Platform supports SAML (Security Assertion Markup Language) 2.0 for the following.

« SAML 2.0 federated authentication, which enables single sign-on access among

diverse applications.

You can use federated authentication to implement single sign-on between Unica

applications and other applications or third-party applications.

The Unica Platform installation includes the following components that support

federated authentication.

o An identity provider server WAR file.

o A client JAR file that you can use with Java™ applications to generate and parse
SAML 2.0 assertions. The Java™ products that you integrate with Unica use the
assertions to communicate with the identity provider server.

« SAML 2.0 single sign-on
A fully functional SAML 2.0 IdP server is a prerequisite for this integration.

After you set up the required configuration properties and a metadata file, users who
attempt to log in through the Unica Platform login page are authenticated through

your organization's SAML 2.0 Identity Provider (IdP) server.

Users who are logged in to any application that uses the IdP server for authentication

can access HCL Unica without logging in again.

Data filters

Unica Platform supports configurable data filters that allow you to specify data access
restrictions in Unica products. Data filters make it possible to restrict the customer data that

an Unica user can view and work with in applications.
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Configuration management

The Configuration page provides access to the central configuration properties for Unica

applications.

Users with Admin privileges in the Unica Platform can use the Configuration page to do the

following.

« Browse configuration properties, which are organized by product into a hierarchy of
categories and sub-categories.

« Edit the values of configuration properties.

« Delete some categories (categories that you can delete display a Delete Category link

on the Settings page).

You can make additional changes on the Configuration page using the configTool utility

provided with Unica Platform.

Localization in Unica

Unica Platform supports localization through its character set encoding and by enabling an
administrator to set locale preferences for individual users or all users. Users can also set

their own locale preferences.

For both internal and external users, you can set locale preferences on a per-user basis or
across the applications that support this feature. This preference setting affects the display

of language, time, numbers, and dates in Unica applications.

Unica Platform supports UTF-8 as the default character set encoding, which allows users
to enter data in any language (for example Chinese or Japanese). However, note that full
support for any character set in Unica Platform also depends on the configuration of the

following:

« Unica Platform system table database

» The client machines and browsers used to access Unica.
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The common user interface
Unica Platform provides a common access point and user interface for Unica applications.

The common interface provides the following features.

« When multiple Unica products are installed, you can navigate between products
without launching new windows.

* You can view a listing of the pages that you have recently visited, and navigate back to
any of those pages using the Recent menu.

« You can set an Unica page as a home page (the first page you see when you log in)
and you can return to that page at any time by clicking the Home icon.

* You can access the search function for each installed product using the Search
field. The context of this search function is the page you are viewing. For example,
if you are viewing a list of campaigns within Unica Campaign, a search would take
place across campaigns. If you wanted to search for a Unica Plan project, you would

perform the search while viewing a list of Unica Plan projects.

Logging in to Unica

Use this procedure to log in to Unica.

You need the following.

« An intranet (network) connection to access your Unica server.
« A supported browser installed on your computer.
« User name and password to sign in to Unica.

» The URL to access Unica on your network.

The URL is:

http://host. domai n. com port/unica

where

host is the machine where Unica Platform is installed.

domai n. com is the domain in which the host machine resides.
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port is the port number where the Unica Platform application server is listening.

Note: The following procedure assumes that you are logging in with an account that

has Admin access to Unica Platform.

Access the Unica URL using your browser.

« If Unica is configured to integrate with Windows™ Active Directory or with a web
access control platform, and you are logged in to that system, you see the default
dashboard page. Your login is complete.

« If you see the login screen, log in using the default administrator credentials. In a
single-partition environment, use asm admi n with passwor d as the password. In a

multi-partition environment, use pl at f or m adni n with passwor d as the password.

A prompt asks you to change the password. You can enter the existing password, but
for good security you should choose a new one.
« If Unica is configured to use SSL, you may be prompted to accept a digital security

certificate the first time you sign in. Click Yes to accept the certificate.

If your login is successful, Unica displays the default dashboard page.

With the default permissions assigned to Unica Platform administrator accounts, you can
administer user accounts and security using the options listed under the Settings menu.
To perform the highest level administration tasks for Unica dashboards, you must log in as

platform_admin.

Unica Platform documentation and help

Unica Platform provides documentation and help for users, administrators, and developers.
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Table 1. Get up and running

Task Documentation

View a list of new features, known issues, and Unica Platform Release

workarounds Notes®

Learn about the structure of the Unica Platform database | Unica Platform System Tables
Guide

Install or upgrade Unica Platform and deploy the Unica One of the following guides:

Platform web application
» Unica Platform Installa-

tion Guide
* Unica Platform Upgrade
Guide

Implement the Cognos® reports provided with Unica Unica Reports Installation and

Configuration Guide

Table 2. Configure and use Unica Platform

Docu-
Task mentation
- Adjust configuration and security settings for products Unica Plat-

« Integrate with external systems such as LDAP and web access con- |form Ad-
trol ministrator's
« Implement single sign-on with diverse applications using SAML 2.0- | Guide
based federated authentication or single sign-on
* Run utilities to perform maintenance on products
« Configure and use audit event tracking

« Schedule runs of Unica objects




Unica Platform V12.1 Administrator's Guide | 1 - Administrator Guide | 8

Licensing - overview

HCL Unica products are license based and the users require to configure required licenses

with the products to start using them.

The following is the list of the Unica products for which a license is mandatory:

« Unica Platform
* Unica Campaign
* Unica Interact

« Unica Deliver

* Unica Journey

After users perform clean installation or upgrade of 12.1 version of Unica products
and deploy Unica products, users must configure the license. While user visits the
Unica Platform application URL, it redirects to the License Details screen. Users must
configure the licenses to get started with the Unica products. Only after providing valid

license information users will be redirected to Unica Platform login screen.

Licensing portal

The license portal provides both Software distribution and management of your Software
entitlements purchased from HCL Products and Platforms. The portal provides you with
control and flexibility on how to consume your licenses. It also allows to register the
licenses. Typically, an organization will have someone identified as a License Manager that
has familiarity with the language of Licenses, and you may wish to add them as a user. If

not, you will find these instructions sufficient to begin using your HCL Software.

Licenses and Consumption details

Users can check the licenses consumption details from HCL License Portal as well as from
the Unica Platform Licensing Details page.by navigating to Settings > Licensing Details

page. Clicking on View License details page dispalys the license consumption count for all
entitled products. In case there is no connectivity with License server, license consumption

can be downloaded and shared with Unica.
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Product Name | HCL Unica product name for which entitlement is allotted

License Type | Term/Perpetual

Start Date Entitlement start date

Expiry Date Entitlement expiry date (Not applicable for Perpetual license)

Entitlements Total number of entitlement allotted for a device or server.

available

Entitlements Number of entitlements consumed till now

consumed

Overdraft enti- | Licensing model used, current model support unlimited overdrafts.

tlements (Not applicable for Perpetual license)

Overdraft con- | Different between entitlements available entitlements consumed.

sumed (Not applicable for Perpetual license)

For more details on licensing, see the HCL Unica Licensing Guide.

License configuration

Users require to configure the license with HCL Unica products before start using it.
When users access the Unica Platform login URL, it they are redirected to the License
Configuration page. Users must configure the license details on this page. Unica Platform
validates the license and on successful license configuration, users are redirected to the

Unica Platform login screen.

License License Server API url, User can get the license server url from the HCL

server License portal.

User HCL License Server — For any device created by default “admin” user is
supported.

Password Password set for the device
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Unica En- User can specify if this is “Production” or “Non-Production” environ-
vironment ment.

Type

Proxy Use proxy server to connect to HCL License Portal. Use proxy server if

you do not have outbound access to HCL License Portal.

Proxy Host | Proxy server hostname or IP address

Proxy Port Proxy server port

Proxy User | Proxy server user

Proxy Pass- | Proxy server user’s password

word

All these license server details are stored in Unica Platform. User can navigate to Settings >

Licensing details page if license details needs to be changed.

Licensing server availability

HCL Unica products require to be always connected to the HCL License portal. HCL Unica
products become inaccessible if there is no connectivity for 5 hours between HCL Unica
products and HCL License Portal server. Users are redirected to the License Details page.
Once connectivity between HCL Unica and HCL License server is established users are
able to access the application. HCL Unica products keep on updating the consumption
details to HCL License portal every 10 mins. In case of connectivity issue, the consumption
details helps the Unica Platform and once the connectivity is established the consumption
is updated on the HCL License portal.

License consumption details

Users can check the licenses consumption details from HCL License Portal as well as from
the Unica Platform Licensing Details page. User can navigate to Settings > Licensing Details
page. Clicking on View License details page displays the license consumption count for all

entitled products.

Product Name |HCL Unica product name for which entitlement is allotted
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License Type | Term/Perpetual

Start Date Entitlement start date

Expiry Date Entitlement expiry date (Not applicable for Perpetual license)

Entitlements Total number of entitlement allotted for a device or server.

available

Entitlements Number of entitlements consumed till now

consumed

Overdraft enti- | Licensing model used, current model support unlimited overdrafts.

tlements (Not applicable for Perpetual license)

Overdraft con- | Different between entitlements available entitlements consumed.

sumed (Not applicable for Perpetual license)

License details page displays message indicating "No licenses configured on this
environment as this environment is non-production environment"’. When you have selected

environment as non-production environment while specifying license details.

If you require to make any non-production environment as production environment. You can
change the license details and mark the environment type as “production”. When you mark

this environment as production environment it requires to enter all license details.
Note: License details page only displays HCL Unica products active entitlements.

For more details, see the Unica Licensing document.

Unica user account management

You can manage the attributes of user accounts created using Unica Platform user
interface, which we refer to as internal accounts. This is in contrast to external user
accounts, which are imported from an external system such as an LDAP server or web

access control system.

External accounts are managed in the external system.
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Types of user accounts: internal and external

When Unica is integrated with an external server (such as a supported LDAP server or a web

access control system), it supports two types of user accounts: internal and external.

« Internal - User accounts that are created within Unica using the security user
interface. These users are authenticated through Unica.

« External - User accounts that are imported into Unica through synchronization with
an external server. This synchronization occurs only if Unica has been configured to
integrate with the external server. These users are authenticated through the external

server. Examples of external servers are LDAP and web access control servers.

Depending on your configuration, you might have only internal users, only external users, or
a combination of both. If you integrate Unica with Windows™ Active Directory and enable

LDAP, you can have only external users.

For more information about integrating Unica with an LDAP or Windows™ Active Directory

server, see the relevant sections in this guide.

Management of external users

Usually, the attributes of external user accounts are managed through the external system.
Within Unica, you can control the following aspects of an external user account: data
sources, notification preferences, locale preference for Unica applications, and membership

in internal groups (but not external groups).
Identifying internal and external users in the Unica interface

In the Users section of Unica, internal and internal users have different icons, as follows.

* Internal -

» External -
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Properties of internal user accounts

Administrators can manage the properties of user accounts that have been created using
the Unica Platform user interface.

When a user forgets a password

Unica Platform stores internal user passwords in hashed form, and these stored passwords
cannot be restored to clear text. You must assign a new password for users with an internal
account who forget their password.

Resetting a password

Users with internal accounts can change their own passwords by providing the original
password and entering and confirming the new password. The Unica administrator can also

reset any user password as needed.

Password expiration dates

You can set password expiration intervals for all users on the Configuration page. You can
also set expiration dates on a per-user basis for users (when the system-wide expiration
date is not set to never expire).

System status of user accounts

The system status of a user is either active or disabled. A user with a disabled account
cannot log in to any Unica application. If a disabled user account was formerly active, with
membership in one or more groups, you can make the account active again. When you

make a disabled user account active the group memberships are retained.

Alternate login

You can specify an alternate login for any user account. An alternate login is typically

required when the Unica Campaign listener runs as root on a UNIX™-type system.
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Data sources

A user needs appropriate credentials to access the data sources used by some Unica
applications. You can enter these credentials as a data source in the user account

properties.

When a user is working in an Unica application such as Unica Campaign and is prompted
for data source information, the Unica application stores this information in Unica Platform
data store. These data sources appear in the data source list for the user in Unica Platform

even though they were not created using the Unica interface.

Adding internal user accounts

Use this procedure to add internal user accounts.

1. Click Settings > Users.
2. Click New user.

3. Complete the form and click Save changes.

Use caution if you employ special characters in login names. Allowed special
characters are listed in the New user page reference.
4. Click OK.

The new user name appears in the list.

Deleting internal user accounts

Use this procedure to delete internal user accounts.

Important: If Unica Campaign permissions are set up in a way that restricts
ownership or access to a Unica Campaign object to a single user, deleting the
account of that user makes the object inaccessible. Instead, you should disable

rather than delete such accounts.
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1. Click Settings > Users.
2. Click the user name of the account you want to delete.
3. Click OK.

Changing internal user password expiration dates

Use this procedure to change password expiration dates for internal users.

® Restriction: If the system-wide password expiration property General | Password
settings | Validity (in days) is set to zero, you cannot change the password

expiration date of any internal user.

1. Click Settings > Users.

2. Click the user name.

3. Click the Edit properties link at the bottom of the page.
4. Change the date in the Password expiration field.

5. Click OK.

Resetting internal user passwords

Use this procedure to reset internal user passwords.

1. Click Settings > Users.

The Users list is displayed in the left pane.
2. Click the user name you want to change.
3. Click the Reset password link at the bottom of the page.
4. Enter the new password in the Password field.
5. Enter the same password in the Confirm field.

6. Click Save changes to save your changes.
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7. Click OK.

Note: When user passwords are reset, users are prompted to change their
password the next time they log in to an Unica application.

Changing internal user account properties

Use this procedure to change the properties of internal user account.

1. Click Settings > Users.

2. Click the name of the account you want to change.

3. Click the Edit properties link at the bottom of the page.
4. Edit the fields as needed.

5. Click Save changes to save your changes.

6. Click OK.

Changing internal user system status

Use this procedure to change the system status of internal users.

1. Click Settings > Users.

2. Click the name of the account you want to change.

3. Click the Edit properties link at the bottom of the page.

4. Select the status in the Status drop-down list. The options are ACTIVE and DISABLED.

Note: If you select DISABLED, the user will no longer be able to log in to
any Unica applications. Users with Admin access to Unica Platform cannot
disable themselves.

5. Click Save changes to save your changes.
6. Click OK.
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Adding internal user data sources

Use this procedure to add data sources for internal users.

1. Click Settings > Users.

2. Click the name of the account you want to change.

3. Click the Edit data sources link at the bottom of the page.

4. Click Add new.

5. Complete the form and click Save changes to save your changes.
6. Click OK.

Changing internal user data sources

Use this procedure to change data source passwords or login names.

. Click Settings > Users.

. Click the name of the account you want to change.

. Click the Edit data sources link at the bottom of the page.
. Click the Data source name you want to change.

. Edit the fields.
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If you do not set a new password, the old one is retained.
6. Complete the form and click Save changes to save your changes.
7. Click OK.

Deleting internal user data sources

Use this procedure to delete internal user data sources.

1. Click Settings > Users.
2. Click the name of the account you want to change.
3. Click the Edit Data Sources link at the bottom of the page.

4. Click the name of the data source you want to delete.
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5. Click Delete.

6. Click OK.

The user management pages

Refer to this table if you need help completing the fields on the Users page.

The New user page

Table 3. Fields on the New user page

Field Description
First name The user's first name.
Last name The user's last name.
Login The user's login name. This is the only required field. Only the
following special characters are allowed in login names.
« Upper and lower case alphabetic characters (A-Za-z)
« Numbers (0-9)
« The 'at' sign (@)
* Hyphen (-)
« Underscore (_)
* Dot (.)
« Double byte characters (such as Chinese characters)
Do not include other special characters (including spaces) in the
login name.
Password A password for the user. Follow these rules when creating a
password.
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Table 3. Fields on the New user page (continued)

Field

Description

« Passwords are case-sensitive. For example, passwor dis
not the same as Passwor d.
* You may use any character when you create or reset a

password in Unica.

Additional password requirements are set on the Configuration
page. To see what they are for your installation of Unica, click

the Password Ruleslink next to the Password field.

Confirm password

The same password you entered in the Passwordfield.

Title The user's title.

Department The user's department.

Company The user's company.

Country The user's country.

Address The user's address.

Work phone The user's work phone number.
Mobile phone The user's mobile phone number.
Home phone The user's home phone number.

Email address

The user's email address. This field must conform to email ad-
dresses as defined in RFC 821. See RFC 821for details.

Alternate login

The user's UNIX™ login name, if one exists. An alternate login is
typically required when the Unica Campaignlistener runs as root
on a UNIX™-type system.

Status

Select ACTIVE or DISABLED from the drop-down list. ACTIVE is
selected by default. Disabled users are prevented from logging
in to all Unicaapplications.


http://www.faqs.org/rfcs/rfc821.html
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The Edit properties page

The fields are the same as the fields on the New user page, except for the ones shown in the

following table.

Table 4. Fields on the Edit properties page

Field

Description

Password

This field is not available on the Edit properties page.

Login

This field is not available on the Edit properties page.

Password expira-
tion

The date in the format appropriate for your locale (for example,
for en_US, the formatis MM\ dd, yyyy). You cannot change a
user's expiration date when the system-wide expiration date is

set to never expire.

IBM® Digital Ana-

lytics user name

When integration is enabled with IBM Digital Analytics, and you
choose to create users manually, you enter the user's Digital An-

alyticsuser name here as part of the configuration process.

The Reset password page

Table 5. Fields on the Reset password page

Field Description
Password The new password.
Confirm The same password you entered in Password field.

The New Data Source and Edit Data Source Properties pages

Table 6. Fields on the Data Source pages

Field

Description

Data source

The name of a data source you want the user to be able to ac-

cess from an Unicaapplication. Unicanames preserve case for
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Table 6. Fields on the Data Source pages (continued)

Field Description

display purposes, but use case-insensitive rules for comparison
and creation (for example, you cannot create both cust oner and

Cust oner data source names).

Data source login | The login name for this data source.

Data source pass- | The password for this data source. You can leave this field emp-

word ty, if the data source account does not have a password.

Confirm password The password again (leave empty if you left the Data Source

Passwordfield empty).

Locale preference

You can set the locale for both internal and external users. This setting affects the display

of language, time, numbers, and dates in Unica applications.
There are two ways to set locale in Unica Platform.
Globally

A configuration property, Pl atf orm | Regi on setting, on the Settings >

Configuration page, sets the locale globally.
Per user

An attribute on the Settings > Users page sets the locale for individual users.

This setting overrides the global setting.

Availability of locales that you can set either per user or globally may vary depending on
the Unica application, and not all Unica applications support this locale setting in Unica
Platform. See specific product documentation to determine availability and support for the

Regi on setting property.

Note: Availability of locales that you can set either per user or globally may vary
depending on the Unica application. Not all Unica applications support this locale
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setting. See specific product documentation to determine availability and support

for the locale settings in Unica.

Setting the user locale preference

Use this procedure to set the locale preference for a user.

1. Click Settings > Users.

2. Click the user name you for which you want to set locale preferences.
3. Click the Edit preferences link at the bottom of the page.

4. Click Unica Platform in the left pane.

5. Select an option from the Regiondrop-down list.

6. Click Save changes.

Synchronization of external users

When Unica is configured to integrate with a Windows™ Active Directory or LDAP server,

users and groups are automatically synchronized automatically at pre-defined intervals.

Automatic synchronization has limited functionality.
« Users deleted from the LDAP server are not deleted during automatic synchronization.

You can force a full synchronization of all users and groups by using the Synchronize
function in the Users area of Unica.

Forcing synchronization of external users

Use this procedure to force synchronization of users when Unica is integrated with an LDAP

server or web access control system.

1. Log in to Unica and click Settings > Users.
2. Click Synchronize.

Users and groups are synchronized.
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Security management

Unica Platform supports roles and permissions to control user access to objects and

features in Unica applications.

For the most part, only Unica Platform itself and Unica Campaign use the User roles and

permissions page to manage users' application access in detail.

The other Unica products use some basic application access roles set on the User roles and
permissions page, and either do not have detailed security settings, or the settings are not

managed on the User roles and permissions page.

For example, in Unica Plan, setting up the basic roles on the User roles and permissions
page is only the starting point for developing a customized security scheme. Unica Plan
has a detailed security scheme you can manage through a user interface on the Unica Plan

pages.

This guide explains how to use the functions on the User roles and permissions page,
and describes the basic security roles and persmissions shown on this page for the
various products. For products other than Unica Platform, if you do not see the security

management information you need in this guide, see the product's documentation.

Permissions and tasks of the security administrator in Unica
Platform

Only users with either the AdminRole or PlatformAdminRole role in Unica Platform have

access to security administration features for user accounts other than their own.

In a multi-partition environment, only users with the PlatformAdminRole role can administer
users across partitions. Users with the AdminRole role can administer users in their own

partition only.

The security administrator performs the following tasks on the User groups and User roles &

permissions pages.
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« Create internal groups and manage their memberships and partition assignments.

« Create roles for Unica Platform and Unica Campaign, if necessary, and assign
permissions to these roles.

» Manage user access to Unica applications by assigning roles to individual users and/

or to internal and external groups.
Read this overview to gain an understanding of the following.

« The difference between internal and external groups
« The process of creating internal groups and assigning roles and permissions
* The properties of internal groups

« The pre-configured user accounts, groups, and roles in Unica Platform

Special characters in role and policy names

You may use only the following characters when you create role and policy names.

« Upper and lower case alphabetic characters (A- 2)
« Numbers (0- 9)

« Single quote (*)

« Hyphen (-)

« Underscore ()

* The 'at' sign (@

« Forward slash (/)

« Parenthesis

« Colon (:)

« Semi-colon (;)

« Space (except as the first character)

« Double byte characters (such as Chinese characters)

Roles and permissions in Unica Platform and Unica Campaign

Roles in Unica Platform and Unica Campaign are a configurable collection of permissions.
For each role in Unica Platform and Unica Campaign, you can specify permissions that

control access to the application.
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You can use the default roles or create new roles. The set of available permissions is

defined by the system; you cannot create a new permission.

About role assignment

Generally, you should give users roles with permissions that reflect the functions that users
perform in your organization when they use Unica. You can assign roles to a group or to

an individual user. The advantage of assigning roles by group is that you can assign a
combination of roles to the group, and if you later want to change that combination, you
can do it in one place rather than having to do it multiple times for multiple users. When you

assign roles by group, you add and remove users from your groups to control user access.

How the system evaluates roles

If a user has multiple roles, the system evaluates permissions from all those roles together.
The ability to perform a function on a particular object is then granted or denied based on
the aggregated permissions from all roles. In the case of Unica Campaign, the ability to
perform a function on a particular object is granted or denied based on the security policy of
the object.

Overview of managing user application access in Unica Platform

Using Unica Platform security administration features to manage user application access
is a multi-step process. The following procedure provides an overview of the basic process,

which is described in detail in the remainder of this guide.

1. Plan the roles you want to use to control user access to Unica products. Configure
roles and their permissions as needed.

2. Plan what groups you need to fulfill your security requirements. You may have only
internal groups, only external groups, or a combination of both, depending on how
your system is configured.

3. Create any necessary internal and external groups.

4. Assign your groups to roles.
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5. If you have only internal user accounts, create any internal user accounts as needed.
6. Assign users to groups, or assign roles to individual users, based on the application

access you want the users to have.

Types of groups: internal and external

When Unica is integrated with an external server (such as a supported LDAP server or a web

access control system), it supports two types of groups: internal and external.

« Internal - Groups that are created within Unica using the security user interface. These
users are authenticated through Unica.
« External - Unica groups that are mapped to groups in the external system. Examples

of eternal servers are LDAP and web access control servers.

! Attention: A group referred to as an external group in this guide is one that is

actually created in Unica but is mapped to an external system.

Depending on your configuration, you may have only internal groups, only external groups, or

a combination of both.

For more information about integrating Unica with an LDAP or Windows™ Active Directory

server, see the relevant sections of this guide.

Management of external groups
The membership of external groups is managed in the external system.

You can assign roles to Unica external groups just as you do to internal groups.

Management of internal groups and subgroups

You can define an unlimited number of internal groups, and any internal or external user can

be a member of multiple internal groups and subgroups.

A subgroup does not inherit the user members assigned to its parents, but it does inherit the

roles assigned to its parents. A group and its subgroups always belong to one partition.
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Only internal groups may be assigned to a partition, and only the platform_admin user, or
another account with the PlatformAdminRole role, can create groups in all partitions in a

multi-partition environment.

Partitions and security management

Partitions in Unica Campaign and related products provide a way to secure the data
associated with different groups of users. With partitioning, a user's partition appears as if it
were a separate running instance of Unica Campaign, with no indication that other partitions
are running on the same system. This section describes special security management

considerations in a multi-partition environment.

User membership in a partition

You assign users to a partition based on their group membership. You assign a group to a

partition and then assign users to a group to give them access to a partition.

A group or subgroup may be assigned to just one partition, and parent groups do not
acquire the partition assignments of their subgroups. Only the platform_admin user, or

another account with the PlatformAdminRole role, can assign a group to a partition.

You should make a user a member of only one partition.

About roles and partitions

A role always exists in the context of a partition. In a single-partition environment, all

roles are automatically created within the default partition, partition1. In a multi-partition
environment, a role is created in the partition of the user who created it. The exception is
the platform_admin user and any other accounts with the PlatformAdminRole role; these

accounts can create roles in any partition.

More information about partitions

This section provides instructions on assigning a group to a partition, and assigning
users to groups. For complete details on configuring partitions, see the Unica Campaign

installation documentation.
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Pre-configured users and roles

When Unica is first installed, three users are pre-configured and are assigned system-
defined roles in Unica Platform and Unica Campaign, as described in this section.

These internal user accounts all have "password" as the default password.

The platform_admin user account

The platform_admin user account is designed to allow an Unica administrator to
manage product configuration, users, and groups across all partitions in a multi-partition
environment, and to use all Unica Platform features (except reporting, which has its own
roles) without any filtering by partition. By default, this account has the following roles in
Unica Platform.

« In Unica Platform, in the default partition, partition1
> AdminRole
> UserRole

o PlatformAdminRole

These roles allow the platform_admin user to perform all administrative tasks within
Unica Platform, except for the reporting functions. When additional partitions are
created, the platform_admin user can access and administer users, groups, roles, and

configuration within the additional partitions.

The PlatformAdminRole role is unique in that no user can modify permissions for this
role, and only a user with this role can assign the PlatformAdminRole role to another
user.

« In Unica Campaign, in the default partition, partition1

> The Global policy Admin role

This role allows the platform_admin user to perform all tasks within Unica Campaign.

By default, this user does not have access to any Unica products beyond Unica Platform and

Unica Campaign.
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The asm_admin user account

The asm_admin user account is designed to allow an Unica administrator to manage users
and groups in a single-partition environment, and to use all Unica Platform features (except

reporting, which has its own roles). This account has the following roles.

« In Unica Platform, in the default partition, partition1
> AdminRole

o UserRole

With the exceptions noted below, these roles allow the asm_admin user to perform all
administrative tasks within Unica Platform within the partition to which asm_admin
belongs, which is partition1 by default.

These roles allow this user to administer the Configuration page, which does not
filter by partition for any user. For this reason, you should remove the Administer
Configuration page permission from the AdminRole role in Unica Platform, and

reserve configuration tasks for the platform_admin user.
The exceptions are as follows.

> To access reporting functions, you must grant the Reports System role.

> This user cannot assign the PlatformAdminRole role to any user or group.

The demo account

The demo account has the following roles.

« In Unica Platform, in the default partition, partition1
> UserRole

This role allows the demo user to view and modify his or her own account attributes
on the Users page, but not to change roles or partitions for his or her own account or
access any of the other features contained within Unica Platform. By default, this user
does not have access to any of the Unica products.

« In Unica Campaign, in the default partition, partition1
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> The Global policy Review role

This role allows the demo user to create bookmarks and to view campaigns, sessions,

offers, segments, and reporting in Unica Campaign.

Cross-partition administration privileges

In a multi-partition environment, at least one user account with the PlatformAdminRole role
in Unica Platform is required, to enable you to administer security for Unica users across all

partitions.

The platform_admin account is pre-configured with the PlatformAdminRole role. The
platform_admin account is a superuser account that cannot be deleted or disabled through
the Users functions in Unica. However, this account is subject to the password constraints
of any other user. For example, someone attempting to log in as platform_admin might
enter an incorrect password N times in a row. Depending on the password rules in effect,
the platform_admin account might be disabled in the system. To restore this account, you

must take one of the following actions.

« If you have another user with the PlatformAdminRole role in Unica Platform, log in as
that user and reset the platform_admin user's password or create another account
with the PlatformAdminRole role in Unica Platform.

« If you have only one user with the PlatformAdminRole role in Unica Platform
(for example, platform_admin), and this user is disabled, you can create a new
platform_admin account using the r est or eAccess utility provided with Unica

Platform.

To avoid a situation where you must restore PlatformAdminRole access using the
rest or eAccess utility, it is a good practice to create more than one account with

PlatformAdminRole privileges.

Adding an internal group

Use this procedure to add an internal group.
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1. Click Settings > User groups.

2. Click New group above the Group Hierarchy list.

3. Complete the Group name and Description fields.
! Important: Do not give the group a the same name as system-defined roles.

For example, do not name a group "Admin," which is a role name used in Unica

Campaign. Doing so can cause problems during upgrades.
4. Click Save changes.

The new group's hame appears in the Group hierarchy list.

Adding a subgroup

Use this procedure to add an internal subgroup.

1. Click Settings > User groups.
2. Click the name of the group to which you want to add a subgroup.
3. Click New subgroup.
4. Complete the Group name and Description fields.

! Important: Do not give the subgroup a the same name as system-defined
roles. For example, do not name a subgroup "Admin," which is a role name

used in Unica Campaign. Doing so can cause problems during upgrades.
5. Click Save changes.

The new subgroup is added under the appropriate group in the Group Hierarchy list.

0 Tip: If the parent group's folder icon is closed, click the plus sign (+) to expand
the list.
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Deleting a group or subgroup

Remember, when you delete a group or subgroup, members of the group lose the roles
assigned to that group, and any parents of that group also lose those role assignments,
unless the roles are also explicitly assigned to the parents.

1. Click Settings > User groups.
2. Click the name of the group or subgroup that you want to delete.

Note: To select a subgroup when the parent group's folder icon is closed, click
the plus sign (+) to expand the list.

3. Click the Delete group button at the top of the right pane.
4. Click OK.

Changing a group or subgroup description

Use this procedure to change a group or subgroup description.

1. Click Settings > User groups.

2. Click the name of the group or subgroup whose description you want to change.

Note: To select a subgroup when the parent group's folder icon is closed, click
the plus sign (+) to expand the list.

3. Click Edit properties.

4. Edit the description as desired.

5. Click Save changes to save your changes.
6. Click OK.
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Assigning a group to a partition

This procedure is necessary only if multiple partitions are configured for Unica Campaign.
Only an account with the PlatformAdminRole role, such as the platform_admin user, can

perform this task.

1. Determine which groups you want to assign to each partition. Create the groups, if
necessary.

. Click Settings > User groups.

. Click the name of the group or subgroup that you want to assign to a partition.

. Click Edit properties.
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. Select the desired partition from the Partition ID drop-down list.

This field is available only when multiple partitions are configured.
6. Click Save changes to save your changes.
7. Click OK.

Adding a user to a group or subgroup

Use this procedure to add a user to a group or subgroup.

1. Click Settings > Users.

Note: You can perform the same task on the User groups page by clicking the

group name and then clicking Edit Users.

2. Click the user name you want to change.

3. Click the Edit groups link at the bottom of the page.

4. Click a group name in the Available groups box to select it.
5. Click the Add button.

The group name moves to the Groups box.

6. Click Save changes to save your changes.
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7. Click OK.

The user account details are displayed, with the group or subgroup you assigned
listed.

Removing a user from a group or subgroup

Use this procedure to remove a user from a group or subgroup.
! Important: Removing a user from a group or subgroup removes the roles assigned

to that group or subgroup from the user.

. Click Settings > Users.

. Click the user name you want to change.

. Click the Edit groups link at the bottom of the page.
. Click a group name in the Groups box to select it.
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. Click the Remove button.

The group name moves to the Available groups box.
6. Click Save changes to save your changes.
7. Click OK.
8. Click the Edit properties link at the bottom of the page.
9. Change the name or description as desired.
10. Click Save changes to save your changes.
11. Click OK.

The user group management pages

These are the fields you use to configure user groups.
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Fields on the New group, New subgroup, and Edit properties pages

Table 7. Fields on the New group, New subgroup, and Edit properties pages

Field

Description

Group name

The group name. The limit is 64 characters.

You may use the following characters when you create a group

name.

« Upper and lower case alphabetic characters (A- 2)
« Numbers (0- 9)

- Single quote (')

* Hyphen (-)

« Underscore ()

* The 'at' sign (@

« Forward slash (/)

« Parenthesis

« Colon (:)

« Semi-colon (;)

« Space (except as the first character)

« Double byte characters (such as alpha-numeric Chinese

characters)

Do not give a group or subgroup a the same name as system-de-
fined roles. For example, do not name a group "Admin," which is
a role name used in Unica Campaign. Doing so can cause prob-

lems during upgrades.

Unica names preserve case for display purposes, but use case-
insensitive rules for comparison and creation (for example,
you cannot create both Admin and admin as as separate group

names).
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Table 7. Fields on the New group, New subgroup, and Edit properties pages
(continued)

Field Description

When you create a subgroup, it is a good idea to give your sub-

group a name that relates it to its parent group.

Description The group description. The limit is 256 characters.

It is helpful to include the roles you plan to give the group or sub-
group in the description. Then you can see at a glance on the

group detail page both the roles and users.

Partition ID Available only when multiple partitions are configured.

If you assign a partition to a group, the members of that group
are members of that partition. A user can be a member of only

one partition.

Fields on the Edit users and Edit roles pages

Table 8. Fields on the Edit users and Edit roles pages

Field Description

Available groups or | A list of groups and subgroups or roles to which the user is not

Available roles assigned.
Groups or Roles A list of groups and subgroups or roles to which the user is as-
signed

Creating a role

You should create new roles only for products that have detailed permissions. The reporting
function and some Unica products have only basic permissions available, so there is no

need to create additional roles for these products.



Unica Platform V12.1 Administrator's Guide | 1 - Administrator Guide | 37

1. Click Settings > User roles & permissions.
2. Click the plus sign next to the product name in the list on the left, and then click the
name of the partition where you want to create the role.
3. For Unica Campaign only, if you want to create a new role under the Global Policy,
click Global Policy.
. Click Add roles and assign permissions.
. Click Add arole.

. Enter a name and description for the role.

N o o B

. Click Save changes to save the role, or Save and edit permissions to go to the

Permissions page to add or modify permissions for any of the roles in the list.

Modifying role permissions

Use this procedure to modify role permissions.

1. Click Settings > User roles & permissions.

2. Click the plus sign next to a product in the list on the left, and then click the name of
the partition where you want to modify a role.

3. For Unica Campaign only, if you want to create a new role under the Global Policy or a
user-created policy, click the policy name.

4. Click Add roles and assign permissions.

5. Click Save and edit permissions

6. Click the plus sign next to a role group to display all available permissions and the
state of those permissions within each role.

7. In the role column where you want to modify permissions, click the box in the
permissions rows to set the state to Grant, Deny, or Not granted.

8. Click Save changes save your changes.
You can click Revert to saved to undo changes since your last save and remain on the
Permissions page, or Cancel to discard your changes since your last save and go to
the partition or policy page.
Removing a role from the system

Use this procedure to remove a role from Unica.
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! Important: If you remove a role, it is removed from all users and groups to which it

was assigned.

1. Click Settings > User roles & permissions.

2. Click the plus sign next to a product in the list on the left, and then click the name of
the partition where you want to create the role.

3. For Unica Campaign only, if you want to create a new role under the Global Policy,
click Global Policy.

4. Click Add roles and assign permissions.

5. Click the Remove link for the role you want to delete.

6. Click Save changes.

Assigning a role to or removing a role from a group

If you add a role to a group or remove a role from a group, members of that group acquire or

lose that role.

1. Click Settings > User groups.
2. Click the name of the group that you want to work with.

3. Click Assign roles.

Roles that are not assigned to the group are shown in the Available roles box on the
left. Roles that are currently assigned to the group are shown in the Roles box on the
right.

. Click a role name in the Available roles box to select it.

. Click Add or Remove to move the role name from one box to the other.

. Click Save changes to save your changes.

. Click OK.

N o o b

Assigning a role to or removing a role from a user
Use the Edit roles window to assign a role to or to remove a role from a user.

Complete the following tasks to assign or remove a role from a user:
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1. Click Settings > Users.
2. Click the name of the user account that you want to work with.

3. Click Edit roles.

Roles that are not assigned to the user are shown in the Available Roles box on the

left. Roles that are currently assigned to the user are shown in the Selected roles box

on the right.
4. Select arole in the Available roles box. Complete one of the following tasks:

« To assign a role to a user, select a role in the Available roles box, and click Add.

» To remove a role from a user, select a role in the Selected roles box, and click

Remove.
5. Click Save changes, and then click OK.

Definitions of permission states

For each role, you can specify which permissions are granted, not granted, or denied. You

set these permissions on the Settings > User roles and permissions page.

These states have the following meanings.

« Granted - indicated with a check mark . Explicitly grants permission to perform
this particular function as long as none of the user's other roles explicitly denies

permission.

* Denied - indicated with an "X" "', Explicitly denies permission to perform this
particular function, regardless of any other of the user's roles which might grant

permission.

* Not granted - indicated with a circle' . Does not explicitly grant nor deny permission

to perform a particular function. If this permission is not explicitly granted by any of a

user's roles, the user is not allowed to perform this function.

Permissions for products that use only basic roles

The following table describes the functional definitions of the roles available for the Unica

products that use only the basic roles. See the product documentation for additional

information.
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Table 9. Permissions for products that use only basic roles

Application Roles
Leads Leads roles are reserved for future use.
Reports  ReportsSystem - grants the r eport _syst empermission,

which gives you access to the Report SQL Generator and
Sync Report Folder Permissions options in the Settings
menu.

» ReportsUser - grants the r eport _user permission, which is
used by the Authentication Provider installed on the IBM®
Cognos® 11 Bl system only.

For information about authentication options for the IBM® Cog-
nos® 11 Bl integration and how the Authentication Provider us-
es the reporting permissions, see the Cognos Reports Installa-

tion and Configuration Guide.

Unica Deliver « Deliver_Admin - Has full access to all features.

«» Deliver_User - Reserved for future use.

Access is further defined through the security policies in Uni-
ca Campaign. See the Unica Deliver Startup and Administrator's

Guide for details.

Unica Interact « InteractAdminRole - Has full access to all features.

Unica Collaborate « collab_admin - Has full access to all features.

- corporate - Can use Unica Campaign and Unica Collabo-
rate to develop reusable Lists and On-demand Campaign
templates. Can create and execute Corporate Campaigns.

- field - Can participate in Corporate Campaigns and can
create and execute Lists and On-demand Campaigns in

Unica Collaborate.
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Table 9. Permissions for products that use only basic roles (continued)

Application Roles

Unica Plan « PlanUserRole - By default, users with the PlanUserRole role
have very few permissions enabled in Unica Plan. They
cannot create plans, programs, or projects and have limit-
ed access to the Administrative settings.

 PlanAdminRole - By default, users with the PlanAdminRole
role have most permissions enabled in Unica Plan, includ-
ing access to all administrative and configuration settings,

allowing a broad range of access.

Access is further defined through the security policies in Unica

Plan.

Unica Journey « Journeyadmin: Users have access to all administrative
and configuration settings, allowing a broad range of ac-
cess.

« Journeyuser: Users have limited access to administrative
and configuration settings. They can only view the settings

but cant perform crude operations on them.

Unica Centralized | OfferAdmin: Users have access to all administrative and config-

Offer Management | uration settings, allowing a broad range of access.

OfferUser: Users have limited access to administrative and con-

figuration settings.

IBM SPSS Model- « SPSSUser - Users with the SPSSUser role can do the fol-
er Advantage En- lowing:

terprise Marketing o Run reports

Management Edi- > View items in their Content Repository

tion o Perform scoring
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Table 9. Permissions for products that use only basic roles (continued)

Application

Roles

« SPSSAdmin - Users with the SPSSAdmin role have all per-
missions enabled in IBM SPSS Modeler Advantage Enter-
prise Marketing Management Edition, including access to

all administrative and configuration settings.

Permissions for Unica Platform

The following table describes the permissions you can assign to roles in Unica Platform.

Table 10. Unica Platform permissions

Permission

Description

Administer users

page

Allows a user to perform all user administration tasks on the
Users page for user accounts in his or her own partition: add
and delete internal user accounts, and modify attributes, data

sources and role assignments

Access users page

Allows a user to view the User page.

Administer User

groups page

Allows a user to perform all actions on the User groups page ex-
cept assign a partition to a group, which can only be done by the
platform_admin user. This permission allows a user to create,
modify, and delete groups, manage group membership, and as-

sign roles to groups.

Administer User

roles page

Allows a user to perform all actions on the User roles & permis-
sions page: create, modify, and delete roles in Unica Platform
and Unica Campaign, and assign users to roles for all listed Uni-

ca products.

Administer Config-

uration page

Allows a user to perform all actions on the Configuration page:
modify property values, create new categories from templates,

and delete categories that have the Delete Category link.
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Table 10. Unica Platform permissions (continued)

Permission Description

Administer Data fil- | Allows a user to perform all actions on the Data filters page: as-

ters page sign and remove data filter assignments.

Administer Sched- | Allows a user to perform all actions on the Schedule manage-

uled tasks page ment page: view and modify schedule definitions and view runs.
Administer dash- Allows a user to perform all actions on the dashboards pages:
boards create, view, modify, and delete dashboards, assign dashboard

administrators, and administer dashboard access.

Permissions for Opportunity Detect

The following table describes permissions that you can assign to roles in Opportunity
Detect.

All permissions that have the Not Granted status are treated as Denied.

Table 11. Permissions in Opportunity Detect

Permission Description
View only Can access all of the user interface, in view-only mode.
Design triggers - Can create workspaces and design trigger systems.

« Can create, modify, and delete all trigger related resources.

« Can access Workspace, Component, Audience Level, Data
Source, and Named Value List pages.

« Can not access the Server Groups page or the Deployment
tab of a workspace.

« Can not set off a batch run.

« Can not administer objects that the web service creates

when Opportunity Detect is integrated with Unica Interact.
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Table 11. Permissions in Opportunity Detect (continued)

Permission

Description

Run for testing

« Deploy deployment configurations and run batch deploy-
ment configurations on server groups not designated for
production.

« Can access Server Group page and the Deployment tab of
a workspace, but can not designate a server group for pro-
duction.

« Can not deploy deployment configurations or run deploy-

ment configurations that use a production server group.

Run for production

« Deploy deployment configurations and run batch deploy-
ment configurations on any server group.

« Perform all actions on the Server Group page and the De-
ployment and Batch Run tabs of a workspace, including

designating a server group for production.

Administer real

time

Manage objects that the web service creates when Opportunity

Detect is integrated with Unica Interact to enable real time mode.

Allows the following.

« Delete workspaces and components created by the web
service.
- Start and stop real time deployment configurations and up-

date their log level.

The user with this permission alone can not start runs for real

time deployment configurations.

No one, even with this permission, can do any of the following.
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Table 11. Permissions in Opportunity Detect (continued)

Permission Description

« Delete and update audience levels, data sources, named
value lists, server groups, or deployment configurations
created by the web service.

« Create and deploy deployment configurations created by

the web service.

Configuration management

When Unica is first installed, the Configuration page shows only the properties used to
configure Unica Platform and some global configuration properties. When you install
additional Unica applications, the properties used to configure these applications are
registered with Unica Platform. These properties are then shown on the Configuration page,

where you can set or modify their values.

Some applications might have additional configuration properties that are not stored in
the central repository. See application documentation for complete information about all

configuration options for the application.

Property categories

The Reports, General, and Unica Platform categories are present when Unica Platform is
first installed. These categories contain properties that apply across all Unica applications

installed in a suite.

* The default locale setting

« The Security category and sub categories with properties that specify login modes
and mode-specific settings.

 Password settings

« Properties that configure data filters

« Properties that configure schedules
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« Properties that configure the reporting feature

« Properties that configure how alerts are handled

Depending on the Unica applications that are installed, additional categories contain
application-specific categories and sub categories. For example, after Unica Campaign
is installed, the Campaign category contains Unica Campaign-related properties and sub

categories.

Category types

A category can be one of three types, which are identified by different icons.

Table 12. Icons for category types

Category type Icon

Categories that contain no configurable properties

Categories that contain configurable properties

Template categories that you can use to create a category

: L =l
Names of template categories are also shown in italics and en- E

closed in parentheses.

Templates for duplicating categories

The properties for an Unica application are registered with Unica Platform when the
application is installed. When an application requires users to create duplicate categories

for configuration purposes, a category template is provided.

To create a category, you duplicate the template. For example, you can create a new Unica

Campaign partition or data source by duplicating the appropriate template.
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You can also delete any category that was created from a template.

Category naming restrictions

The following restrictions apply when you name a category that you create from a template.

« The name must be unique among categories that are siblings in the tree (that is,
among categories that share the same parent category).

« The following characters are not allowed in category names.

I 2 ' S % &)+,

Ae>+?2@[]1({}/\ ~

Also, the name cannot start with a period.

Property descriptions

You can access property descriptions in either of the following ways.

« Click Help > Help for this page to launch online help and display a topic that describes
all of the properties for the page you are viewing.

« Click Help > Product documentation to launch a page that gives you access to all
of the product documentation in online or PDF format. All property descriptions are

included as an appendix in the Unica Platform Administrator's Guide.

The refresh function

A refresh button located at the top of the Configuration navigation tree provides the

following functions.
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« Refreshes the contents of the tree, which is useful you want to obtain the latest
information about configuration settings. These settings might have been updated
while you are viewing the tree (for example, when an application has been registered
or unregistered or when someone else has updated settings).

« Returns the navigation tree to the state it was in the last time you selected a node,
collapsing or expanding the tree as necessary.

! Important: If you are in edit mode when you click Refresh, the page is returned

to the read mode. Any unsaved changes are lost.

The default user locale preference

Unica Platform contains a default locale attribute that applies to all Unica applications that

implement it.

You can set this default by setting the value of the Region setting property in the Platform

category.

For details on this property, see its online help in the Configuration area or the Unica
Platform Administrator's Guide. To learn whether an Unica application implements this

attribute, see the documentation for that application.

In addition, you can override these default values on a per-user basis by changing the value

of this property in the user's account.

Navigating to a category

Use this procedure to navigate to a category on the Configuration page.

1. Log in to Unica.
2. Click Settings > Configuration in the toolbar.

The Configuration page shows the Configuration Categories tree.
3. Click the plus sign beside a category.
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The category opens, showing sub categories. If the category contains properties, they
are listed along with their current values.

The internal names for the categories are displayed under the page title. You use
these internal names when you manually import or export categories and their
properties using the confi gTool utility.

4. Continue to expand the categories and sub categories until the property you want to
edit appears.

Editing property values

Use this procedure to modify a property value on the Configuration page.

1. Navigate to the category that contains the property you want to set.

The Settings page for the category shows a list of all the properties in the category
and their current values.
2. Click Edit settings.

The Edit settings page for the category shows the property values in editable fields.

3. Enter or edit values as needed.

In UNIX™, all file and directory names are case-sensitive. The case of any file and
folder name you enter must match the case of the file or folder name on the UNIX™
machine.

4. Click Save changes to save your changes or Cancel to exit the page without saving.

Creating a category from a template

Use this procedure to create a category from a template on the Configuration page.

1. On the Configuration page, navigate to the template category you want to duplicate.

Unlike other categories, template category labels are in italics and enclosed in
parentheses.
2. Click the template category.
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3. Enter a name in the New category name field (required).
4. You can edit properties within the new category now, or later.

5. Click Save changes to save the new configuration.

The new category appears in the navigation tree.

Deleting a category
Use this procedure to delete a category on the Configuration page.
On the Configuration page, some categories can be deleted and others cannot. Any

category you create from a template can be deleted. In addition, when an Unica product is

registered, its set of categories might include categories that can be deleted.

1. On the Configuration page, navigate to the category you want to delete and click to

select it to open its Settings page.

If the category you have selected can be deleted, you see a Delete Category link.

2. Click the Delete category link.

A window shows the message, Are you sure you want to delete "category name"?
3. Click OK.

The category no longer appears in the navigation tree.

Dashboard management

Dashboards are configurable pages that contain information useful to groups of users who
fill various roles within your company. The components that make up dashboards are called

portlets. Dashboards can contain pre-defined portlets or portlets that you create.

You can create and configure dashboards yourself, or you can use the pre-assembled
dashboards. Pre-assembled dashboards contain pre-defined portlets in combinations that

are designed to be useful to users in a variety of roles within your organization.

You can also create your own custom portlets from Unica product pages, pages on your

company intranet, or pages on the internet.
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Dashboard planning

To plan how your organization uses the dashboard feature, you should work with your
marketing management team to decide the following details.

» Which dashboards your users need.

» Which users should have access to which dashboards.

» Which portlets should go into each dashboard.

* Who should be designated as the dashboard administrator for each dashboard after
the dashboards are rolled out. The dashboard administrator manages user access to

the dashboard and modifies individual dashboard content and layout if necessary.

Dashboard audiences

You can control who views your dashboards by associating them with groups or by
assigning individual users to them. Members of a group can access the dashboard or

dashboards associated with that group, while non-members cannot view these dashboards.

You can also create one or more global dashboards, which can be seen by all Unica users

within a partition regardless of their group membership or individual assignments.

When you create a global dashboard, you should include portlets that are of interest to the
widest possible range of users. For example, if you have installed Unica Campaign, you may

want to include the My Custom Bookmarks portlet, one of the pre-defined Unica portlets.

User permissions required to view dashboards

Dashboards allow Unica users to view pages from multiple products (such as Unica Plan
and Unica Campaign) in a single page, regardless of the permissions that are configured for
them within those products.

Some dashboard portlets allow users to perform work in an Unica product by clicking
a link within a portlet to open a page on which they can work. If the user does not have
permissions to perform the task, the page does not display.
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Some content within portlets is filtered based on the user. For example, if a user never
works directly with campaigns, the My Recent Campaigns portlet might not display any
links.

Pre-defined portlets

Unica provides two types of pre-defined dashboard portlets, which you can enable and then

add to any dashboard you create.

Unica pre-defined portlets use Unica Platform single-sign-on mechanism to access Unica
content. Users are not prompted for credentials when they view a dashboard containing
these portlets.

« List: A list of Unica items specific to the user. Examples of list portlets are My Recent
Campaigns (Unica Campaign), My Alerts (Unica Plan, and the Continent Summary
report (Digital Analytics for On Premises).

« IBM® Cognos® or Unica Insights reports: A specially formatted version of Unica
reports.

You can also create your own custom dashboard portlets.

Pre-defined portlet availability

Unica provides pre-defined portlets with many of its products. Availability of the pre-defined
portlets depends on the Unica products you have installed. Also, the report portlets are

available only when the reporting with Unica Insights or IBM Cognos is implemented.

You must enable the pre-defined portlets in Unica Platform before you can use them in

a dashboard. Unica portlets are listed in Unica Platform whether or not the product they
belong to is installed. It is a good practice to enable only those portlets that belong to
products that are installed. Only the portlets that are enabled appear in the list of portlets

you can add to a dashboard.
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Unica Plan report portlets

The following table describes the Unica Plan dashboard portlets that are available after
the Unica Insights is installed or the Cognos Unica Plan Reports package for Cognos is

installed.

Table 13. Standard Unica Plan report portlets

Report

Description

Budget by Project
Type

An example report shows a 3-D pie chart of the budget per
project type for the current calendar year. This report requires

the Financial Management module.

Completed Projects

by Quarter

An example report shows a 3-D bar chart of the number of early,

on-time, and late projects completed this quarter.

Forecast by Project

Type

An example report shows a 3-D pie chart of the forecasted

spending per project type for the current calendar year.

Manager Approval | An example report shows data for active and completed ap-
Summary provals for all In Progress projects in the system.

Manager Task An example report shows data for active and completed tasks
Summary for all In Progress projects.

Marketing Financial

An example report shows a timeline with Budget, Forecasted,

Position Committed, and Actual amounts for all plans in all states in the
current calendar year. This report requires the Financial Manage-
ment module.

My Task Summary | An example report shows data about all active and completed

tasks for the user who is viewing the report in all In Progress

projects.

My Approval Sum-

mary

An example report shows data about active and completed ap-
provals for the user who is viewing the report in all In Progress

projects.



Unica Platform V12.1 Administrator's Guide | 1 - Administrator Guide | 54

Table 13. Standard Unica Plan report portlets (continued)

Report Description

Projects by Project | An example report shows a 3-D pie diagram that shows all In

Type Progress projects in the system by template type.

Projects by Status | An example report shows a 3-D bar chart that shows all projects
in the system by status: draft, in progress, on hold, canceled, and
finished.

Projects Requested | An example report shows a timeline graph of the number of
and Completed project requests and number of completed projects per month.
This report counts project requests with the following states on-

ly: Submitted, Accepted, or Returned.

Spend by Project An example report shows a 3-D pie chart of the actual amount
Type that is spent per project type in the current calendar year. This

report requires the Financial Management module.

Unica Plan list portlets

If the Unica Plan reports package is not installed, you still have access to the Unica Plan list

portlets that are available on your dashboard.

Your system administrator selects the portlets that members of your organization can add
to the dashboard. To manage your dashboards and add portlets to them, select Dashboard

> Create Dashboard.

Table 14. Standard Unica Plan list portlets

Report Description

Approvals Awaiting | List of approvals that wait for your action.

Action
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Table 14. Standard Unica Plan list portlets (continued)

Report

Description

Manage My Tasks

Lists your Pending and Active tasks and Not Started and In
Progress approvals. An option to change the status of each item

appears.

« For tasks, you can change the status to Finish or Skip.

« For Not Started approvals, you can change the status to
Submit or Cancel.

« For In Progress approvals that you own, you can change
the status to Stop, Finish, or Cancel.

« For In Progress approvals that you are assigned to ap-

prove, you can change the status to Approve or Reject.

My Active Projects

Lists your active projects.

My Alerts

Lists your Unica Plan alerts.

My Project Health

Lists the name, health status, percentage complete, and number
of tasks that are assigned to you for each project that you own
or that includes you as a reviewer or member. The percentage

complete is calculated as:

(Number of Finished Tasks + Nunber of Ski pped Tasks)/
Total Number of Workfl ow Tasks

« To recalculate project health status, click %s. The system
recalculates the health status for display by this portlet on-

ly. It does not work elsewhere in Unica Plan.

Note: Project health calculations can be made only

at 5-minute intervals.

« If you own more than 100 projects, click Show All to open

the list in a new dialog.
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Table 14. Standard Unica Plan list portlets (continued)

Report Description

« To export listed project data into a .CSV file, click Export.

* You can view the summary information for a project on
the Summary tab. To view more metrics for project health,
click the percentage complete indicator. To view the My

Tasks list, click the number in the Tasks column.

My Requests Lists requests that you own.

My Tasks Lists tasks that you own.

Projects Over Bud- | Lists all projects that are over budget for the calendar year.
get
Note: This report requires the Financial Management

module.

Report portlets for Unica Campaign

The Unica Insights or IBM® Cognos® report portlets are provided with the Unica Campaign
reports package. Use the report portlets to analyze response rates and campaign

effectiveness.

You can enable and then add pre-defined dashboard portlets to any dashboard that you
create. To manage your dashboards and add portlets to them, click Dashboard > Create
Dashboard.

Table 15. IBM® Cognos® report portlets for Unica Campaign

Report Description

Unica Campaign A report that compares, at a high level, the ROl of campaigns
Return on Invest- created or updated by the user viewing the report.

ment Comparison
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Table 15. IBM® Cognos® report portlets for Unica Campaign (continued)

Report

Description

Unica Campaign
Response Rate

Comparison

A report that compares the response rates of one or more cam-

paigns created or updated by the user viewing the report.

Unica Campaign
Revenue Compari-

son by Offer

A report that compares the revenue received to date per cam-
paign containing offers created or updated by the user viewing

the report.

Offer Responses

for Last 7 Days

A report that compares the number of responses that were re-
ceived over the last 7 days based on each offer created or up-

dated by the user viewing the report.

Offer Response

Rate Comparison

A report that compares the response rate by offer created or up-

dated by the user viewing the report.

Offer Response

Breakout

A report that shows the active offers created or updated by the

user viewing the report, broken out by status.

Unica Campaign list portlets

The standard Unica Campaign list portlets are available for use on dashboards even if the

reports package for Unica Campaign is not installed.

Table 16. Unica Campaign list portlets

Report Description
My Custom Book- | A list of links to websites or files created by the user viewing the
marks report.
My Recent Cam- A list of the most recent campaigns created by the user viewing
paigns the report.
My Recent Ses- A list of the most recent sessions created by the user viewing
sions the report.
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Table 16. Unica Campaign list portlets (continued)

Report

Description

Unica Campaign

Monitor Portlet

A list of the campaigns that have run or are currently running

that were created by the user viewing the report.

Unica Deliver report portlets

The following dashboard portlets are available with unica Insights or with the Unica Deliver

reports package.

Report

Description

Recent Email Bounce

Responses

This dashboard report presents data for various types of
email bounces as a bar chart. The chart presents current
bounce responses for the five most recent mailings that were

sent before the current day.

Recent Email Cam-

paigns Sent

This dashboard report provides a summary view of your
most recent mailing activity. It lists totals for message trans-
mission, recipient responses, and email bounces for the five

most recent mailings that were sent before the current day.

Unica Interact report portlet

Interaction Point Performance - Shows the number of offers accepted per interaction point

over a seven day period.

This dashboard report is defined to point to the interactive channel with the ID of 1. To

create additional versions of this report (to report on additional interactive channels) or to

change the ID of the interactive channel that this report points to, see How to configure the

Interaction Point Performance dashboard portlet (on page 59).
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How to configure the Interaction Point Performance dashboard
portlet

Unica Interact has one Cognos® dashboard report: Interaction Point Summary. Because
dashboard reports do not prompt users for query parameters, the channel ID of the
interactive channel in the Interaction Point Performance report is a static value. By
default, the channel ID for this report is set to 1. If the channel ID is not correct for your
implementation, you can customize the report and change the channel ID in the report's

filter expression.

To customize any of the Cognos® reports, you need Cognos® report authoring skills. For
detailed documentation about creating and editing Cognos® Bl reports, see the Cognos®
Bl documentation, especially Cognos® BI Report Studio Professional Authoring User Guide

for your version of Cognos®.

For information about the queries and data items in the Interaction Point Performance
report, see the reference documentation that is provided in the Unica Interact reports

package.

To display a chart for more than one interactive channel in the Dashboard, make a copy of
the Interaction Point Performance Dashboard and modify the channel ID. Then, create a new

dashboard portlet for the new report and add it to your dashboards.

Unica Collaborate list portlets

This section describes the standard Unica Collaborate portlets that are available for use on
dashboards.

Table 17. Unica Collaborate list portlets

Report Description

List Management | A list of active Lists for the user viewing the report.

Campaign Manage- | A list of active Corporate Campaigns and On-demand Cam-

ment paigns for the user viewing the report.
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Table 17. Unica Collaborate list portlets (continued)

Report

Description

Subscription Man-

agement

A list of subscriptions to Corporate Campaigns for the current

user.

Calendar

The Calendar showing the schedule for active Corporate Cam-

paigns and On-demand Campaigns.

Unica Optimize list portlets

The standard Unica Optimize portlets that are available for use on dashboards.

These portlets are available for use in the Unica dashboard only.

Table 18. Unica Optimize list portlets

A two-column table that describes the Unica Optimize list portlets.

Report

Description

My recent Unica

Optimize sessions

A list of the last 10 Unica Optimize sessions run by the user

viewing the report within the last 30 days.

My recently suc-
cessful Unica Opti-

mize run instances

A list of the last 10 Unica Optimize sessions run by the user
viewing the report that completed successfully within the last 30

days.

My recently failed
Unica Optimize run

instances

A list of the last 10 Unica Optimize sessions run by the user
viewing the report that did not complete successfully within the

last 30 days.

Pre-assembled dashboards

Unica provides pre-assembled dashboards that include portlets appropriate for various

audiences.
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Pre-assembled dashboards are available as soon as you install Unica Platform. However,

to fully implement these dashboards you must also install any products required to support

the portlets they include, and the portlets must be enabled.

For a pre-assembled dashboard to be available, at least one of the products that support it

must be installed. For example, if a pre-assembled dashboard includes portlets that come

from Unica Campaign and Unica Deliver, the dashboard will be available if either of these

products is installed. If neither product is installed, the dashboard is not shown in the user

interface. If one of the products is missing, the portlets that depend on that product are

listed with a message indicating that they are not available.

List of pre-assembled dashboards

The following table describes the pre-assembled dashboards: their purpose, the portlets

that comprise them, and the required products.

Table 19. List of pre-assembled dashboards

results from cam-

« Campaign Per-

Pre-assem- .
Purpose Portlets Required products
bled dashboard
Campaign Manage- | This dashboard « Financial Sum- « Unica Cam-
ment shows the financial mary by Offer paign

« Unica Insights

» My Task Sum-

mary

paigns. formance Com- or Unica Cam-
parison paign Report
Pack
Project and Traffic This dashboard pro- « My Tasks « Unica Plan
Management vides status updates « My Alerts « Unica Insights
for projects. « My Active or Unica Plan
Projects Report Pack
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Table 19. List of pre-assembled dashboards (continued)

Pre-assem-
bled dashboard

Purpose

Portlets

Required products

* Projects Re-
quested and
Completed

« Approvals
Awaiting Ac-
tion

» My Approval
Summary

* Projects by
Status

Project Member

This dashboard
shows tasks that re-
quire action and al-
lows users to close

completed tasks.

» My Tasks

* My Active
Projects

» My Alerts

* My Requests

Unica Plan

Project Requests and

Approvals

This dashboard
shows tasks that re-
quire action, and pro-
vides status updates
on projects and a
high level overview
of the marketing fi-
nancial position and
where funds are be-

ing spent.

 Approvals
Awaiting Ac-
tion

« My Alerts

 Marketing Fi-
nancial Posi-
tion

* Projects by
Project Type

* Budget by
Project Type

« Unica Plan with
the Financial
Management
Module

« Unica Insights
or Unica Plan

Report Pack



Unica Platform V12.1 Administrator's Guide | 1 - Administrator Guide | 63

Table 19. List of pre-assembled dashboards (continued)

Pre-assem-

Purpose Portlets Required products
bled dashboard

« Spend by
Project Type

» Completed
Projects by

Quarter

Project Financials This dashboard pro- « Approvals « Unica Plan with

vides a high level Awaiting Ac- the Financial

overview of the mar- tion Management

keting financial posi-  Marketing Fi- Module

tion and where funds nancial Posi- « Unica Insights

are being spent. tion or Unica Plan

* Alerts Report Pack

« Projects by
Type

« Completed
Projects by
Quarter

IBM® Cognos® report performance considerations

Reports are desirable components to add to dashboards because they add a visual element
that makes it easy to scan large amounts of data. However, because reports require
additional processing resources, performance can become an issue when many users

access dashboards that contain many reports on a regular basis.

While organizations use data in different ways tailored to their needs, this section provides
some general guidelines that should help you improve performance for dashboards that
contain IBM® Cognos® reports. All of these guidelines apply to IBM® Cognos® report

portlets, which are the most resource-intensive.
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Scheduling runs in IBM® Cognos®

IBM® Cognos® reports can be scheduled to run at regular intervals. When a report is
scheduled, it does not run every time a user accesses a dashboard containing that report.

The result is improved performance of dashboards containing the report.

Only Unica reports that do not contain a user ID parameter can be scheduled in Cognos®.
When a report has no ID parameter, all users see the same data; the data is not filtered

based on the user. The following portlets cannot be scheduled.

« All of the Unica Campaign pre-defined portlets
« The Unica Plan My Task Summary and My Approval Summary pre-defined portlets

Scheduling reports is a task that you perform in IBM® Cognos®; consult the Cognos®
documentation to learn more about scheduling in general. For specific scheduling

requirements for dashboard portlets, see Scheduling a dashboard report (on page 65).

Data considerations

You should plan scheduled runs based on the data contained in the report. For example,
you would run the Offer Responses for Last 7 Days dashboard report every night so that
it contains information relevant to seven days preceding the current day. In contrast, you
might choose to run the Marketing Financials Position dashboard report once a week,

because it compares financial indicators on a quarterly basis.

User expectations

An additional scheduling consideration is how frequently the intended users of the
report expect the data to be updated. You should consult users about this when planning

schedules.

Guidelines

Here are some broad guidelines to help you plan scheduling for dashboard IBM® Cognos®

reports.
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* Reports that include roll-up information should generally be scheduled to run every
night.

* Reports that contain many calculations should be placed on a schedule.

Scheduling a dashboard report

To schedule a dashboard report (either a pre-defined or user-created portlet), you must first

create a view and schedule it, and then configure the portlet as described here.

Note: You can schedule only those reports that are not filtered by user.

1. In Cognos®, copy the report and save it under a new name.

2. In Cognos®, open the copied report and save it as a view with the same name as the
original report. Save it in the Uni ca Dashboar d/ Product folder, where Product is
the appropriate product folder

3. In Cognos®, schedule the view.

4. In Unica, add the report to the dashboard, if you have not done so already.

5. Only if the report is one of the pre-defined portlets, do the following in Unica.

 On the Dashboard Administration page, click the Edit portlet icon next to the
portlet.
- Select Yes next to Has this report been scheduled?

« Click Save.

Dashboard setup

Topics in this section describe how to set up dashboards.

Permissions required to administer dashboards

Only users with the Administer Dashboards permission in a partition can administer all of
the dashboards in that partition. By default, this permission is granted to users with the

AdminRole role in Unica Platform.
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When Unica Platform is first installed, a pre-defined user, asm_admin, has this role for
the default partition, partition1. See your administrator for the appropriate dashboard

administrator credentials.

A user with the AdminRole role in Unica Platform can assign any Unica user to administer
individual dashboards in the partition to which that user belongs. Dashboard administration

is done in the dashboard administration area of Unica Platform.

Dashboard layout

The first time you add a portlet to a new dashboard, a window opens prompting you to
select and save a layout. You can change the layout later by selecting the tab for the

dashboard and selecting a different layout.

The options are as follows.

« 3 columns, equal width

« 2 columns, equal width

* 2 columns, 2/3-1/3 width
1 column, entire width

e Custom

Dashboards and partitions

If you are administering dashboards in a multi-partition environment, read this section to

understand how multiple partitions affect dashboards.

In a multi-partition environment, a user can view or administer only those dashboards

associated with the partition to which the user belongs.

When a dashboard administrator creates a dashboard, the following partition-related rules
apply.
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« Any dashboard that is created is available only to members of the same partition as
the user who created it.

« Only those pre-defined portlets that are enabled in the partition to which the
administrator belongs are available for inclusion in the dashboard.

« Only groups and users assigned to the same partition as the administrator are

available for assignment to the dashboard.

Overview of working with dashboards in a multi-partition
environment

When you have multiple partitions configured, follow these guidelines when you set up
dashboards.

1. Before working with dashboards, associate one or more groups with each partition,

and assign the appropriate users to each group.

Only the platform_admin user, or another user with the PlatformAdminRole
permissions can perform this task.
2. For each partition, ensure that at least one user has the Administer Dashboards

permission, and make a note of these user names.

The Unica Platform AdminRole role has this permission by default, but you might
want to create a role with more restricted access for dashboard administrators. These
dashboard administrators can administer all dashboards within their partition.
3. For each partition configured in your system, do the following.
a. Use an account that is a member of the partition and that can administer all

dashboards in a partition to sign in to Unica.

Refer to the list of users you created in the previous step.

b. On the Settings > Dashboard portlets page, enable pre-defined portlets as
needed.

c. On the Dashboard Administration page, create the needed dashboards and add
portlets.

d. For each non-global dashboard, assign users who can view the dashboard.
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You can assign individual users or groups to the dashboard.
e. For each dashboard, assign one or more users as dashboard administrator.

Enabling or disabling pre-defined portlets

Perform this task before you begin to create dashboards. You should enable only those

portlets that reference Unica products that you have installed.

1. Log in to Unica and select Settings > Dashboard portlets.

2. Click the check box next to portlet names to enable or disable them.
A check mark enables a portlet, and clearing the check box disables a portlet.

The portlets you selected are enabled and are available for inclusion in dashboards.

Creating a dashboard that is not pre-assembled

Use this procedure to create a dashboard that is not pre-assembled

1. In Unica, select Dashboard to open the Dashboard administration page.

All dashboards associated with your partition are shown.
2. Click Create dashboard to open the Create dashboard page.
3. Enter a unique title (required) and description (optional).
4. Select basic permissions.
« If you want to restrict access to users who belong to a group associated with
the dashboard, select User or group-specific dashboard.
« If you want all users in the partition to be able to view the dashboard, select
Global dashboard for everyone.
5. For the Type select Create dashboard.
6. Click Save.

Your new dashboard appears as a tab on the Dashboard administration page, and is

listed on the Administration tab.

You can now add portlets.
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Creating a pre-assembled dashboard

Use this procedure to create a pre-assembled dashboard.

1. Ensure that the portlets that comprise the pre-assembled dashboard you want to
create are enabled.

2. In Unica, select Dashboard to open the Dashboard administration page.

3. Click Create dashboard.

4. For the Type select Use pre-assembled dashboards.

The available pre-assembled dashboards are listed.

5. Select the pre-assembled dashboard you want to use and click Next.

A list of the portlets comprising the selected pre-assembled dashboard is displayed.
The list lets you know when a portlet is not available, either because the required
product is not installed or because the portlet has not been enabled.

6. Click Save to finish creating the dashboard.

Your new dashboard appears as a tab on the Dashboard administration page, and
is listed on the Administration tab. You can now modify the portlets it contains, if

necessary.

Adding a pre-defined portlet to a dashboard

Use this procedure to add a pre-defined portlet to a dashboard.

1. In Unica, select Dashboard and then select the tab for the dashboard you want to work
with.

2. Click Manage portlets to view a list of enabled portlets.

You can also access the Manage portlets page from the Administration tab, by
clicking the Manage Portlets icon on the dashboard.

3. Select the check box next to one or more portlets to select it for addition to the
dashboard.

Use the following features to assist you in selecting portlets.
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« Filter the list of portlets by name or by the product that is the source of the
portlet.
« Display all portlets at once or page through the list.
« Click column headings to sort the list alphabetically by source or portlet name,
in ascending or descending order.
4. Click Update.

The selected portlets are added to the dashboard.

Removing a portlet from a dashboard

Use this procedure to remove a portlet from a dashboard.

1. In Unica, select Dashboard.

A Dashboard Administration page opens. All dashboards associated with your
partition are shown, with their portlets listed.

2. In the dashboard where you want to remove a portlet, click the Delete icon next to the
portlet you want to remove.

3. Click Yes, Delete at the prompt.

The portlet is removed from the dashboard.

Changing the name or properties of a portlet

Use this procedure to change the name or properties of a portlet.

1. In Unica, select Dashboard

A Dashboard Administration page opens. All dashboards associated with your
partition are shown, with their portlets listed.
2. In the dashboard you want to work with, click the Edit Portlet icon next to the portlet

whose name you want to change.

An Edit Portlet window opens.
3. Edit the name, description, URL, or hidden variables of the portlet.
4. Click Save.
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Changing the name or properties of a dashboard

Use this procedure to change the name or properties of a dashboard.

1. In Unica, select Dashboard

A Dashboard Administration page opens. All dashboards associated with your
partition are shown.

2. In the dashboard you want to work with, click the Manage Settings icon at the bottom
of the dashboard.

A Settings tab opens.
3. Click the Edit Dashboard icon.

An Edit Dashboard window opens.

4. Edit the title, description, or type of the dashboard, enable or disable it, or change
whether users can change the layout..

5. Click Save.

Deleting a dashboard

Use this procedure to delete a dashboard.

1. In Unica, select Dashboard

A Dashboard Administration page opens. All dashboards associated with your
partition are shown.

2. In the dashboard you want to work with, click the Delete Dashboard icon at the bottom
of the dashboard.

3. When prompted, click Yes, Delete.

The dashboard is deleted.

Assigning or changing a dashboard administrator

Use this procedure to assign or change a dashboard administrator.
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1. In Unica, select Dashboard

A Dashboard Administration page opens. All dashboards associated with your
partition are shown, with their portlets listed.

2. Click the Manage Permissions icon at the bottom of the dashboard you want to work
with.
A Manage Permissions tab opens.

3. Click the Manage Dashboard Administrators icon.
A Manage Dashboard Administrators page opens. All dashboards associated with
your partition are shown, with their portlets listed.

4. Select or deselect names.
Users whose names are selected have administration permissions for the dashboard.
You can do the following to find users.

« Filter the list by entering all or part of a user name in the Search field.
« Display all users, or only unassigned users, or only assigned users.
« Sort the list by clicking column headings.
« Display all users at once (based on your filtering criteria) or page through the
list.
5. Click Update.

The Manage Portlets page

Refer to this table if you need help completing the fields in the Manage Portlets page.

Table 20. Fields on the Manage Portlets page

Field Description

Filter Enter part or all of a product name or portlet name to filter the
portlet list based on the product that supplies the report or the

name of the portlet.

Create Custom Click to open a page where you can create a portlet that uses a

Portlet URL you have obtained.
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Table 20. Fields on the Manage Portlets page (continued)

Field

Description

Create Quick Link
Portlet

Click to open a page where you can create a quick link portlet.

Quick link portlets

Quick links are pre-defined links to Unica products. Some quick links enable users to

perform basic actions in the Unica product within the dashboard, without navigating to the

product. You can configure portlets that contain a set of quick links that you choose.

Quick links for Unica products are installed when the product is installed. As of the 9.0.0

release, only Unica Plan provides quick links. The same security considerations apply for

quick links as for pre-defined portlets.

To add a quick links portlet to one of your dashboards, click Manage Portlets > Create

Quick Link Portlet and select the quick links you want to include.

The following table describes the quick links available when Unica Plan is installed.

Table 21. List of quick link portlets

Quicklink

Function

Create New Project

Request

Opens up a popup window where you can choose a project tem-
plate to create a Project Request. You can also click Continue to

open the Project Request wizard in the application.

Create New Project

Opens up a popup window where you can choose a Project tem-
plate to create a Project. You can also click Continue to open the

Project wizard in the application.

Add Invoice Opens the Add Invoice wizard in the application.
Projects Opens the Project List page in the application.
Reports Opens the Analytics > Operational Analytics page.

Resource Library

Opens the Asset Library page in the application.
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Table 21. List of quick link portlets (continued)

Quicklink Function

Approvals Opens the Approvals List page in the application.

Creating a quick link portlet

Use this procedure create a quick link portlet.

1. In the dashboard to which you want to add a quick link portlet, click Manage Portlets.

A Manage Portlet page opens, listing the pre-defined portlets.

2. Click Create Quick Link Portlet.

3. Enter a portlet name and description, and select the quick links you want to include in
the portlet.

4. Click Save to finish creating the portlet and to add it to the dashboard.

Custom portlets

Topics in this section describe how to create and use custom portlets.

Custom portlet types and availability

You can create portlets from the following types of Unica pages.

« Any Cognos® report, including Unica Interact Interaction Point Performance reports
that you have customized to point to additional interactive channels. You can
customize any existing dashboard reports as described in this guide, or you can
customize a non-dashboard report. For details on how to customize a non-dashboard
report, see the Unica Reports Installation and Configuration Guide.

* Quick links portlets, which you can build using pre-defined links to Unica products.

« Any Digital Analytics for On Premises or Digital Analytics for On Premises On Demand
report or dashboard that auto-updates.

« Any IBM Digital Analytics report.

In addition, you can create a portlet from a page on the internet or your company intranet.
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Portlets that you create yourself are available for use in any dashboard. Your custom
portlets are listed in the Manage Portlets window, where you can choose to add them to a
dashboard.

Authentication considerations for custom portlets

When you are planning to create portlets, you should keep in mind the following

authentication considerations.

« If your portlet is a Digital Analytics for On Premises report from an installation
configured to use Unica Platform for authentication or to use no authentication,
or a dashboard report from any other Unica product that uses Unica Platform for
authentication, users are not prompted for credentials when they view the portlet.

« If your portlet is a Digital Analytics for On Premises report from an installation that
is not configured to use Unica Platform for authentication, the user must enter login
credentials one time per browser session.

« If your portlet is a Netinsight OnDemand report or an internet or intranet page that
requires authentication, the portlet behaves as a browser would. The user must enter
login credentials in the content of the page the first time they view it during a browser
session, and cookies are used to keep the user logged in.

« If your portlet is an IBM Digital Analytics report, users can view only those reports
for which they have permissions in Digital Analytics. Also, if single-sign-on is enabled
with Digital Analytics, users can view Digital Analytics reports in Unica Platform
dashboards without entering their credentials. Otherwise, users must enter their
Digital Analytics credentials to view Digital Analytics reports in Unica Platform

dashboards.

Overview of the portlet creation process

This section provides an overview of the steps for creating a portlet, which are described in

detail elsewhere in this guide.

See the related references if you need more information about performing this procedure.
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1. Obtain and prepare the URL of the page you want to use as a portlet.
To do this, you obtain the URL and modify it as needed.
You can create portlets from the following sources.

« Digital Analytics for On Premises report
* IBM Cognos® report
« Digital Analytics report
* NetInsight OnDemand report and pages on the internet or your company
intranet
2. Add the URL to the Pl at f or m Adm n_URL. properti es file.

The Pl at f orm Adm n_URL. properti es file is located in the conf directory under
your Unica Platform installation.

3. Stop and restart the Unica Platform web application.

4. Add the portlet to a dashboard.

Preparing the URL from a Digital Analytics for On Premises report

Use this procedure for reports in a Digital Analytics for On Premises installation.

1. In Digital Analytics for On Premises, display the report you want to export.

If you are using a Digital Analytics for On Premises dashboard, only the top left report

on the dashboard is exported.

2. Click the Export icon ti located in the toolbar at the upper right of the report.

The Export options window opens.
3. Complete the fields as follows.

« Select Portlet URL from the Export Type drop-down.

* Select b Browser from the Format of Report drop-down.

« Specify the number of values to include in the report.

« Specify the width of the report graphic, in pixels. Path reports self-adjust their
size, regardless of the width you specify. Stacked bar reports automatically
increase the width you specify by 30%.

« Choose to hide the report header, as the portlet has a title that you can edit.
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4. Click Export.

The report URL is displayed in a dialog box.
5. Copy the URL and paste it into a text editor.
6. Add the following to the beginning of the report URL:

Your HCL_Uni ca_URL/ suiteSi gnOn?t ar get =
where Your HCL_Uni ca_URL is the login URL for your installation of Unica.
For example, suppose you have the following information.

* Your report URL is MyRepor t URL
* The login URL for your installation of Unica is ht t p: / / nyHost . nyDomai n: 7001/

uni ca

Your final URL would be ht t p: / / nyHost . myDomai n: 7001/ uni ca/ sui t eSi gnOn?
t ar get =MyReport URL

Preparing the URL from an IBM® Cognos® dashboard report
The format of an IBM® Cognos® dashboard portlet URL is as follows.

For information about creating dashboard reports with IBM® Cognos®, see the Unica

Reports Installation and Configuration Guide.

http(s)://HOST. DOVAI N: port/uni cal/ reports/jsp/dashboard_portlet.jsp?

pr oduct =Pr oduct & r eport =Report Nane

where

* Product is the name of the Unica application's subfolder in the Unica Dashboards
folder on the IBM® Cognos® system. That is: Canpai gn, | nt er act, or Pl an for Unica
Plan. (Plan was the previous name of the Unica Plan application.)

* Repor t Narre is the name of the dashboard report. For example: Campaign

Performance Comparison

For example,
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http://server X. exanpl e. com 7001/ uni ca/ reports/jsp/ dashboard _portlet.sp?

pr oduct =Canpai gn&r eport =Canpai gn Perfornmance Conpari son

If you have scheduled the report, add the following to the end of the URL:

& sVi ewstrue

Preparing the URL from a Digital Analytics report

Use this procedure for Digital Analytics reports.

If you want users to be able to view Digital Analytics reports in dashboards without having
to log in to Digital Analytics, you must enable single sign-on between Unica and Digital

Analytics.

1. Log in to Digital Analytics and navigate to the report that you want to add as a portlet.

2. Copy the URL shown in your browser.

The link is copied to your clipboard and is ready to be pasted into the IBM® Digital

Analytics URL field in the Create Custom Portlet window in Unica Platform.

To ensure the URL is not overwritten should you copy something else before using it

to create a portlet, you can paste it into a text editor.

Preparing the URL from an intranet or internet page

For portlets created from intranet or internet pages, including Digital Analytics for On
Premises pages, point your browser to the desired page and copy the URL from your

browser's address field.

Use the copied URL when you create your custom portlet.
Adding a custom portlet to a dashboard
Perform this procedure to add a custom portlet to a dashboard.

Before performing this procedure, you should have done the following.
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* Prepared a URL as described elsewhere in this section
 Added the URL to the Pl at f orm_Adm n_URL. pr oper ti es file, which is located in
the conf directory under your Unica Platform installation

« Stopped and restarted the Unica Platform web application

1. In Unica, select Dashboard and then select the tab for the dashboard you want to work
with.
2. Click Manage Portlets.

A Manage Portlets window opens.
3. Click Create Custom Portlet.

A Create Custom Portlet window opens.

4. Do one of the following sets of steps, depending on the type of portlet you are adding.

If you are creating a portlet that is not a Digital Analytics report portlet, do the

following.

« For the Type, select Custom.

« Complete the Name and Description fields.

« Paste the contents of your clipboard (which contains the URL you obtained
earlier) into the URL field.

If you are creating a Digital Analytics report portlet, do the following.

« For the Type, select IBM Digital Analytics.
« Complete the Name and Description fields.
« Paste the contents of your clipboard (which contains the URL you obtained
earlier) into the IBM Digital Analytics URL field.
5. Click Save.

The window closes and you return to the Administration tab. The new portlet is
located in the upper left corner, where it may overlay a previously added portlet. Click
and drag the portlet heading to place the portlet in an appropriate position in the
dashboard.
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Dynamic tokens

When you define a custom dashboard portlet, you can use pre-defined tokens that are
replaced with the values stored in Unica Platform for the current user when the portlet is
invoked.

This feature is not available for custom portlets from Digital Analytics.

The following tokens are supported.

e <user _nane>
e <user_first_nanme>
e <user | ast_nane>

e <user_emil >

The URL is invoked with hidden variables passed as request parameters.

The values must be present in the user details in Unica Platform. Also, you must know the

names of the variables used by the target web site.

To use these tokens, enter the name value pairs in the Hidden Variables field of the Create

Custom Portlet page. If you use multiple tokens, separate them with a semicolon.

For example, suppose you want to send a user's first and last name in a portlet URL. In this
example, the receiving web site expects f name and | namre to contain the user's first and last

names respectively. You would complete the URL and Hidden Variables fields as follows.

* URL - www. exanpl e. com

» Hidden Variables - f nane=<user first_nane>; | name=<user | ast _nane>

The Create Custom Portlet page

Refer to this table if you need help completing the fields on the Custom Portlet page.
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Table 22. Fields on the Create Custom Portlet page

Field Description
Type Select the portlet type: a portlet that is not from Digital Analytics,
or a portlet that is from Digital Analytics.
Name Enter an appropriate name for the portlet.
Description Enter a description for the portlet that lets other administrators

know why it is part of this dashboard.

URL or Digital Ana-
lytics URL

Paste in your prepared URL.

Hidden Variables

Available only when the portlet is not from Digital Analytics. If
your portlet requires users to log in, you can enter name/value
pairs to securely send these credentials to the site. You must ob-

tain the expected variable name from the web site.

Dashboard membership administration

Topics in this section describe how to manage dashboard membership.

The dashboard administrator

If you have been designated a dashboard administrator, you are responsible for managing

the membership, layout, and content of that dashboard. This section describes how to

manage dashboard membership.

Granting or removing dashboard membership

Use this procedure to grant or remove dashboard membership.

1. In Unica, select Dashboard and then select the tab for the dashboard you want to work

with.

2. Click the Manage Permissions icon at the bottom of the dashboard you want to work

with.
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A Manage Permissions tab opens.

3. Click the Manage Dashboard Users icon.

A Manage Dashboard Users page opens.

4. Select or deselect the checkbox to grant or remove access to the dashboard.
Users whose names are selected can view the dashboard.
You can do the following to find users.

« Filter the list by entering all or part of a user name in the Search field.
« Display all users, or only unassigned users, or only assigned users.
« Sort the list by clicking column headings.
« Display all users at once (based on your filtering criteria) or page through the
list.
5. Click Update.

The Unica Scheduler

The Unica Scheduler enables you to configure a process to run at intervals that you define.

Items that you can schedule

You can schedule the following.

« Unica Campaign flowchart runs

Note: The Unica Scheduler is completely independent of the Schedule process
in Unica Campaign.

« Unica Optimize optimization session and post-optimization flowchart runs
« Unica Deliver mailings

« Unica Plan bulk deactivations

« Calls to external APIs

« Unica alerts and notifications

« External batch or shell scripts
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Schedules and runs

The scheduler uses two basic concepts: schedules and runs.

« A schedule is any task that you want to run once or on a recurring basis. When you
define a schedule you specify the Unica object, the start and end dates, and optionally,
the frequency with which the task is run (called a recurrence pattern).

« A run is an execution instance of a schedule.

Types of schedules

There are three types of schedules.

 Time-based - Runs occur at specified times.

« Trigger-based - Runs occur when a schedule receives a specified trigger (for example,
when another schedule sends a trigger on success or failure of its run, or when the
scheduler utility sends a trigger).

 Multiple-run-based - Runs are dependent on other schedules, and occur only when

multiple other schedules have finished their runs

Schedule notifications

You can set up notifications that are sent to yourself for schedules you create, and
administrators can set up notifications that are sent to groups of users for schedules

created by anyone.

Scheduler triggers that are sent on success or failure of runs

When you create or edit a schedule, you can configure a trigger that the schedule sends on
success or failure of a run, and you can also configure one or more schedules to listen for

these triggers.
Triggers work across products. For example, a Unica Campaign flowchart can send a trigger
that starts an Unica Deliver mailing.

A trigger is a text string that the Unica Scheduler can send when a run completes

successfully or when a run fails. Each schedule can send one trigger on successful
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conclusion of a run, and one trigger on failure of a run. Also, each schedule can listen for

one success and one failure trigger.

All schedules set to listen for a trigger receive all sent triggers, but a schedule initiates a run
only if it receives the trigger for which it is listening. An unlimited number of dependencies

between schedules can be created in this manner.

After you have created a trigger, it appears in a dropdown list of triggers in the scheduler

user interface, which makes it easy to use again.

Trigger example

You can schedule a set of Unica Campaign flowcharts to run at the same time by
configuring them to all listen for the same trigger, which can be sent by any other schedule
or by an external application using the scheduler_console_client (on page 327) utility. You

can also use triggers to cause a set of flowcharts to run in series, one after another.

The following example illustrates how to set up a series of flowcharts to run in a specified

order.

« Flowchart 1 is scheduled with a "Flowchart 1 run complete” trigger that is sent when
the run completes successfully.
« Flowchart 2 is scheduled as follows.
o Start when a "Flowchart 1 run complete" trigger is received.
> Send a "Flowchart 2 complete" trigger when the run completes successfully.
* Flowchart 3 is scheduled to start when a "Flowchart 2 run complete” trigger is

received.

About start triggers

A schedule that is set up with a start trigger begins to listen for a trigger as soon as it is
created, regardless of its start date. However, the trigger does not override the start date.
For example, if a schedule has a start date of December 12, 2016 and on December 5, 2016

it receives its start trigger, the run does not start until December 12, 2016.
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Schedules that depend on completion of multiple runs

You can configure a schedule to run only when multiple other schedules have finished their

runs by using the On completion of other tasks option in the When to start drop down list.

For example, suppose you have a schedule, S1, that is set up with a recurrence pattern. S1
has a trigger that is sent every time an S1 run completes successfully. Three schedules,

S2, S3, and S4, are configured to start when they receive the outbound trigger from S1. You
can set up an additional schedule, S5, that runs when S2, S3, and S4 complete successfully.
S5 runs only when all three of the runs on which it is dependent complete. The following

diagram illustrates this example.

g1

Recurring

Trigger 1 f

i ' '

52 53 54
Mon-recurring ~ Nen-recurring  Nen-recurring
t | ¥
'

55

On completion
of other tasks

Non-recurring

To set up a scenario like the one described in the example, you would configure S5 using the

On completion of other tasks option in the When to start drop down list.

When you configure a run to be dependent on other runs in this way, you must keep in mind

the following considerations.

« The schedules on which the schedule you are configuring depends must be non-
recurring. In the example above, S2, S3, and S4 must be non-recurring. However,
because S1 recurs, S2, S3, and S4 effectively recur, based on S1 runs.

* The schedule that is dependent on other schedules must also be non-recurring. In the
example, S5 must be non-recurring. Again, because S1 recurs, S5 effectively recurs as

well.
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 The schedule that is dependent on other schedules cannot be used as one of the
criteria in the On completion of other tasks option for any other schedule. In the
example, S5 cannot be used as a criterion in the On completion of other tasks option
for any other schedule.

« If you want to delete a schedule that is configured with the On completion of other
tasks option, you must first change the configuration to remove the On completion of

other tasks option. Then you can delete the schedule.

Schedule triggers that are sent from an external script

The Unica Scheduler can respond to triggers sent by an external application. The
schedul er _consol e_cl i ent utility enables this feature. This utility issues triggers that can

launch one or more schedules set up to listen for that trigger.

Because schedul er _consol e_cl i ent is a batch script application, it can be called by

external applications, possibly using another batch script.

For example, if you set up a schedule that is listening for a trigger "T1," you could run the
schedul er _consol e_cl i ent utility with the following command to send the T1 trigger:

schedul er _console_client.bat -v -t T1

The utility can provide the following information.

« A list of the schedules that are configured to listen for any given trigger.
» Whether it has successfully sent the trigger. Note that the utility cannot report whether
the schedule that is listening for the trigger executed successfully. That information is

available on the scheduler management pages.

You can not use this utility to set up a schedule to listen for a trigger or to modify a trigger
for which a schedule is listening. You must perform these actions in the scheduler user

interface.
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Example script

Here is an example of a script to that causes the schedul er _consol e_cl i ent utility to issue
the string "example_trigger". This trigger would set off a run of a schedule set up to listen

for "example_trigger".

You could call a script like this from an external application when that application generates

an event.
The example script assumes that the script is in the same directory as the utility.

@em****************************************************

@em This script is used to call the Platform

@ em schedul er _consol e _client.

@ernl'****************************************************

echo Now starting schedul er trigger.
set JAVA HOVE=c:\jdk1l5 12

call schedul er_console_client.bat -v -t exanple_trigger

@ernk****************************************************

Security considerations

Scheduling within the enterprise applications is considered to be an administrator's activity.
It is assumed that any user who has execute permission in the host operating system for

the schedul er _consol e_cl i ent utility is also authorized to issue triggers.

To prevent any user from using this utility to issue a trigger, you should revoke execute

permission for the schedul er _consol e_cl i ent utility for that user.

Scheduler recurrence patterns

You can set up a schedule to run repeatedly by configuring a recurrence pattern. Any

recurrence pattern you set begins after the start time you specify.

You have several recurrence pattern options.
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* Pre-defined - A set of common recurrence patterns from which you can select

« Cron expression - A string composed of 6 or 7 fields separated by white space that
represents a set of times

- Simple custom recurrence pattern - A user interface for creating recurring patterns

that is similar to many common meeting schedulers

All of the scheduler recurrence patterns are based on cron expressions. The scheduler
provides pre-defined patterns in the user interface for easier creation of these cron
expressions. If you write your own custom cron expression, it is a good practice to provide
a meaningful description of the recurrence pattern, to make it easier for anyone who is not

fluent in reading these expressions to understand the pattern.

Important: All of the recurrence patterns reset at the end of the next longer interval.
For example, if you set a custom weekly pattern to run every three weeks, it runs the
third week of every month, because the pattern resets at the end of every month.
This is a characteristic of all cron expressions. To set a schedule that actually runs
on week 3, 6,9, 12, and so on, you must create separate schedules for each desired

execution date.

Time zone support

You can schedule runs to occur in the context of any one of a large number of worldwide

time zones.

When you create a schedule, the default is always the time zone of the server on which
Unica Platform is installed. However, you can select from any other time zones listed in the
Select time zone drop down list. These options are expressed as GMT times followed by
the commonly used term for that time zone. For example, (GMT-08:00) Pitcairn Islands or
(GMT-08:00) Pacific Time (US & Canada).

The selected time zone is applied to all aspects of the schedule, including the following.

« Information shown on the Schedules and Runs tabs

« Recurrence patterns and triggers
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Scheduler throttling

Throttling is used to manage performance when a large number of processes are likely to
place high demands on the system. Throttling is based on scheduler groups that you set
up on the Settings > Configuration page. You assign a throttling threshold to a group, and

associate schedules with that group.

The throttling threshold is the highest number of runs associated with that group that can
run concurrently. To reduce resource consumption on the server, you can set the throttling
threshold to a smaller value. Only schedules created in the Unica Scheduler are subject to

throttling.

Unlimited threshold in the default group

All schedules must belong to a throttling group. If you do not want to enable throttling for
a schedule, make it a member of the Default scheduler group (the default selected option
in the Scheduler Group field when you create a schedule). This group has a high throttling
threshold, which effectively means that no throttling is in place.

Throttling exception

If you run a flowchart from within Unica Campaign or by using the Unica Campaign
uni ca_svr admutility, these runs do not count in the throttling threshold, and they begin

execution immediately.
Throttling examples

« If system resources are a concern, you can use throttling to manage the load on a
server. For example, if many complex Unica Campaign flowcharts must be run, you
can assign them to a throttling group that limits the number of flowcharts that can be
run at the same time. This throttling helps to manage the load on the Unica Campaign
server or the marketing database.

* You can use throttling to set priorities for schedules. By assigning high-priority
schedules to a group with a high throttling threshold, you ensure that runs of these
schedules are performed using system resources as efficiently as possible. You

should assign lower-priority schedules to groups with lower throttling thresholds.



Unica Platform V12.1 Administrator's Guide | 1 - Administrator Guide | 90

« If you have a flowchart that is scheduled with a recurrence pattern, you can use
throttling to ensure that runs occur in sequence, without overlapping. For example,
suppose you have scheduled a flowchart with a recurrence pattern set to execute a
run every hour for 10 hours. If the flowchart takes more than one hour to complete
a run, the next run could attempt to begin before the previous run is completed,
resulting in failure because the still running flowchart would be locked. To ensure
that this does not happen, you can create a throttling group with a threshold of 1, and

assign the flowchart's schedule to this group.

Setting up throttling for the Unica Scheduler

You must set up a throttling group for each type of object being scheduled.

1. On the Configuration page, navigate to one of the throttling group templates under
Pl atform > Schedul er > Schedul e registrations > [Product] > [Object] >
Throttling group.

2. Create a category from the throttling group template.

The number you set for the Thrott1ing threshol d property is the highest number of
runs associated with that group that can execute concurrently. Any schedules eligible
to run that exceed the throttling threshold are queued to run in the order in which the

run notification is received by the scheduler.

The configured scheduler groups appear in the Scheduler Group drop-down list in the

Scheduler user interface for creating and editing schedules.

You must create a throttling group for each type of object whose runs you want to
control in this way. For example, flowchart throttling groups are available only for
scheduling flowcharts; mailing throttling groups are available only for scheduling
mailings.

3. Assign one or more schedules to the group, as needed.
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Whitelist prerequisite for external tasks (with FixPack 10.0.0.1
only)

Only if you have applied Unica Platform FixPack 10.0.0.1, a whitelist prerequisite applies to

any external tasks that you create to schedule API calls or scripts.

Before you can schedule an external task, you must add the API or script to a whitelist

located in the conf directory under your Unica Platform installation.

Adding a script to the whitelist

Only if you have applied Unica Platform FixPack 10.0.0.1, perform this procedure before you

create any external tasks that schedule a script.

The script must be on the web application server where Unica Platform is deployed.

1. Open the whitelist file for scripts in a text editor.

The whitelist file for scripts is
Pl at f orm Adm n_Schedul er _Scri pts. properti es. This file is located in the
conf directory under your Unica Platform installation.

2. Enter the full path of the batch or shell script you plan to schedule, and include the
number of parameters that are used in the script you are scheduling.

For example, suppose you want to schedule a script that is named RunETLJobs. bat

and that takes these three parameters: username, password, db_table.

You would make the following entry in the whitelist file. The entry includes the
absolute path of the script, followed by a space and the number of parameters used.
The parameter count must exactly match the number of parameters that are used in

the scheduled script.
C.\ Scri pt s\ RunETLJobs. bat 3

When you create the schedule, in the Run parameters field you specify the parameter
names between double number signs (##) followed by a space, as shown in the

following example.
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C.\ Scri pt s\ RunETLJobs. bat ##user nane## ##passwor d##
##db_t abl e##

3. Save and close the whitelist file.

Now you can schedule the script on the Schedules tab of the Settings > Schedule

management page.

Adding an API to the whitelist

Only if you have applied Unica Platform FixPack 10.0.0.1, perform this procedure before you

create any external tasks that schedule an API call.

1. Open and edit the whitelist file for APIs in a text editor.

The whitelist file for APIs Pl at f or m Adm n_Schedul er APl . properti es. This
file is located in the in the conf directory under your Unica Platform installation.
2. Enter the URI of the API you plan to schedule, and if query parameters are used,

include these parameter names, without including values.

For example suppose you want to schedule the following API call, using all of the

query parameters shown.

http://ww. exanpl e.com ti ckets?

fiel ds=i d&st at e=open&sort =updat ed_at
You would make the following entry in the whitelist file, listing all of the parameters.
http://ww. exanpl e. com ti ckets?fi el ds&st at e&sort

With this whitelist entry, you can schedule API calls that use some or all of the listed

parameters. For example:

http://ww. exanpl e.com tickets

shttp://ww. exanpl e.com tickets?fields=id
shttp://ww. exanpl e.com ti ckets?fi el ds=i d&st at e=open
http://ww. exanpl e.com tickets?

fiel ds=i d&st at e=open&sort =updat ed_at
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shttp://ww. exanpl e.com tickets?fiel ds=i d&sort =updat ed_at

shttp://ww. exanpl e.com ti ckets?fi el ds=i d&st at e=open

API calls that use non-listed query parameters cannot be scheduled. Scheduler
validation fails if any parameters are used that are not present in the whitelist.

3. Save and close the whitelist file.

Now you can schedule the API call on the Schedules tab of the Settings > Schedule

management page.

Best practices for setting up schedules

These are some best practices for planning and configuring scheduled runs of Unica

objects.

For optimal performance and ease of maintenance, keep these guidelines in mind.

 Because scheduled runs are executed on the system where the client product is
installed, consider the scaling capabilities of the client system. Stagger runs or use
throttling to tune the system.

* When possible, schedule heavy jobs during low system load times.

« Avoid overlapping runs, which cause run failures.

> Use caution if you use the same object in multiple schedules. For example, if
you use flowchart F1 in three schedules, these schedule definitions could cause
a run to be started before a previous run completes, causing run failure.

o If a flowchart run is initiated manually or by an external script, a subsequent
attempt to run the flowchart by any means fails with a lock error if the previous
run has not completed.

 The scheduler creates large quantities of data. If you observe performance issues
with the scheduler, consider removing schedule definitions that you no longer need.
! Important: Removing a schedule definition also removes its associated run

history from the database.
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To create a schedule wizard

This section describes in detail the pages you use when you create a schedule.

The following table describes the fields you use when you schedule runs of Unica Campaign

flowcharts, Unica Deliver mailings, Unica Optimize sessions, external scripts, and API calls.

Table 23. Fields in the create a schedule wizard

Field

Description

Select a task type

The type of object to be scheduled. The following options are avail-
able.

- External task - script

Allows you to schedule invocation of tasks defined in batch or

shell scripts external to Unica.

Only if you have applied Unica Platform FixPack 10.0.0.1, the
script must be listed in a whitelist file located in the conf di-
rectory under your Unica Platform installation. Also, the script
must be on the web application server where Unica Platform
is deployed.

« External task - API

Allows you to schedule invocation of APIs external to Unica.

Only if you have applied Unica Platform FixPack 10.0.0.1, the
API must be listed in a whitelist file located in the conf direc-
tory under your Unica Platform installation.

« Unica Campaign flowchart

Allows you to schedule invocation of Unica Campaign flow-
charts. Selecting this option takes you to the Unica Campaign
list page where you select a campaign, optionally set flow-
chart override parameters, and schedule the flowchart run.

* Unica Optimize session
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Table 23. Fields in the create a schedule wizard (continued)

Field

Description

Allows you to schedule invocation of Unica Optimize ses-
sions. Selecting this option takes you to the Unica Optimize
sessions list page where you select a session and schedule
the session.

* Unica Deliver mailing

Allows you to schedule invocation of Unica Deliver mailings.
Selecting this option takes you to the Unica Deliver mailings
list page where you select and schedule the mailing.

* Unica Plan bulk deactivation

Allows you to schedule bulk deactivation of projects in Unica
Plan. Selecting this option takes you to the Unica Plan Admin-
istrative Settings page where you click Deactivation Adminis-
tration and schedule the bulk deactivation.

* Alert

Allows you to schedule alerts for users of Unica. Selecting
this option opens a window where you set the message ti-
tle, message body, and severity. After you click Schedule this

alert, you can create a schedule for the alert.

Users can manage their notification subscriptions based on
severity.

« Notification

Allows you to schedule notifications for users of Unica.
Selecting this option opens a window where you set the mes-

sage title, message body, and severity. After you click Sched-
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Table 23. Fields in the create a schedule wizard (continued)

Field Description

ule this notification, you can create a schedule for the notifi-

cation.

Users can manage their notification subscriptions based on

severity.
Schedule name Enter a name for the schedule.
Scheduler group If you have created one or more throttling groups, you can associate

this schedule with a group to limit the number of runs of this sched-
ule that can execute at the same time. Throttling groups configured

on the Configuration page appear as options in this field

Description Enter a description for the schedule.

Run parameters Used when you schedule APIs and scripts.

Only if you have applied Unica Platform FixPack 10.0.0.1, a whitelist
prerequisite applies to any external tasks that you create to sched-
ule API calls or scripts. Before you can schedule an external task,
you must add the API or script to a whitelist located in the conf di-

rectory under your Unica Platform installation.

« For API schedules, enter the URI, plus any parameters in the

format shown in the examples.
API with no parameters: ht t p: / / exanpl e. com

APl with parameters: ht t p: / / www. exanpl e. coni ti ck-

et s?fi el ds=i d&st at e=open&sort =updat ed_at

Currently, there is no support for Unica Platform tokens in the
URI.
« For script schedules, enter the full path to the script on the

Unica Platform server, plus any parameters in the format
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Table 23. Fields in the create a schedule wizard (continued)

Field

Description

shown in the examples. Specify the parameter names be-
tween double number signs (##) followed by a space.

> Windows™ examples

Script with no parameters: C:\ Scri pt s\ Execut eDat a-

baseJob. bat
Script with parameters:

C:\ Scri pt s\ RunETLJobs. bat ##user nane## ##pass-
wor d## ##db_t abl e##
o UNIX™ examples

Script with no parameters: / opt / Execut eDat abase-
Job. sh

Script with parameters:

[ opt / RUunETLJobs. sh ##user name## ##passwor d##
##db_t abl e##

Execution of these tasks is asynchronous. Unica Platform does not
track success or failure of script and API tasks. Status indicates on-

ly whether they are launched successfully.

ger

On successful com-

pletion, send a trig-

If you want runs of this schedule to send a trigger when the run
completes successfully, enter the trigger text here. Other schedules

can be set to listen for this trigger.

On error, send a trig-

If you want runs of this schedule to send a trigger when the run

ger fails, enter the trigger text here. Other schedules can be set to listen
for this trigger.

Search tags / key- Enter any tags you want you associate with the schedule for use in

words searches. Separate multiple entries with commas.
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Table 23. Fields in the create a schedule wizard (continued)

Field

Description

Schedule status

Whether the schedule is enabled or disabled. Disabling a schedule
applies only to future or queued runs of that schedule. Any run cur-

rently underway is not affected. The default status is Enabled.

Select time zone

If you select an option other than the server default, the Start, End,
and Last updated columns on the Schedule management page

show both the server default time and the time in the selected zone.

When to start

Select one of the following options to specify the first time the
schedule runs. The start time applies only to the first run; it defines
the time when a schedule is first eligible to run. The actual first run
might be after the start date if any of the following conditions are
present.

« The schedule is configured to wait for a trigger.
 The schedule is a member of a throttling group.

 The schedule uses a recurrence pattern.

* Now

« On a date and time - Select a date and time.

« On a trigger - Select an existing trigger or enter a new one. If
you enter a new one, you must configure a schedule to send
this same string on success or failure.

- On a trigger after a date - Select an existing trigger or enter a
new one, and select a date and time. If you enter a new trig-
ger, you must configure a schedule to send this same string
on success or failure.

« On completion of other tasks - Select from a list of existing
schedules. The schedule runs only when the selected other

schedules have finished their runs.

Number of runs

Select one of the following options to specify the number of runs.
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Table 23. Fields in the create a schedule wizard (continued)

Field

Description

Run exclusions

* Run once only - The schedule runs one time. It is eligible to
execute the run on the start date and time you specify.

- Stop after n occurrences - Runs stop after the specified num-
ber of runs have occurred (whether the runs succeed or fail)
or the end date arrives, whichever is first.

- Stop by a date and time - Runs are initiated as many times as
defined until the specified end date and time is reached. A run
might execute after this time if the run execution has been de-
layed due to throttling constraints.

« On completion of other tasks - The schedule runs only when
all the other tasks selected for this option complete success-
fully.

When you click the Set up recurrences button, you can select one of

the following options.

- Use a pre-defined recurrence pattern - Select a pattern from
the list. The Unica Platform provides a set of pre-defined pat-
terns, and you can create your own by adding properties on
the Configuration page.

- Use a simple custom recurrence pattern - Select an interval.

« Use a cron recurrence expression - Enter a valid cron expres-

sion.

IIEEEN From the 10.0 Fix Pack 2 release onwards, you can create exclusion rules to

exclude the scheduler run for certain days or time. You can add multiple rules for various

schedules.
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You can create exclusion rules for specific schedules or apply a single rule to multiple
schedules. You can also enable or disable the rules, or delete the exclusion rules if they are

no longer required.
The Run exclusions feature is available when you upgrade to the 10.0 Fix Pack 2 release.

Two new system tables are introduced for this feature. For details about the system tables,

see the Unica Platform System Tables guide.

Viewing exclusion rules

Exclusions rules that are already defined for schedules can be viewed from the Run

exclusions tab of the Schedule Management page.

The information in the Previous 1 and next 2 runs field is shown as per the scheduler

definition. It is not currently validated against the exclusion rules.

To view exclusion rules, complete the following steps:

1. Log in to Unica Platform as the administrator.
2. Click Settings > Schedule management.

3. Click Run exclusions.

You can view the exclusion rules and complete various tasks for the rules. You can also
view the status of the rules, the various schedules for which they are applicable, exclusion

period, and exclusion type for the rules.

You can also search for exclusion rules by using a wildcard search in the Filter text box.

Adding exclusion rules

Exclusion rules can be added for schedules and runs. You can add Absolute or Relative

rules, and select the schedules for which the rules will be applicable.

Absolute exclusion rules are set for a set time period. Relative exclusion rules are set only
once and was limited to a yearly only. From 11.0 release onwards, in addition to yearly
relative date, weekly and monthly date time should be configurable. Exclusion Rules can be

enabled or disabled, and can be applied to multiple schedules.
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To add an exclusion rule, complete the following steps:

o oA~ WON =

. Log in to Unica Platform as the administrator.

. Click Settings > Schedule management.

. On the Run exclusions tab, click Add exclusion rule.
. On the Rule definition tab, specify the Rule name.

. Optional: Specify the Description.

. Select the Rule status as Enabled or Disabled.

By default, Enabled is selected.

. Select the Exclusion type.

If you select Absolute, complete the following steps:
a. Select the Time Zone.

By default, the Server default time zone is selected.
b. Select the Start date and time.
c. Select the End date and time.
If you select Relative, complete the following steps:
a. Select the Time Zone. By default the server time zone is selected.
b. Select when to start. 1.Now 2.0n a date and time - Select a date and time.

c. Configuring the recurrence pattern to set up relative run Exclusion. Any

recurrence pattern you set begins after the start time and End Time you specify.
Recurrence pattern options are 1.For weekly user should be able to select one
or more day of the week, associated with a start date end time. 2.For monthly
user should be able to select a day in a month, associated with a start and end
time. 3.For yearly user should be able to select a day in the year, associated with
a start and end time.

. Select Stop after n occurrences - Relative Run Exclusion Rule stop after the

specified number of runs have occurred (whether the Relative Run Exclusion
Rule succeed or fail)

. Select Stop by a date and time - Relative Run Exclusion Rule are initiated as

many times as defined until the specified end date and time is reached.
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Note: A single date of the current year can be selected. Schedules are skipped
for the entire day when you select a relateive date.

8. On the Eligible schedules tab, select the schedule for which you want to apply the

exclusion rule by completing the following steps:

a. Search for the available schedules by entering a wildcard search in the Filter

text box.

b. From Available schedules, select the schedules.

c. Click

The selected schedules are moved to the Selected schedules table.

d. Click Save.
9. Click Save.

Deleting exclusion rules

You can delete the exclusion rules that are available in your system only if the rules are not

associated with any schedules or runs.

To delete an exclusion rule, complete the following steps:

1. On the Run exclusions tab, select the rule that you want to delete.

Note: Ensure that the exclusion rule that you want to delete does not have any

schedule or run associated with it.
2. Click Delete.

3. Confirm the deletion.

Enabling and disabling exclusion rules

You can enable and disable exclusion rules while you create the rules or after you create the

rules. By default, a new rule that is created is always Enabled.
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When exclusion rules that are applied to schedules are disabled, all schedule runs continue
to run as before. When exclusion rules are enabled, the rules are applied to the schedules

and schedules are run as per the exclusion criteria that are applied.

To enable or disable an exclusion rule, complete the following steps:

1. On the Run exclusions tab, select a disabled rule.
2. Click Enable.

The status of the rule changes to Enabled.
3. To disable a rule, select an enabled rule.
4. Click Disable.

The status of the rule changes to Disabled.

Importing exclusion rules

You can import exclusion rules to apply them to schedules or runs in the system. You can

import the rules through an XML file.

The XML file in the specific format must be available to import the exclusion rules. The

format of the XML file can be viewed when you click Import exclusion rules on the Ul.

A sample exclusion rule file is provided with installation and is available in the

<pl at f orm home>\ conf\ directory as the Excl usi on_Rul e. xni file.

To import exclusion rules, complete the following steps:

1. On the Run exclusions tab, click Import exclusion rules.

2. Use the format that is provided to create the XML file to import the rules.
3. Click Browse to select the file.

4. Click Save.

Understanding the XML file to import exclusion rules

The XML file that can be used to import exclusion rules has certain tags that define the

exclusion rules.
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Tags in the XML file

The following table lists the tags in the XML file that can be used to import exclusion rules.

Table 24. Tags in the XML file

Tag Description
ruleName Name of the exclusion rule.
ruleDescription Description of the exclusion rule.
ruleStartDate Date on which the exclusion rule starts. The format of the

date must be MM/DD/YYYY.

ruleStartTime Time at which the exclusion rule starts. The format of the
time must be HH:MM:SS.

ruleEndDate Date on which the exclusion rule ends. The format of the
date must be MM/DD/YYYY.

ruleEndTime Time at which the exclusion rule ends. The format of the
time must be HH:MM:SS.

SchedulerID IDs of the scheduler on which the exclusion rule must be
applied. Multiple scheduler task IDs can be specified.

The IDs of the scheduler tasks are available in the USCH -
TASK table in the database.

ruleStatus Status of the exclusion rule. The value can be Enabl ed or
D sabl ed.

By using the tags, you can define multiple exclusion rules. Reuse the rule tags and modify

them as required to define multiple rules.

Example of the XML file to import exclusion rules

An example of the XML file that is used to import exclusion rules is provided for users
to reuse the tags and modify the values to create a new XML file according to your

requirements.
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The following XML tags can be used to create an XML file to import exclusion rules.

<rul es>
<rul e>
<rul eName>Rul el</rul eNanme><!-- specify rule name -->
<rul eDescri pti on>Rul e for skipping 1/13 to 1/19. </rul eDescri ption><!--
specify rul e description -->
<rul eStartDate>1/13/2017</rul eSt art Dat e><! -- specify exclusion start
date. This should be of format MV DD YYYY -->
<rul eStartTi me>8: 00: 00</rul eStart Ti ne><!-- specify exclusion start tinme.
This shoul d be of format HH MM SS-->
<rul eEndDat e>1/ 19/ 2017</r ul eEndDat e><! -- specify exclusion end date. This
shoul d be of format MM DY YYYY -->
<rul eEndTi me>18: 15: 00</ rul eEndTi me><!-- specify exclusion end time. This
shoul d be of format HH: MM SS -->
<Schedul er | Ds>
<Schedul er | D>10</ Schedul er I D> <! -- specify schedul er task |Ids, on which
this rule should get applied. This needs to be obtai ned from dat abase. -->
<Schedul er | D>15</ Schedul er | D>
</ Schedul er | Ds>
<rul eSt at us>Enabl ed</rul eSt at us> <!-- specify exclusion rule status.
val id val ues Enabl ed/Di sabled -->
</rul e>
</rul es>
<rul es>
<rul e>
<r ul eNane>Rul e2</rul eNane><!-- specify rule nane -->
<rul eDescri pti on>Rul e for skipping 2/6 to 2/10</rul eDescripti on><!--
specify rul e description -->
<rul eStart Dat e>2/ 6/ 2017</rul eSt art Dat e><! -- specify exclusion start date.
This should be of format MM DD/ YYYY -->
<rul eStart Ti me>00: 00: 00</rul eStart Ti me><!-- specify exclusion start tine.

Thi s should be of format HH Mt SS-->
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<r ul eEndDat e>2/ 10/ 2017</ r ul eEndDat e><! -- specify exclusion end date. This
shoul d be of format MM DD YYYY -->
<r ul eEndTi me>23: 59: 59</r ul eEndTi me><!-- specify exclusion end tine. This
shoul d be of format HH: MM SS -->
<Schedul er| Ds>
<Schedul er | D>45</ Schedul er | D> <!-- specify schedul er task Ids, on which
this rule should get applied. This needs to be obtai ned from dat abase. -->
<Schedul er | D>88</ Schedul er | D>
</ Schedul er | Ds>
<rul eSt at us>Di sabl ed</rul eSt atus> <!-- specify exclusion rul e status.
val id val ues Enabl ed/Di sabled -->
</rul e>

</rul es>

What to consider when you use the scheduler with Unica
Campaign

Some special configuration applies when you use the Unica Scheduler with Unica Campaign

» Manual starts of flowchart runs or command-line flowchart commands have no effect
on the scheduler, and vice versa with one exception. If a flowchart run is initiated by
any means, a subsequent attempt to run the flowchart by any means fails with a lock
error if the previous run has not completed.

« Scheduler triggers do not interact in any way with Unica Campaign flowchart triggers.
Triggers sent by the Schedule process or by the Unica Campaign trigger utility
uni ca_act r g cannot cause schedules in the Unica Scheduler to run, and vice versa.

Difference between the Unica Campaign Schedule process and
Unica Scheduler

Starting with the 8.0 release of Unica Platform, the Unica Scheduler is intended to replace
the Unica Campaign Schedule process for scheduling runs of an entire flowchart. The Unica
Scheduler is more efficient, as it does not consume any server system resources when the

flowchart is not actually running.
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The Unica Scheduler starts a flowchart even if it is not running, while the Unica Campaign

Schedule process in a flowchart works only if the flowchart is running.

The Unica Campaign Schedule process is preserved for full compatibility with earlier
versions, and for other use cases not handled by the Unica Scheduler. For example, you
might want to use the Unica Campaign Schedule process to send Unica Campaign triggers

or to delay execution of dependent processes.

Do not use the Unica Scheduler to schedule a flowchart that uses the Unica Campaign
Schedule process as the top-level process that starts a flowchart run. Typically, only one
or the other is necessary. However, if the Schedule process appears in a flowchart that is
started by the Unica Scheduler, it functions as configured; conditions required by the Unica

Scheduler and the Schedule process must be met before subsequent processes run.

Unlike the Unica Scheduler, the Unica Campaign Schedule process can send external
triggers to call command-line scripts. The Unica Scheduler can send triggers only to its own
schedules.

Permissions for scheduling flowcharts

Scheduling Unica Campaign flowcharts using the Unica Scheduler requires the following

permissions.

Table 25. Permissions for scheduling

Permission Description

Schedule Batch Flow- Allows scheduling flowcharts using the default run para-

charts meters

Schedule Override Batch | Allows overriding the default run parameters for schedul-

Flowcharts ing flowcharts

Run Batch Flowcharts Allows running flowcharts (required for scheduled flow-

charts to run successfully)

Note: When a scheduled flowchart runs, it is run by the Unica Platform user

that created the scheduled task. If this user account is disabled or deleted,
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any flowcharts previously scheduled by that user will fail to run. If you want to
deactivate this user account but allow these previously scheduled flowcharts to
run, leave the user account status set to "active" with only the Run Batch Flowcharts
permission granted.

Creating a flowchart schedule using default parameters

To schedule a flowchart using the default parameters, complete the following steps.

1. On the Flowchart tab in View mode, click the Schedules icon and select Schedule
This. This opens the Override Flowchart Parameters window. All parameters are
optional in this screen.

2. Click the Schedule a Run button located at the lower pane. This opens a window
which allows you to schedule a flowchart using default parameters.

3. Complete the fields in the Schedule flowchart box. If you choose to run more than
once, click Set up Recurrences to set up a recurrence pattern.

4. Click Run with this schedule.

About overriding the default parameters for Unica Campaign
flowchart run schedules

You can override the default run parameters when you schedule a flowchart run.

When you schedule a Unica Campaign flowchart run, the scheduler uses the default
run parameters that have been defined for the flowchart. These parameters include the

following:

« The table catalog containing the table mappings that the flowchart uses
« Any user variables values that have been defined within the flowchart
« Login information for any data sources that the flowchart accesses. The default is the

user who is scheduling the flowchart.

Unica Campaign allows you override these defaults to run against different data sources
or to achieve different results, similar to the capabilities provided by the uni ca_svradm

utility. For example, you could schedule multiple runs for a single flowchart to test different
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combinations of values for user variables. You could specify an alternate table catalog to
switch from your production database to a sample database for these test runs. If your
organization requires different database logins for test runs and production runs, you can

specify the appropriate login information.

Run parameters for scheduling Unica Campaign flowcharts

When you schedule a Unica Campaign flowchart, the flowchart can pass a string containing
run parameters to the Unica Scheduler. This string is then passed back to Unica Campaign

when a run is started.

In Unica Campaign, all of the values set on the Override Flowchart Parameters dialog are
passed to the scheduler as a single string. This string is displayed in the Run parameters
field.

Creating a flowchart schedule

Follow this procedure to schedule a flowchart.

1. On a flowchart tab in View mode, click the Schedules icon and select Schedule.

The Override flowchart parameters for dialog box opens.
2. If you want to override the default flowchart parameters, complete the fields in the

dialog box to specify your flowchart parameters. This step is optional.

You can add multiple user variables and data sources by clicking the Add user

variable and Add data source links.

The system does not check syntax of the parameters you enter in these fields. Double-

check that you have entered the correct values before proceeding.

If you do not want to override default flowchart parameters, go on to the next step.

3. Click Schedule a run to open the Create a schedule dialog box.

You can define when the schedule runs and optionally set up recurrences, triggers,
and throttling.
4. Click Run with this schedule.
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Important: When you schedule a flowchart, the scheduled task is based on the

flowchart name. If the flowchart name is changed after a scheduled task is created,

the scheduled task fails.

The Override Flowchart Parameters page

The following table describes the fields on the Override flowchart parameters dialog. All

of the editable fields in this dialog are optional. The system does not check syntax of the

parameters you enter in these fields. Double-check that you have entered the correct values

before proceeding.

The values you enter in this dialog are shown on the next page of the wizard in the Run

parameters field.

Table 26. Fields on the Override Flowchart Parameters page

Field

Description

Flowchart Id

Unique ID for the flowchart. This field is filled automatically, and is

read-only.

Campaign - Flow-

chart name

The name of the campaign, campaign code, and flowchart name.

This field is filled automatically, and is read-only.

Catalog file name

Specify a stored table catalog file to use for this run.

User variable name

Enter the name of any user variable that has been defined within the

flowchart.

Value

Enter a value for the user variable.

Data source name

Enter the name of any data source that the flowchart accesses.

Login

Use this field to override the default login name for the specified da-
ta source. The default is the login name of the user who is creating

the schedule.
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Table 26. Fields on the Override Flowchart Parameters page (continued)

Field Description

Password Use this field to override the default password for the specified data
source. The default is the password of the user who is creating the

schedule.

Schedule notifications

You can set up notifications for any schedule, to alert you to the status of scheduled runs. In
addition, users with Administrator permissions in Unica Platform can set up groups to which

notifications are sent.

Individual schedule notifications

You can create notifications for your schedules only after you have created and saved
the schedule, not during the creation process. You can configure which statuses trigger a
notification, and whether the notifications for each schedule are sent to your email account,

or appear in your notification in-box, or both.

Group schedule notifications

If you want users other than the creator of a schedule to receive schedule notifications, you
can enable group-based notifications. You must have administrator permissions in Unica

Platform to set up group notifications.

A configuration property, Group Name to receive the Job Notifications, is included for each
object type that can be scheduled under the Platform | Scheduler | Schedule registration |

[Product] | [Object type] category on the Settings > Configuration page. All members of the
group specified in this configuration property receive notifications for all schedules for that

object type (for example, Campaign flowcharts).

Group members receive notifications set up for scheduled runs that have the Long Duration
or Not Started/Queued status. They do not receive notifications for runs with the On Failure,

On Success, or Unknown/"Other" problem status.

By adding or removing users in a group, you can control who receives these notifications.
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Setting up notifications for schedules you create

Use this procedure to set up notifications on schedules you create. You can create
notifications only after a schedule has been created and saved, not during the creation

process.

1. Select Settings > Schedule management and click the name of the schedule for which
you want to set up notifications.

2. Click Edit job notifications to open the My job notifications window, and then click
New.

3. Complete the fields and click Save.

Deleting or modifying notifications for schedules you create

You can delete or modify any notifications you created.

1. Select Settings > My job notifications to open the My job notificaitons window.
2. To delete notifications, select the notifications you want to delete and click Delete.
3. To modify notifications, click the name of the notification you want to modify to open

the Edit Job Notification window, where you can make and save changes.

Setting up schedule notifications for a group of users

Use this procedure to set up notifications for all schedules that are sent to groups of users
that you specify. You must have administrator permissions in Unica Platform to perform this

procedure.

1. On the Settings > Configuration page, go to the Unica Platform | Scheduler | Schedule
registrations category.

2. For each object type for which you want to enable group-based notifications, set the
value of the Name of group to receive job notifications property to the name of the

group you want to receive notifications for this object type.

You can use existing groups or create groups for these notifications.
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You might want to set up a group for each object type for which you want to enable
group-based notifications.
3. On the User groups page, assign users to the group or groups that you specified in the

previous step, as required.

The My job notifications page

You can configure schedule notifications on the My job notifications page.

Table 27. Fields on the My job notifications page

Field Definitions
Notification title Enter a name for the notification
Condition Select the status condition that causes a notification to be sent.

You can create a different notification for each status that you want

to trigger a notification.

Send the notification | Select how you want to receive the notification.

to The notification can be sent to the email account associated with

your Unica user account, it can appear in your notifications in the

user interface, or both.

Notification status | Select whether this notification is active or inactive. If you select in-

active, no notifications are sent.

Schedule management

You can manage all schedules from the Settings > Schedule management page. You
must have the Administer Scheduled tasks page permission in Unica Platform to manage

schedules.

These are the tabs on the Scheduled tasks page.
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« Schedules - On this tab you can create schedules and view or delete schedule
definitions. You can click the schedule name to edit a definition, including adding
notifications and enabling or disabling the schedule.

* Runs - On this tab you can view queued and completed runs of every schedule, cancel
a queued run, and delete a run. You can click the schedule name to edit a definition,

including adding notifications and enabling or disabling the schedule.

Schedules and partitions

In a multi-partition environment, you see only the schedules that are created in the partition
to which you belong, unless you have the PlatformAdminRole role, which allows you to see

all scheduled runs across all partitions.

Unknown status

If you see a large number of runs with a status of Unknown, you can adjust the Scheduler
polling frequency by setting the Platform | Scheduler | Maximum Unknown Status Polling
Count property on the Settings > Configuration page. This property specifies the number of

times the Scheduler checks the status of a run before reporting a status of Unknown.

The Unknown status indicates that Unica Platform can not determine whether the job is still

running, completed or failed.

If your organization has a large number of scheduled jobs, increasing polling frequency can

affect performance.

The schedule list filter
You can filter the schedule list on the Runs and Schedules tabs.

You can enter text in the box at the top right of the list for a quick filter that compares
your search term against the values in all of the columns in the list. If your search string is

contained in any of the columns, the schedule or run is included in the search result.

For advanced search, you can click Edit the schedule list filter to open a window where you

can set criteria to evaluate against the attributes of the listed schedules or runs.
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Disabling and enabling multiple schedules (with FixPack 10.0.0.1 only)

If you have applied Unica Platform FixPack 10.0.0.1, you can select multiple schedules on
the Schedules tab and disable or enable them by clicking the Disable or Enable button at the
top of the list.

You can use this bulk disable and enable feature in conjunction with the filter to obtain a list
of the schedules you want to disable or enable. For example, if you added search tags when
you created schedules, you can filter the list to show only schedules with a specific tag.

Then you can select all of these schedules and disable or enable them with a single click.

When you disable a scheduled task, any schedules that depend on a trigger from the

disabled task are not disabled, but they will not run because they will not receive the trigger.

The Schedule management pages

You access the scheduler management pages by selecting Settings > Schedule

Management or by selecting View when scheduled from a flowchart's Run menu.

The Schedules tab

Table 28. Fields and links on the Schedules tab

Field or link Description

Disable one or more selected schedules. Available only if you have
applied Unica Platform FixPack 10.0.0.1.

Disable

Enable one or more selected schedules. Available only if you have
applied Unica Platform FixPack 10.0.0.1.

Enable

Create a schedule Click to open a wizard where you can set up a schedule.

Edit the schedule list | Click to create an advanced filter for the list.
filter
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Table 28. Fields and links on the Schedules tab (continued)

Field or link Description
Delete Delete one or more selected schedules. You can select schedules
by clicking in the column at the left of the schedule. To select all
schedules, click at the top of the left side column.
Refresh Click to refresh the list.
Filter Click to create a simple filter for the list.

Schedule name

The schedule of which the run is an instance.

Schedule state

Whether the schedule is enabled or disabled.

Scheduled item

The name of the object to be run.

ltem type The type of object to be run.

Created by The user name of the account that created the schedule.

Start trigger If the schedule depends on a trigger, the trigger that causes the
schedule to run.

Start Date and time when the first run of this task is scheduled.

Recurrence pattern

A description of the recurrence pattern.

End

Date and time when the last run of this task is scheduled.

Note: Applies to recurring scheduled tasks only.

Previous 1 and next

2 runs

Date and time of the previous run and next two scheduled runs.
Note: Applies to recurring scheduled tasks only.
The information about previous one and next two scheduled runs is

shown as per the scheduler definition. It is not currently validated

against the exclusion rules.
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Table 28. Fields and links on the Schedules tab (continued)

Field or link

Description

Dependencies

If the scheduled object depends on other objects, they are listed

here.

On success trigger

The string that is sent if the product reports that a run of this sched-
ule has completed successfully. This field is blank if no on success

trigger is specified.

On failure trigger

The Runs tab

The string that is sent if the product reports that a run of this sched-

ule has failed. This field is blank if no on failure trigger is specified.

Table 29. Fields and links on the Runs tab

Field or link

Description

Edit the schedule list
filter

Click to create an advanced filter for the list.

Delete

Delete one or more selected schedules. You can select schedules
by clicking in the column at the left of the schedule. To select all

schedules, click at the top of the left side column.

Mark as cancelled

Cancel one or more selected schedules.

Refresh Click to refresh the list.
Filter Click to create a simple filter for the list.
Run id The identification number assigned to the run in the Unica Platform

system tables.

Schedule name

The name specified for the schedule by its creator.

Scheduled item

The name of the object to be run.

Item type

The type of object to be run.
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Table 29. Fields and links on the Runs tab (continued)

Field or link

Description

Start

The date and time when the run started.

Last updated

The date and time when the information for this run was updated.

Execution state

State of the run as defined in the scheduler, as follows.

« Scheduled - The run has not begun.

* Queued - The scheduler has started the run, but the Unica
product has not begun executing the scheduled run due to
throttling constraints.

« Completed- The run has completed and has returned a status
of Failed or Succeeded.

« Cancelled - A user has cancelled a run by clicking Mark as
Cancelled on the Scheduled Runs page. If the run was queued
when the user marked it as cancelled, it does not execute. If
the run was executing, this action does not stop the run, but
it is marked as cancelled, and any triggers configured for this
run are not sent. Also, runs that depend on the cancelled run
do not execute.

 Unknown - Indicates that Unica Platform can not determine

whether the job is still running, completed or failed.

Run status Status of the object's run as defined by the product executing the
run. If the run sends a status of Cancelled, and the run is later start-
ed again and sends any other status to the scheduler, the status is
updated in this field.

Details Information about the run as provided by the product. For example,

for a flowchart run, details include the flowchart name and ID, the

error if the run fails, and the elapsed time if the run succeeds.
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Edit the schedule list filter - Schedules

Table 30. Edit the schedule list filter on the Schedules tab

Column

Description

Filter by search
tags / keywords

Select this check box if you want to include search tags or key-
words in your filter. The string you enter here is matched with
strings entered in the Search tags / keywords fields when sched-

ules are created.

Search tags / key-

words

Enter the search tags or keywords you want to use in your filter.

Filter on other crite-

ria

Select this check box if you want to include additional criteria in

your filter.

Run metadata

Select one of the following options to include in your rule.

The options are:

* Schedule name
* Schedule state
* Iltem type

* Created by

* Scheduled item

Condition

Select one of the following options to determine how your rule is

evaluated.

» Matches
« Starts with
» Ends with

« Contains

Value

Enter or select the value you want to apply to the rule. The options

vary depending on the metadata you select for the rule.
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Table 30. Edit the schedule list filter on the Schedules tab (continued)

Column Description

« Schedule name
Enter any characters.

« Schedule state
Value options are Enabled and Disabled.

* ltem type
Value options are the various schedule types.

* Created by
Enter any characters. Your value is compared with user login
names.

« Scheduled item
Enter any characters. The string you enter here is compared
with the text in the Scheduled item column.

And / Or Select one of these operators for each rule you create.

Edit the schedule list filter - Runs

Table 31. Edit the schedule list filter on the Runs tab

Column

Description

Filter based on time

Select this check box if you want to show runs that occurred within

a specified time interval.

Time zone

If you select an option other than the server default, the search uses
the selected time zone to calculate which schedules fall within the

date range you specify.

List runs for the last

n instances

For recurring runs, specify how many previous runs to show in the

list.

List runs from

Specify a time interval for the runs shown in the list.
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Table 31. Edit the schedule list filter on the Runs tab (continued)

Column

Description

Filter on other crite-

ria

Select this check box if you want to include additional criteria in

your filter.

Run metadata

Select one of the following options to include in your filter.

The options are:

» Schedule name
» Execution state
* Run status

» Scheduled item

Condition

Select one of the following options to determine how your criteria

are evaluated.

» Matches
- Starts with
* Ends with

» Contains

Value

Enter or select the value you want to apply to the filter. The options

vary depending on the metadata you select for the rule.

» Schedule name

Enter any characters.

« Execution state
Value options are:

> Queued

> Running

> Completed
> Unknown

- Cancelled
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Table 31. Edit the schedule list filter on the Runs tab (continued)

Column Description

* Run status

Value options are Succeeded, Running, Cancelled Failed, and
Unknown.

» Scheduled item

Enter any characters. The string you enter here is compared

with the text in the Scheduled item column.

And / Or Select one of these operators for each rule you create.

SAML 2.0 based federated authentication

Unica Platform implements a SAML 2.0 based Identity Provider (IdP) that enables a single
sign-on federation among Unica products or between Unica products and third party

applications.

A federation is a group of IdPs and applications that works together in a trusted
environment and provides services to each other using SAML 2.0 (Security Assertion
Markup Language) based standards.

Applications that are members of a federation are called Service Providers (SPs). The IdP

server and the SPs can be hosted on premises or on cloud.

A SAML 2.0 federation supports a variety of authentication mechanisms for single sign-on.
For example, a user can be authenticated in an SP using that application’s authentication
mechanism (for example, in-house, OAuth, Openld, SAML, Kerberos), and then the user can
access other SPs using federated single sign-on, provided the applications are part of same

federation and the user is mapped appropriately.

The IdP server creates, validates, or deletes tokens based on user mappings. Data access
objects are implemented for the supported database types, and are included in the IdP

server.

An administrator maps user IDs between SPs to provide single sign-on access to mapped

users. For example, suppose SP_A and SP_B are both members of a federation. User1 is
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an account in SP_A, and User2 is an account in SP_B. The User1 account is mapped to
the User2 account in the federation. When a user logs in to SP_A with User1 credentials,
that user has single sign-on access to SP_B. Also, when a user logs in to SP_B with User2

credentials, that user has single sign-on access to SP_A.

Diagram

The following diagram illustrates the federation.

Federation
Identity provider

On cloud / On pramisas

'3'} Get SAML token 'j% Validate token

e
:ﬁu Request access o resources

Sarvice . SETViCE
provider provider
On cloud On premises

;?:ff_a} Authenticate
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Browsear / Application

Components of the HCL implementation

The implementation of SAML 2.0 based federated single sign-on consists of the following

components.

These components are located in the t ool s/ 1i b directory under your Unica Platform

installation.

« A SAML 2.0 based IdP server, delivered as a WAR file: i dp- ser ver . war

« Aclient fagade: i dp-client.jar



Unica Platform V12.1 Administrator's Guide | 1 - Administrator Guide | 124

The IdP client facade is Java™ implementation with an API that works with security
tokens. It is delivered as a JAR file. Javadoc™ documentation for the APl is included

with the Unica Platform Javadoc™.

The IdP client facade enables Java™ SPs to quickly integrate with the IdP server and
become part of the federation.

Supported use cases

The current implementation enables SPs to work with security tokens to establish single

sign-on authentication among the SPs.
Generating a new SAML token

The implementation can generate a new SAML token for a user who initiates a single sign-
on authentication request. This user must be mapped on the IdP server. Based on the
trusted party's credentials and user mapping, the IdP server creates a new security token
and issues it using a SAML 2.0 assertion.

For example, if User1 from SP_A is mapped with User2 from SP_B on the IdP server, and
User1 tries to access SP_B resources, the IdP server generates a security token for User1 as

a trusted party.
Validating an existing SAML token

The implementation can validate an existing SAML token presented by an SP that receives
the access request from a user from another SP. The SP first validates the security token

and client mapping with the IdP server to identify the mapped user in its own domain.

For example, when SP_A tries to access SP_B resources on behalf of User1 and presents
the IdP security token, SP_B takes this token to the IdP server. If the token is valid and User1
is mapped to an SP_B user, the IdP server resolves the SP_B user in the SP_B domain and

returns the assertion.
Deleting an existing SAML token

The implementation can delete an existing SAML token for an SP user when a user logs

out from the system or the session times out due to inactivity. Based on the trusted party's
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credentials and user mapping, the IdP server deletes the token and resets the last accessed

timestamp when it receives the logout request. This does NOT delete the user's mapping.

Limitations

The current implementation does not support the fo